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1	Introduction
During RAN2#5 meeting, it was proposed [1] to use COUNT instead of Sequence Number in the PDCP PDU headers. In this contribution, we try to analyse the impact of this proposal, its advantages and drawbacks.
2	Discussion
In the LTE PDCP specifications, the PDU header only contain a Sequence Number. The receiver entity constructs COUNT, based on the received SN and an HFN counter. The HFN counter is updated when a wraparound of the SN counter is detected. Although it minimizes overhead, this is a complex operation which can lead to HFN desynchronization between the UE and the network.
The proposed solution is to use the whole COUNT in PDCP PDU header, avoiding any HFN issue. The maximum value for COUNT needs to be high enough so that there is no confusion between a “late” PDU and an “early” PDU. The current size of COUNT is 32 bits, which should be enough for this purpose.
2.1	Status report
If overhead is an issue when reporting multiple PDUs, a reference COUNT and offsets to that reference could be used instead. The current LTE bitmap can also be re-used.
2.2	Key change
When a new key needs to be taken into use, a similar procedure as in LTE could be used: a RACH is performed, lower layers (RLC and MAC) are flushed and the missing PDU are retransmitted with the new key. Using COUNT would have no impacts to key change.
2.3	Overhead
[bookmark: _GoBack]Using COUNT does increase overhead. However, if the PDCP SN can be re-used at RLC, this increase can be mitigated [4]. 
2.4	Security
One may wonder if sending COUNT in clear over the air interface might increase the vulnerability of the system. In our opinion, the COUNT is not an info that is kept secret and transmitting SN only but not the HFN is not a security measure. As a matter of fact an attacker observing the radio interface can always calculate the HFN from the received SN. 
2.5	Specification impact
For information, an example on how would PDCP specification could be simplified if COUNT was sent over the air is included in Annex (using 36.323 as basis [2]).
3	Conclusion
In this contribution, we have made a short analysis of the impact of using COUNT as PDCP SN. It simplified the specifications and do not present any drawbacks (as long as RLC can re-use it to minimise overhead).
Proposal 1: transmission of COUNT over the air should be further considered for NR.
We also propose a text for the technical report TR 38.804 [3]
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Text Proposal 
[bookmark: _Toc460841953]5.4.3	PDCP Sublayer
The full COUNT counter is used in PDU header.


Specification example (in 36.323)

[bookmark: _Toc447107823]5.1.2.1.2	Procedures for DRBs mapped on RLC AM when the reordering function is not used
For DRBs mapped on RLC AM, when the reordering function is not used, at reception of a PDCP Data PDU from lower layers, the UE shall:
-	if received PDCP SN – Last_Submitted_PDCP_RX_SN > Reordering_Window or 0 <= Last_Submitted_PDCP_RX_SN – received PDCP SN < Reordering_Window:
-	if received PDCP SN > Next_PDCP_RX_SN:
-	decipher the PDCP PDU as specified in the subclause 5.6, using COUNT based on RX_HFN - 1 and the received PDCP SN;
-	else:
-	decipher the PDCP PDU as specified in the subclause 5.6, using COUNT based on RX_HFN and the received PDCP SN;
-	perform header decompression (if configured) as specified in the subclause 5.5.5;
-	discard this PDCP SDU;
-	else if Next_PDCP_RX_SN – received PDCP SN > Reordering_Window:
-	increment RX_HFN by one;
-	use COUNT based on RX_HFN and the received PDCP SN for deciphering the PDCP PDU;
-	set Next_PDCP_RX_SN to the received PDCP SN + 1;
-	else if received PDCP SN – Next_PDCP_RX_SN >= Reordering_Window:
-	use COUNT based on RX_HFN – 1 and the received PDCP SN for deciphering the PDCP PDU;
-	else if received PDCP SN >= Next_PDCP_RX_SN:
-	use COUNT based on RX_HFN and the received PDCP SN for deciphering the PDCP PDU;
-	set Next_PDCP_RX_SN to the received PDCP SN + 1;
-	if Next_PDCP_RX_SN is larger than Maximum_PDCP_SN:
-	set Next_PDCP_RX_SN to 0;
-	increment RX_HFN by one;
-	else if received PDCP SN < Next_PDCP_RX_SN:
-	use COUNT based on RX_HFN and the received PDCP SN for deciphering the PDCP PDU;
-	if the PDCP PDU has not been discarded in the above:
-	perform deciphering and header decompression (if configured) for the PDCP PDU as specified in the subclauses 5.6 and 5.5.5, respectively;
-	if a PDCP SDU with the same PDCP SN is stored:
-	discard this PDCP SDU;
-	else:
-	store the PDCP SDU;
-	if the PDCP PDU received by PDCP is not due to the re-establishment of lower layers:
-	deliver to upper layers in ascending order of the associated COUNT value: 
-	all stored PDCP SDU(s) with an associated COUNT value less than the COUNT value associated with the received PDCP SDU;
-	all stored PDCP SDU(s) with consecutively associated COUNT value(s) starting from the COUNT value associated with the received PDCP SDU;
-	set Last_Submitted_PDCP_RX_SN COUNT to the PDCP SN of the last PDCP SDU delivered to upper layers;.
-	else if received PDCP SN = Last_Submitted_PDCP_RX_SN COUNT + 1 or received PDCP SN = Last_Submitted_PDCP_RX_SN – Maximum_PDCP_SN:
-	deliver to upper layers in ascending order of the associated COUNT value:
-	all stored PDCP SDU(s) with consecutively associated COUNT value(s) starting from the COUNT value associated with the received PDCP SDU;
-	set Last_Submitted_PDCP_RX_COUNTSN to the PDCP SN COUNT of the last PDCP SDU delivered to upper layers.

