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1 Introduction

During RAN2#94, RAN2 received an incoming LS from SA3 [1] in which SA3 indicated that it is not necessary to immediately change the S-KWT with a new S-KWT derived from the new KeNB when KeNB changes.

In this contribution we take the assumption that we do not change the S-KWT immediately and look at how a PDCP key change can be handled in LWA at LTE handover. 

2 Rationale
2.1 Assumptions

Figure 1 shows a possible situation existing at the time when the UE receives the handover message resulting in a PDCP key change at the UE for an inter-eNB handover. 
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Figure 1: Example WLAN situation at handover
Here we make the following assumptions:

· LWA WLAN equipment consists of WT (which conforms to 3GPP specifications) and WLAN AP (which may be “off the shelve”). Interface between WT and WLAN AP is not standardized by 3GPP.

· At the time of handover: 

· Some DL data ciphered with the old key may be buffered in the WLAN AP ready for transmission to the UE.
· Additional DL data ciphered with the old key may be buffered in the WT ready for transmission to the WLAN AP.

· If the WT is aware of the key change (see below), also DL data ciphered with the new key may already be buffered in the WT (at least in intra-eNB handover case).

Note 1:
Note that we do not show buffering of UL data since we assume that nodes try to forward the data as soon as possible (i.e. radio interface is main bottleneck). But note that UL delivery to the eNB may still be in progress. Also we do not show buffering related to ongoing WLAN transmissions.
Note 2:
Although figure 1 shows per DRB tunnels and different tunnels for before and after the handover, this remains to be decided by RAN3 and does not influence the solution proposed in this contribution.

When the UE receives the handover command, it will change the PDCP key from the old to the new key (hard switch). From that moment on:

1) All new UL PDCP PDU transmissions will be ciphered with the new key. 

2) UE can only decipher DL PDCP PDU transmissions ciphered with the new key.

2.2 Potential solution

2.2.1 Uplink

From the moment in time the UE switches to the new KeNB, the WLAN AP, WT and MeNB will start to receive UL PDCP PDU’s ciphered with the new key.

· If different tunnels are used over Xw, the WT will have to be able to identify which PDCP PDU’s are ciphered with the new key and which are ciphered with the old key, to place the PDU’s in the correct tunnel.

· If only 1 tunnel is used over Xw (only possible in intra-eNB case), the eNB will have to be able to discard packets ciphered with the old key (since the eNB has switched to the new key) and only treat packets ciphered with the new key.

In order to enable the above functionality we propose:
Proposal 1a: 
Introduce in UL a packet marking enabling WT and/or eNB to be able to discern packets ciphered with the old and new key. WT may use this marking for a.o. UL routing (see also further proposals below) , eNB may use this marking for UL packet deciphering/discarding.
Although there are other options (e.g. in PDCP, GTP,..), it seems most logical to us that the marking would be done at LWAAP layer by introducing a 1- or 2-bit key number, where the key number is incremented at every PDCP key change.  By introducing this key number in the LWAAP header rather than e.g. in the PDCP header, impacts are limited to LWA i.e. no bits from LTE protocols are used.
Proposal 2a: 
Introduce a 1- or 2-bit key number in UL LWAAP PDU’s.

2.2.2 Downlink
The situation is a bit more complex for the DL since quite extensive buffers may be present in WLAN AP and especially WT.

We assume that since the WLAN AP behavior is not under control of 3GPP, we cannot mandate the WLAN AP to abort all ongoing transmissions. As a result, after the UE has changed the PDCP key there may still be some packets arriving at the UE ciphered with the old key. In order to enable the UE to discard these packets easily and before impacting any PDCP SN processing, similar proposals as for the UL:

Proposal 1b: 
Introduce in DL a packet marking enabling the UE to be able to discern packets ciphered with the old and new key. UE will discard LWAAP PDU’s received with a key number different from the key number currently in use.
Proposal 2b: 
Introduce a 1- or 2-bit key number in LWAAP for DL PDU’s.
In addition to the discarding at the UE, it would be good to avoid transmissions of packets ciphered with the old key over the WLAN radio as much as possible (avoid unnecessary radio resource usage). The WT can discard any buffered packets ciphered with the old key as soon as it receives an UL LWAAP PDU indicating a key change (new key number). This seems an easy option for reducing unnecessary DL transmissions over the WLAN radio interface. 
Proposal 3:
On receiving an UL LWAAP PDU with a new key number, the WT shall discard all buffered DL LWAAP PDU’s having a different key number. 
In order to increase the probability of a useable UL LWAAP header indication received by the WT we also propose:
Proposal 4:
Also the LWAAP header for a PDCP control PDU shall indicate the key number. This not to indicate the KeNB used for ciphering the contained PDCP PDU but to indicate the latest KeNB in use by the transmitting PDCP entity (i.e. for ciphering subsequent PDCP data PDU’s).  
Note that proposal 4 also enables correct UL routing of the PDCP control PDU by the WT in case multiple tunnels exist over Xw.
A resulting signaling sequence is shown in figure 2. 
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Figure 2: Signalling sequence resulting from proposals 1-4.
Following steps might be good to highlight:

· Steps 1/2:
Before the handover, data is exchanged over LWAAP with Ctxt_nr = 2.
· Steps 3-5:
WT is prepared for handover
· Steps 6-8:
UE is requested to execute handover
· Step 10:

WT flushes its downlink buffer because it sees UE security context has changed
· Step 12:

UE discards received packet related to obsolete security context.

One special case to consider would the situation in which there is no UL LWAAP PDU available for UL transmission over the WLAN radio after the handover. In this case the WT would not be informed and thus not be able to discard the buffered obsolete DL PDU’s. We see two options to address this case:
Option 1:
Mandate the UE transmission of a PDCP PDU over WLAN after the handover. This PDCP PDU could e.g. be a PDCP status report.  

Option 2:
Introduce a “dummy LWAAP packet” e.g. a LWAAP PDU only consisting of an LWAAP header. Mandate the UE to transmit this dummy LWAAP PDU after handover.

Note that the UE may only be required to use option1/option2 if no PDCP PDU is available for UL transmission over WLAN after the handover.

Proposal 5:
RAN2 to discuss whether we should mandate the UE to transmit an LWAAP PDU (e.g. PDCP status report or dummy LWAAP PDU) over WLAN after handover (in case of a configured UL over WLAN) possibly depending on whether no other UL PDCP PDU is available for UL transmission over WLAN.   
3 Conclusion

RAN2 is requested to discuss and if possible agree on the following proposal:
Proposal 1: 
Introduce in UL/DL a packet marking enabling the receiver to be able to discern packets ciphered with the old and new key:
· WT may use this marking for a.o. UL routing (see also further proposals below) , eNB may use this marking for UL packet deciphering/discarding.
· UE will discard LWAAP PDU’s received with a key number different from the key number currently in use.

Proposal 2: 
Introduce a 1- or 2-bit key number in UL/DL LWAAP PDU’s.
Proposal 3:
On receiving an UL LWAAP PDU with a new key number, the WT shall discard all buffered DL LWAAP PDU’s having a different key number. 
Proposal 4:
Also the LWAAP header for a PDCP control PDU shall indicate the key number. This not to indicate the KeNB used for ciphering the contained PDCP PDU but to indicate the latest KeNB in use by the transmitting PDCP entity (i.e. for ciphering subsequent PDCP data PDU’s).  
Proposal 5:
RAN2 to discuss whether we should mandate the UE to transmit an LWAAP PDU (e.g. PDCP status report or dummy LWAAP PDU) over WLAN after handover (in case of a configured UL over WLAN) possibly depending on whether no other UL PDCP PDU is available for UL transmission over WLAN.   
4 Appendix A: References

[1]:  R2-163323  “Reply LS on key change during HO for eLWA” (SA3)
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