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1. Introduction
The options on how to realize PDCP key change and related actions during handover was discussed during RAN2#95 based on contributions R2-164853, R2-164684, R2-165716, R2-164724 and R2-164906, with the following conclusions reached:

RAN2#95 conclusions:
Agreement:

1:
RAN2 to include LWA-Config-r13 and the WLAN measurement results in the AS-Config.

Agreement

1
eNB does not need to change WLAN security key at handover but does need to be replaced at some later time.
Agreements

1
Handover and S-KWT update can be achieved with 2 independent procedures over the radio. First a handover that does not trigger a S-KWT update, and then at a later time a reconfiguration procedure that does trigger S-KWT update.
On the overall procedure for data transmission towards WLAN during the handover, no conclusion was reached as most contributions did not describe the overall procedure (apart from the contributions R2-164906 and R2-164723). Therefore, e-mail discussion was tasked to progress the work.

	[95#24][LTE/eLWA] PDCP key change at handover (Nokia)

Intended outcome: Identify solutions to address PDCP key change at handover. Describe the full solutions and identity pros and cons. Recommendation for way forward if possible

Deadline: Thursday 22/09/2016


The deadline of the e-mail discussion is set to Thursday, 2016-09-22, 23:59 Pacific Time.
2 PDCP key change at handover 

2.1 Background

By the LTE RRC specification, “The four AS keys (KeNB, KRRCint, KRRCenc and KUPenc) change upon every handover and connection re-establishment.” When the UE receives the handover command, it immediately applies the new KeNB based on the received security configuration and is not required to store the old keys. At the same time, the MAC is reset and RLC/PDCP are re-established.  

According to RAN2#95 agreements (see section 1), the UE needs to know whether it shall continue using the S-KWT or whether it shall create a new S-KWT based on the new KeNB changed at the handover or at the re-establishment. Therefore, the discussion should consider how the PDCP key change affects the data transfer via WLAN, since the S-KWT may not change at the same time.

2.2 Solutions to address PDCP key change at handover
The basic issue on PDCP key change at handover can be summarized into one question:
1)  Can the WLAN part of LWA remain active during handover where LWA is retained?

The companies are invited to fill in the responses to the questions below. 
	Company 
	Question 1: Can the WLAN part of LWA remain active during handover where LWA is retained?


	Nokia, Alcatel-Lucent Shanghai Bell
	Yes – It may not be possible to have a zero interruption for data over WLAN, but we should minimize the data interruption as per the WID objective. 

To allow minimizing the interruption time and avoid problems with deciphering UL packets, we think that a PDCP ciphering key indicator (as per proposal in R2-164906) is needed to allow receiver distinguish whether packets are ciphered with the correct key. 

	Samsung
	Yes, as Nokia proposed, to introduce a 1- or 2-bit PDCP key number in DL and UL packets (including PDCP control PDUs) can make WT active during handover (as described in R2-164723). The PDCP key number is incremented at every PDCP key change, and the receiver can determine whether to decipher or discard the packets. We also prefer having the field in the LWAAP header to reduce the impacts to LTE (i.e. only limited to the LWA feature).

	CATT
	Yes, WLAN part of LWA can remain active during Handover where LWA is retained.

To our understanding, the WLAN security is separated from LTE security. AS keys (KeNB, KRRCint, KRRCenc and KUPenc) will change upon every handover. However, based on the conclusion of SA3, eNB does not need to generate new S-KWT for WLAN during the handover, the WLAN part can continue to use the old S-KWT during the handover. The new S-KWT may be updated for WLAN after handover success.

	Ericsson
	As much as feasible taking into account pros and cons of different solutions. Compared to Rel-13 HO, we already have an amendemend that the WLAN connection can be kept between UE and AP in case mobility set has the AP UE is connected to. In case the AP UE is connected in the beginning of the HO is not for some reason in the mobility set provided by target eNB, UE needs to find new AP that is included in the new mobility set. The key indicator optimizes the case the UE does not need to change AP as if the key indicator is not introduced, there needs to be data transmission interruption on WLAN side. 

We think that the most important criteria is the overall resource utilization optimization which means that regardless of whether we have key indicator or not, we sould minimize the number of packets with old key in flight.

Something to note is that PDCP entity does not see or check decryption end result but forwards packets after decryption. Thus at PDCP it does not create issues as such if packes with wrong key are processed. Packets are forwarded to application layer which then handles with errourness packets with its own mechanism.

This issue is only with packets transmitted via WLAN, the effect certainly needs to be limited to LWA bearer if the indicator is introduced.  



	HW
	Not sure what the “active” mean, since we have already agreed to keep WT connection during inter/intra eNB handover. This is an obvious enhancement compared to Rel-13 and some interruption can be accepted. In addition, if we introduce this key indicator, the UE needs to keep both the old key and new key upon receving RRC-Connection reconfiguration message, which is not aligned with the legacy UE behaviour. If we want the UE to keep both the old and new key, even without this key indicator, UE can avoid interruption based on implementation, e.g. UE tries to decipher packets with old key until deciphering fails then UE starts to use new key since the WT is supposed to provide in-sequence delivery. Also, considering that UE will probably change AP within the mobility set during HO, introducing a key indicator to keep the transmission of the buffered data in the old AP to the UE is useless. 

	ITRI
	Yes, it is one of objectives in this WI.

Agree with CATT. WLAN security (S-KWT) and LTE security (AS keys) shall be considered separately in the handover procedure. AS keys shall change upon handover, but S-KWT can be updated at a later time, whose procedure may not be triggered at handover.

	TCL
	Yes.

As per SA3 reply that the SKWT replacement is independent from the KeNB changes, it is required to maximize service continuity on handover.

	Intel
	Yes, the WLAN part of the LWA should remain active during handover since this is one of the objectives of the WI. If, for example, a UE is in coverage of an AP located on the cell edge between the source and the target cells the data flow on WLAN may continue during the HO.

	China Telecom
	Yes, remaining WLAN part active during handover is one of the objectives of this WI. And by indicating the point of PDCP key change for packets forwarded to WLAN, it is possible to minimize the data interruption on WLAN link during handover. 

	Qualcomm
	Agree with HW that “active” is not the right word; here the goal is to minimize or eliminate the interruption of data over WLAN due to PDCP key change. An attempt to have an interruption less than LTE handover time is fine in principle. Even though this optimization hasn’t been done for Dual Connectivity, it can be justified for LWA with WLAN being a separate RAT. However, the impact on existing procedures should be carefully evaluated. The security keys have always been provided in CP (RRC) and there has always been a single UP key. 

Transmitting a key index in-band and using dual keys at the UE are not minor changes. This requires RRC configuration of how to use the keys and should also take into account handover ping-pongs. It might be feasibble for downlink to a certain degree as LWAAP reside at UE and eNB the UE should be able to apply different keys by checking the header. However, the way it was proposed on uplink, it is definitely a very substantial impact on WT. LWAAP has been transparent to the WT and should remain that way. Keeping two Xw tunnels active at WT and making forwarding decisions for each link based on LWAAP header is a major requirement on WT, which may not be even captured in our specifications as we kept WT as a logical entity which terminates Xw at WLAN and we have avoided, with good reason, describing the behavior between WT and WLAN. This also shouldn’t change for eLWA. The proposed method has also impact on S-GW because now the data packets for a UE can come from both source and target eNB which never happens in LTE. 

We should consider other options on uplink which are transparent to WT (only UE and WT impact) or, given that uplink traffic is still less important compared to downlink, not do any optimizations on uplink. 

	LG
	Yes, retaining WLAN part of the LWA during handover is one of the objectives for the WI. If the WLAN part is not used during handover, that will diminish the effect of ‘handover without WT change’.

To use WLAN during handover, the method to notify the key used to cipher each packet is required. However, adding indicator bit to each packet is not an efficient solution for this. Moreover in case of UL, because WT may not read LWAAP header, adding key indicator will not help for WT to route the UL data to either source eNB or target eNB. Instead, notifying the SN information is compact and enough to achieve the objective.

	MediaTek
	We are not convinced that extending the PDCP/LWAAP header to carry key indicator information is a practical approach or particularly beneficial. We note that WLAN encryption/decryption is performed by the WLAN APs, not the WT. Since the key indicator is proposed to be part of the LWAAP PDU, and hence not known prior to WLAN decryption, it appears that the UE (WLAN AP) then has to try with both keys to figure out which key was used by the WLAN AP (UE), at which point the key indicator seems superfluous. 

	TMRND
	Yes, we should looking for approach that minimizes the number of PDCP packets using old key during HO. We also think that introducing the key indicator at LWAAP header will further complicate the UE implementation and not that recommended.

	
	

	
	

	
	

	
	

	
	

	
	


Summary: All companies agree that, as per the WID objective, it should be possible for the WLAN part to remain during handover.  RAN2 should aim to minimize data interruption and packet loss during the handover.
2.3 Overall procedure for PDCP key change at handover

To better progress the overall procedural work, companies are asked to express their views on the overall handover procedure with LWA here. Preferably, also a call flow should be shown if available.

	Company 
	Description of the overall handover procedure where LWA is retained, including pros and cons


	Nokia, Alcatel-Lucent Shanghai Bell
	Summary of procedure:

· Source eNB may keep sending DL data towards UE via WT until the WT release request.

· Target eNB can start sending DL data to UE after it has received “SN Status Transfer” – message from source eNB (just as in legacy HO for data over LTE)

· UE may continue sending UL data towards WLAN, but will always update its PDCP keys when receiving HO command (i.e. no change to legacy operation)

· PDCP key indicator is used to distinguish packets sent during HO procedure to allow receiving sides to know whether they are able to decipher the packets correctly
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Pros: Allows some data transmission via WLAN during handover to minimize interruption, and even if packets ciphered with “wrong” PDCP key are received, the receiving entity can know about that and apply appropriate actions. 
Cons: Requires defining key indicator at LWAAP header, including related procedures for handling the key indicator.

	Samsung
	Summary of procedure:

· Upon swiching to the new KeNB, all the entities (UE, WLAN AP, WT and MeNB) start receiving PDCP packets with the new key.
· The packets with a different key number would be discarded.
· WT recognizes the situation (i.e. key update) upon reception of a UL packet with a new number (Step 9 below).

· Until receiving a UL packet with a new key (Step 9), it can send the (buffered) packets to UE/eNB even after WT modification (i.e. after Step 5). 
· The first UL packet would be e.g. PDCP status report or dummy LWAAP PDU.
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Pros: The proposal minimizes the interruption time during handover (even handles buffered packets). Also the indicator would be useful to select proper UL routing from WT to eNB (i.e. to select proper Xw tunnel).
Cons: It requires including key indicator in every packet.

	CATT
	The following is the agreed call flows for the handover procedure where LWA is retained.
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RAN3 also discussed when the S-KWT should be updated, and it’s agreed that S-KWT is not necessary to be updated in step 3, and may be updated after the last step. Thus we propose to leave the issue to implemeantion and there is no need to introduce any indicator for the PDCP key change.

For AS key, it should be updated during handover as usual.

	Ericsson
	We present here one option without the key indicator which optimizes overall resource utilization.

DL packets:

· when source eNB sends HO request to target eNB is should stop forwarding packets to WT to minimize the number of packets with wrong key on flight. we see this step independent of whether there is key indicator or not.

· when WT receives WT addition request it should flush its buffers agein regardless of key indicator or not as we prioritize resource optimization. there should be minimum number of packets on fligh with old key as these resources (network side and especially WLAN air) can be used for other users etc.  

· after source eNB receives HO requiest acknowledgement, it starts forwarding packets to target eNB

· after receiving SN status from source eNB, target eNB can start sending packets to WLAN, by the time packets reach UE, there should be new key in use

· interruption on DL packets is less than HO duration

UL packets:

· when UE updates the PDCP key it stops sending UL packets

· after HO is completed UE can start sending UL packets

· in principle UE couold start sending UL packets after WT release from source eNB

Pros: 

· number of packets with old key in flight is minimized thus use of WLAN air resources is optimized

· LWAAP layer does not need to check every packet all the time when LWA in active

Cons:

· compared to the solution with key indicator, in UL, it introduces a pause in using WLAN resources for UL, in DL we don’t see a difference as we think WLAN resources should not be used for sending packets with old key
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	HW
	Summary of procedure:
· Source eNB keeping sending DL data towards UE via WT until the WT release request.
· Upon WT release request, WT stops forwarding DL data towards WLAN network, only buffered data at WLAN network continue to be transmitted to UE
· When the UE receives the handover command, it immediately applies the new PDCP key, packets received between step 5 and step 6 can be deciphered correctly, after step 6, buffered packets ciphered with old key are dropped
·  Target eNB can start sending DL data to UE which is not received correctly based on PDCP status report from UE
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Pros: There is no need for UE to keep both the old key and new key. In addition, since no new indicator is introduced, there is no impact on spec and UE behaviour 

Cons: some data interruption may occur. 

	ITRI
	
[image: image6.emf]UE

Source

eNB

WT

Target

eNB

2. WTAddition Request

3. WTAddition Request Ack.

1. HandoverRequest

4. Handover Request Ack.

LWA is activated for the UE

6. RRC Connection Reconfig.

5. WT Release Request

7. Random Access Procedure

8. RRC Connection Reconfiguration Complete

9. SN Status Transfer

MME

11. Path Switch Request Ack.

10. Path Switch Request

12. UE Context Release

LWA is activated for the UE

Stop sending 

packet to WT

Stop forwarding 

packet to WT

Start forwarding 

packet to WT

Start sending 

packet to WT

PDCP key 

update

PDCP Data Recovery


The call flows for HO without WT change are agreed in RAN3#93 (R3-161982). Since S-KWT can be updated at a later time, there is no confusion in the WLAN security. However, the UE may be confused with using new or old key for the deciphering of packets. In order to avoid confusion, source eNB stops forwarding packets to WT upon Step 1, and UE stops sending packets to WT upon Step 6. Target eNB starts forwarding packets to WT after Step 9, and UE starts sending packets to WT after Step 8 (i.e., PDCP key updated). These behaviors can be left for implementation, or it could be just a note in corresponding SPEC. The interruption and SPEC impact can be minimized.
For downlink, although the WT may mix data from source eNB and target eNB and then forwards to the UE, error occurred in the ciphering of packets may not be enourmerous because source eNB stops forwarding packets to WT at handover. For those erroneous packets, the PDCP entity shall just discard the received PDUs as specified currently. 

For uplink, if necessary, a PDCP data recovery procedure in TS 36.323 may be perfomed.


	TCL
	We present here an option with PDCP SN provision which maximizes service continuity for the UE.

DL packets:

· source eNB stops sending DL packets towards WT/UE upon HO Request to target eNB. The source eNB has memorized the PDCP SN of the last packet that was sent to WT.

· after source eNB receives HO Request Ack, it starts forwarding packets to target eNB

· source eNB includes last PDCP SN that was transmitted to WT and so used the old key in HO towards UE

· after UE receives HO, it generates the new key but uses two keys:

old key to decipher packets with PDCP SN less than indicated PDCP SN,

new key to decipher packets with PDCP SN greater than indicated PDCP SN. Provided that UE has received such packet, UE can remove the old key.

· after receiving SN status from source eNB, target eNB can start sending packets to WT using the new key

UL packets:

· after UE receives HO, it generates the new key but does not use it until HO completion
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Pros:

· Minimization of old key packets newly transmitted 

· Old key packets buffered at the WT can still be deciphered at UE

· For DL, small indication in Control plane HO towards the UE i.e. every user plane packet is not impacted and WT implementation not impacted

Cons:

· Dual keys handling at the UE, but it’s a natural consequence of maximizing service continuity by handling WT buffered data

· Small interruption in UL but this is to avoid impact to every user plane packet

	Intel
	Summary of the handover procedure:

1. source eNB sends HO request to target eNB including LWA config

2. target eNB sends WT addition request to the WT

3. WT replies with WT addition request ACK to the target eNB

4. target eNB sends HO request ACK to the source eNB with LWA configuration.

5. source eNB sends the RRCConnectionReconfiguration with HO command (prepared by the target eNB) to the UE. 

· At this point, source eNB stops data transmission to the WT. 

· The source eNB will use an “end marker” to mark the last packet transmitted by the source eNB and sends the end marker it to the WT. 

· WT forwards all packets to the UE from source eNB until it receives the “end marker”, and starts forwarding packets from target eNB thereafter. Any packet received from source eNB after “end marker” will be flushed by the WT.

· UE will continue using the source eNB PDCP key until it receives the “end marker”, then the UE starts using target eNB PDCP key thereafter.

· In UL, before the UE receives the ‘end marker’ from source eNB, the UE uses the source eNB PDCP key. When the UE receives the ‘end marker’, it uses the target eNB PDCP key and send ‘end marker’ to WT so that WT knows how to forward UL packet.

6. UE performs RACH procedure to complete the handover with the target eNB.

Pros: reusing the concept of “end marker” similar to current handover doesn’t require the overhead of marking every packet to indicate whether it is encrypted by source PDCP key or target PDCP key. 1 bit overhead per packet is avoided. 

Cons: need to introduce “end marker” either using current reserve bit in the LWAAP header or create a new LWAAP PDU type.
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	China Telecom
	Summary of Procedure:
DL: After receiving the HO request ACK, source eNB decides to release WT and indicates the PDCP key change in packets forward to WLAN. UE keeps receiving data on WLAN link during handover. New PDCP key is used by UE after receiving HO command. Assumed UE couldn’t use old and new ciphering keys at the same time, packets form source eNB received from the WLAN side should be discarded after UE has changed the PDCP ciphering key.
UL: UE keeps sending UL data on WLAN link during handover, and old and new PDCP key is used before and after receiving HO command separately. UE indicates the PDCP key change in the UL packets, and WT forwards the UL packets to source or target eNB according to the indicator.
Pros: Minimize the data interruption for WLAN link during handover.
Cons: Need to indicate the PDCP key change in the packets forwarding to WLAN, and also add complexity on the receiving side.
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	Qualcomm
	We should try not to modify the call flow which RAN3 has been working on as currently captured in R3-161982. With that in mind, other options in addition to signalling a security key index in the LWAAP header can be considered:

· Signaling the last SN where key switching happens (as proposed in R2-164781) in RRC (Reconfiguration in DL and Reconf. Complete in UL).
· Using an end marker packet(s) to signal the end of transmission with the source eNB key (this is how S1-U path switching works for LTE HO).
These apply to both downlink and uplink and simpler than using the LWAAP header information. In all of the options, we should have a symmetric behavior at the UE and the eNB without impacting WT. 

For WLAN association, we decided to use the source S-KWT, at least temporarily, for LTE handover. The same principle can also be applied here. WT can forward all packets to the target eNB after Xw is switched (as it is assumed in the RAN3 call flow) and the target eNB can use the source eNB key for deciphering old packets ciphered with source eNB key. This requires that source eNB KeNB is forwarded during HO Request, which should be acceptable from security point of view as it is only used for deciphering old packets for a short duration and SeNB KeNB is already signalled on X2 in Dual Connectivity. Note that this is independent of how we signal the key change (via LWAAP, RRC, or a PDU or other ways).



	LG
	Summary of procedure:
Downlink:

· Source eNB forwards all the packets to target eNB after it receives HO Request Ack. Until then, the source eNB continues to use WLAN part. [Step 4]

· RRCConnectionReconfiguration includes last DL SN of the packets ciphered with the PDCP key of the source eNB. [Step 5]

· Target eNB starts sending data to WLAN when SN Status Transfer is received from UE. [Step 6]

· The UE receiving the RRCConnectionReconfiguration stores new PDCP key while keeping old PDCP key. Referring to the SN included in RRCConnectionReconfiguration, the UE ciphers each packet with the proper PDCP key.

Uplink:

· RRCConnectionReconfigurationComplete includes last UL SN of the packets ciphered with the old PDCP key. [Step 9]

· Target eNB uses the received SN information to decipher the packets forwarded from the WT.
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Pros:

· With one time notification of SN not every packet indication, the UE may decipher each packet with a proper ciphering key for DL.

· UE may decipher every packet with proper ciphering key while few packets will be discarded if the old ciphering key is stored as well as the new key.

Cons:

· UE need to store both old and new ciphering keys to decipher all received packets from WT. However, the option of not storing old key but discarding the packets ciphered with old key is also acceptable.



	MediaTek
	We think that proposals that do not require UE/WLAN AP to maintain to two key contexts should be pursued.

	TMRND
	We also agreed with MediaTek that proposals that do not require additional key indicator at LWAAP header should be considered.

	
	

	
	

	
	

	
	

	
	

	
	


Summary: Unclear conclusion – many proposals with little convergence. The following could be agreeable:

· Target eNB can start sending data towards WLAN after SN status transfer (i.e. like for LTE after HO)

· It should be ensured deciphering never happens with the wrong key. This may need a mechanism to distinguish which packets were sent with which ciphering key. 
· It is up to eNB implementation when the source eNB stops sending DL packets to WT

· It would be desirable to affect WT as little as possible

· There is no need to change S-KWT during handover (as already decided in RAN2#95)

The following comments were given but there is no clear consensus on them: 

· Having a requirement for UE to retain two keys increases implementation complexity

· The mechanism to identify the ciphering key for each packet could be either key indicator or indicating last packet sent with source eNB keys

· UE could stop transmitting in UL during PDCP key change
3. Conclusions 
13 companies responded to the email discussion. The questions and summary of answers are provided below.

Question 1: Can the WLAN part of LWA remain active during handover where LWA is retained?
Summary: All companies agree that, as per the WID objective, it should be possible for the WLAN part to remain during handover. RAN2 should aim to minimize data interruption and packet loss during the handover.

Description of the overall handover procedure where LWA is retained, including pros and cons

Summary: Unclear conclusion – many proposals with little convergence. The following could be agreeable:

· Target eNB can start sending data towards WT after SN status transfer (i.e. like for LTE after HO)

· It should be ensured deciphering never happens with the wrong key. This may need a mechanism to distinguish which packets were sent with which ciphering key. 
· It is up to eNB implementation when the source eNB stops sending DL packets to WT

· It would be desirable to affect WT as little as possible

· There is no need to change S-KWT during handover (as already decided in RAN2#95)

There is no clear consensus on the following comments, but they should be discussed at RAN2: 

· Having a requirement for UE to retain two keys increases implementation complexity

· Source eNB can forward UE KeNB to target eNB to allow deciphering the UL packets 

· The mechanism to identify the ciphering key for each packet could be either key indicator or indicating last packet sent with source eNB keys. For the latter, either end marker packet or RRC indication of last SN could be used.
· UE should stop transmitting in UL during PDCP key change until HO complete
Based on these, the following are proposed as way forward:

Proposal 1: Target eNB can start sending data towards WT after SN status transfer.

Proposal 2: It should be ensured that PDCP deciphering using “wrong” key doesn’t happen at UE or eNB. 

Proposal 3: RAN2 to discuss which mechanism to adopt for proposal 2 – four alternatives are proposed:

a) Key indicator

b) End marker packet indicating last packet with source eNB keys

c) The SN of the last packet send with source eNB PDCP keys signaled via RRC in DL/UL, allowing UE/eNB to distinguish the ciphering key

d) Ensure deciphering with wrong key is not possible via stopping data over WLAN early enough.

Proposal 4: It is up to eNB implementation when the source eNB stops sending DL packets to WT

Proposal 5: The impact to WT should be minimized for the handover procedure where WT is retained.

Proposal 6: RAN2 to discuss whether it can be required that UE can retain two PDCP keys for LWA bearers.

Proposal 7: RAN2 to discuss whether source eNB KeNB can be forwarded to target eNB

Proposal 8: RAN2 to discuss whether UE should stop transmitting UL over WLAN for the time from PDCP key change to until HO complete has been sent to target eNB.
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Discard DL packets ciphered by old key.
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(includes last DL SN ciphered with old PDCP key)
6. SN Status Transfer
7. WT Release
8. RACH procedure
9. RRC Conn. Reconf. Complete
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Forward packets to target eNB.
Start forwarding DL data to WLAN.
Referring to last DL SN, use proper key to decipher each packet.
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