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1 Introduction

In this contribution we discuss how to handle PDCP ciphering key during handover without WLAN change.
2 Discussion
For LWA split bearer the ciphering key update should be synchronized not only between UE and WLAN but also UE and eNB. In order to assure the synchronization, the solution used in dual connectivity similar to the following Solution 1 can be considered first, since the LWA was designed based on the dual connectivity.
Solution 1: WT based solution
As presented in [1], the WLAN re-association instead of RACH can be used as the time point that ciphering key is updated for handover without WLAN change scenario. 
· WLAN behavior: WLAN (WT) differentiate between PDCP PDU ciphered with old key and new key, and discards PDCP PDUs ciphered with old key when WLAN re-association. 
· UE behavior: UE uses old ciphering key before the WLAN re-association while uses new ciphering key after the the WLAN re-association.
· Drawback: The UE may decipher PDCU PDU with a wrong key in some cases. For instance, if the WLAN re-association is complete later than the handover, the UE receives some PDCP PDUs ciphered with new key from target eNB before WLAN re-association as shown in below Figure. 

This solution is able to prevent WLAN from transmitting PDCP PDU with old key (PDCP PDU ④) after the synchronization point but cannot prevent the target eNB from sending PDCP PDU with new key (PDCP PDU ⑤ and ⑧) before the synchronization point. The UE will decipher PDCP PDU received from target eNB with old ciphering key. Unless the WLAN re-association coincides with the LTE handover, this situation is inevitable. To solve this problem, target eNB should initiate data transmission only after receiving the re-association confirmation from WLAN or UE. However, if so, the LTE radio link will be unavailable for a long time even after handover completion.
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Figure 1. Wrong deciphering in solution 1
· Problem: WT is required to discard PDCP PDUs ciphered with old key when receiving WLAN re-association and such WT behavior should be specified in some 3GPP specification. However, there is currently no specification to specify WT behavior.
Solution 2: UE based solution
Another approach is UE differentiates between PDCP PDU ciphered with old key and new key.

· WLAN behavior: WT transmits all PDCP PDU received from eNB regardless of used ciphering key.
· UE behavior: After ciphering key change UE discards a PDCP PDU if it is ciphered with old key.
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Figure 2. Discarding PDU in solution 2
· Impact on specification: The key change indication (e.g. ‘old key’) should be introduced in PDCP layer. After key change, the PDCP discards PDCP PDU received from WT if the the key change indicator is set to ‘old key’.

· Advantage: There is no need to specify WT behavior.

· Drawback: PDUs have been successfully delivered to UE are discarded. So many radio resources may be wasted for re-transmission of deleted PDCP PDUs.
Proposal 1      RAN2 is kindly requested to choose one solution between solution 1 and 2 considering above analyses.
3 Conclusion
In this contribution, we discuss how to handle PDCP ciphering key during handover without WLAN change.
Proposal 1      RAN2 is kindly requested to choose one solution between solution 1 and 2 considering above analyses.
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