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Introduction
This document presents procedures how the remote UE (wearable device) establishes the connection with cellular network via a relay UE and discusses some issues.
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Procedures for remote UE connected with CN via a relay UE


Figure 1  Procedures of WD connection with CN via a relay UE
The figure 1 shows the example procedures that WD (wearable device) establishes the connection with cellular network via a relay UE.  There are 5 phases in the figure 1. 
Phase 1 includes the discovery procedures and the peer to peer connection establishment procedures between the WD and the relay UE.   The P2P connection could be LTE ProSe connection, Bluetooth connection or WiFi connection. 
Phase 2 applies a procedure that the relay UE sets up a Uu connection with eNB in order to support WD access to the network. After phase 2 procedures, the radio transport between eNB and WD via a relay UE is established.  According to architecture in [1], the WD and eNB have the end to end RRC layer so that WD can establish a RRC connection with eNB via the relay UE.
In phase 3, WD could send/receive RRC message to eNB as if it is a normal UE via the transportation among WD, the relay UE and the eNB.    The relay UE acts a role of layer 2 transport link provider in phase 3 procedures because it is transparent for the RRC messages between the WD and eNB. After phase 3 procedures finish, the eNB has established the RRC context of WD and SRB0, SRB1 between WD and eNB. 
Phase 4 shows the S1c and S1u link establishment procedures for WD. After obtaining the WD’s security context from MME, the eNB shall initiate the security mode command procedure to WD as in current LTE procedures. (We assume the WD got valid security parameters from CN before phase 1 procedures, i.e. KASME already exists and KeNB can be derived in the usual way, if it does not already exist.) And MME also could initiate NAS security mode command procedure to update security parameters if necessary for WD before accepting the service request of WD, using the existing NAS procedures. In phase 4, MME and S-GW don’t automatically know the WD is connected to the eNB via a relay UE[footnoteRef:1] so that MME and S-GW can handle the NAS message and establish the S1c and S1u link as if WD is a normal UE connected directly with eNB.  After phase 4, the WD has established E-RAB with the CN.  Phase 5 shows the traffic data transmission between WD and CN.   [1:  There would likely be other reasons for the CN entities to be informed that the WD accesses via a relay UE, e.g. for billing reasons, lawful intercept, etc.  But the procedures we discuss here don’t require it.] 

Procedures discussion
From phase 4, it is seen that MME and S-GW establish the S1 path for WD so that the CN can identify the traffic of WD and can charge it.  The WD has its own NAS context in the MME and its own E-RABs with the CN, so it can be monitored and charged as a separate device, without any special impact to NAS layer or CN implementations.
Observation 1: The connection between WD and the CN makes it possible for charging the traffic of WD.

Security issues
 Since WD and eNB have the end to end PDCP layer, the ciphering and integrity protection function will be applied for the traffic data packet and signaling transmission between WD and eNB, then the relay UE cannot “steal” any data packets of WD. At same time, the NAS messages between WD and MME can also be protected by the security mode transmission and the relay UE cannot look into the content of them. 
Note: even the WD has not carried out the first initial attach and is in de-registered state, WD shall trigger the initial attach procedures after it establishes the connection with eNB via a relay UE.  The first initial attach message could trigger the AKA procedures and SMC procedure between the WD and CN, then the following NAS message can be protected by the security mode transmission. This depends on the ability to route the INITIAL UE MESSAGE according to the identity of the WD, i.e. it implies that the WD gives its identity as usual during the RRC procedures in phase 3 of Figure 1.
Observation 2: if the WD has valid EPS security parameters before establishing the connection with CN via a relay UE, all of the control signaling needing protection and traffic data of WD transferred via relay UE can be protected by security mode transmission. 
The security establishment procedure of the WD is not visible to the relay UE because it takes place in NAS signaling, which cannot be parsed by the WD PDCP/RRC layers in normal operation.  The relay UE can be confident that the WD authenticates successfully (otherwise the network would reject it), but it does not have a way to know that the WD authentication matches the identity that the WD announced in discovery for the relay UE.
For LTE sidelink, the authentication mechanisms should be enough to guarantee that the WD uses its legitimate 3GPP identity in discovery.  But for the non 3GPP RAT case, the WD and relay UE pairing needs to be able to include an authentication stage.  Otherwise the WD could announce itself for discovery as a trusted device, e.g. claim to be the user’s own smart watch, then authenticate to the 3GPP network with its true identity, resulting in a theft of relay service scenario.  This procedure could be optional, to allow e.g. for the case that the relay UE functions as an open relay to carry third party traffic.
Observation 3: Some way for the relay UE to confirm accurate identification of the WD is needed.  This authentication procedure can be an optional stage, to allow for open relay operation.
Coverage status of WD
From figure 1, no matter whether a WD is in coverage area or out of coverage area, it could setup a connection with a right relay UE then via the relay UE to connect with eNB and MME. According to figure 1, neither the eNB nor the MME knows whether a WD is IC status or OOC status.
Observation 4: Both OOC WD and IC WD can use the procedures described in figure 1 to setup connection with CN , i.e., the procedures in figure 1 do not depend on whether the  WD is in OOC area or IC area. 
The exception to this observation is for OOC radiation in licensed spectrum.  It is outside RAN2 scope to resolve, but our understanding is this would normally be handled in provisioning, similar to Rel-12/13 ProSe approach. Each UE knows the conditions under which it is allowed to radiate OOC, and if the situation violates those conditions it will not use the spectrum.
If a commercial UE is in OOC area, the cellular network couldn’t provide the service. However the L2 relay makes it possible for an OOC UE to access the cellular network via an in-coverage relay UE.  The operators may want to control the permission policy that whether an OOC UE can access a cellular network or not according to their business strategy, regulatory requirements, etc. There two methods to control the permission of an OOC UE access to the cellular network. The first option is that an MME can refuse services request coming from the UE in OOC status in the Phase 4 of figures 1 only if MME can know the UE is in OOC status. Another option is the UE give up the service request when it found itself in OOC status and this option would be lower power consumption than the option of MME rejecting the service request coming from an OOC UE. The first option seems more powerful than the second option.
Observation 5:  If CN get the OOC status of UE, CN could make a decision reject or accept the service request coming from an OOC UE.
EMM state of WD
After the eNB receives the “RRC connection complete” message coming from the WD via the relay UE, the SRB1 between WD and eNB has been established.  The S1AP link of WD could be setup in phase 4 of figure 1 then the MME can receive NAS message coming from the WD. The NAS message could be “attach request”, “TAU request” or “service request”, which means that regardless of the WD’s initial EMM state, it can setup the connection with CN via the relay UE.
Observation 6: The procedures described in figure 1 enable a WD to establish a connection with CN via a relay UE no matter whether the WD’s initial state is EMM-registered or EMM-deregistered.
In the current LTE call flows, the MME is identified by the registeredMME in the RRCConnectionSetupComplete message.  So the eNB needs to distinguish the final message of phase 3 as being from the WD, establish S1 resources and determine the S1AP ID for the WD, and so on.  This is the same as the existing requirements for a newly RRC connected UE, but it requires the eNB can distinguish messages from WD before the WD has attached or authenticated, and while they come on a RB of the relay UE.
Observation 7: The eNB should be able to distinguish messages of the WD that arrive on a RB of the relay UE, including before the WD has attached or authenticated with the CN.
This suggests that the distinguishing messages should be based either on having a separate RB at the relay UE for the WD to use, or on providing an identity in the layer 2 between relay UE and eNB.  The details need to be studied.

Conclusion
Observation 1: the connection between WD and the CN make it possible for charging the traffic of WD.
Observation 2: if the WD has valid EPS security parameters before the WD accesses the eNB via a relay UE, all of the NAS message and traffic data of WD can be protected by security mode transmission at first transmission. 
Observation 3: Some way for the relay UE to confirm accurate identification of the WD is needed.  This authentication procedure can be an optional stage, to allow for open relay operation.
Observation 4: Both OOC WD and IC WD can use the procedures described in figure 1 to setup connection with CN , i.e., the procedures in figure 1 do not depend on whether the  WD is in OOC area or IC area. 
Observation 5:   If CN get the OOC status of UE, CN could make a decision reject or accept the service request coming from an OOC UE.
Observation 6: The procedures described in figure 1 enable a WD to establish a connection with CN via a relay UE no matter whether the WD’s initial state is EMM-registered or EMM-deregistered.
Observation 7: The eNB should be able to distinguish messages of the WD that arrive on a RB of the relay UE, including before the WD has attached or authenticated with the CN.



[bookmark: _Ref124589665][bookmark: _Ref71620620][bookmark: _Ref124671424]References
RP-161303 “Further Enhancements to LTE Device to Device, UE to Network Relays for IoT and Wearables”, Qualcomm et al. RAN#72
R2-165464 “Layer 2 architecture for UE-to-Network Relay”, Huawei/HiSilicon RAN2#95
image1.emf
Initial WD Context Setup 

BT/Wifi/ProSe D2D connection 

establishment

Security Mode Command

WD Relay UE eNB MME

Initial UE message (WD)

Relay RB request

Relay RB configuration

RRC Connection Setup procedures

 PLMNid,Relay UEid

Phase 1

Phase 2

Phase 3

Phase 4

E-RAB establishment  procedures (same as current LTE procedures)

S-GW

User plane WD<-> S-GW

Phase 5


Microsoft_Visio_2003-2010_Drawing1.vsd
�

WD


Relay UE


eNB


MME


BT/Wifi/ProSe D2D connection establishment�

�

Initial UE message (WD)


Relay RB request


Relay RB configuration


RRC Connection Setup procedures


 PLMNid,Relay UEid


E-RAB establishment  procedures (same as current LTE procedures)


Phase 1


Phase 2


Phase 3


Phase 4


Initial WD Context Setup �

S-GW


User plane WD<-> S-GW


Phase 5


Security Mode Command�


