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Discussion and decision
1 Introduction

In LWA, an eNB-assisted authentication is defined to help WT and UE to perform WLAN 4-way handshake authentication using a key (S-KWT) derived by both eNB and UE as the Pairwise Master Key (PMK). Since the PMK needs to be updated if handover happens and synchronization issue arises due to different key updating time of UE and WT, it may be required for the UE to perform association again with the same WT which takes time and several steps. However, if the WT is able to know the timing of successful handover as well as the key updating timing at the UE side, the WT can directly proceed to perform 4-way handshake which can maintain the current association with updating Pairwise Transient Key (PTK) for the following encryption on WLAN. 
2 Discussion
Handover without WT change
In LWA, an eNB-assisted authentication is defined to avoid the generally time-consuming EAP/AKA 802.1X based authentication. The eNB derives a key (S-KWT) from its KeNB and delivers it to the WT over the Xw to be used as PMK for later 4-way handshake authentication for WLAN connection for a UE. The UE is configured by the eNB according to a configured WT counter received in RRCConnectionReconfiguration to derive the same key (S-KWT) as PMK. The eNB-assisted 4-way handshake is shown in Figure 1.
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Figure 1: eNB-assisted 4-way handshake
According to 33.401, the S-KWT is derived from the KeNB and WT counter [1]. If the KeNB changes, the KWT also changes accordingly. When intra-eNB or inter-eNB handover happens, the KeNB is updated with regard to the target cell’s PCI. 
Consider the case that the WT is not changed after handover. In RAN3#92, an aggrement had been made that the WT Addition procedure is initiated during the handover preparation procedure [2]. The WT gets the new configuration from the target eNB in the WT Addition Request and applies it if accepting it and sends back the WT Addition Request Acknowledgement to the target eNB. The WT gets the updated S-KWT by this new configuration. 
Observation 1: WT gets the updated S-KWT during handover preparation.

As being captured in 36.300 [3], for a UE already authenticated with WLAN, configuration of a new PMK triggers refreshing the IEEE 802.11 security using the new PMK. There could be two directions to initiate the security refreshing; one is from UE to WT while the other one is from WT to UE.
Regarding the one initiated by UE, the UE performs re-association with its currently associated WT after the handover is done. However, as shown in Figure 1, the UE needs to perform the procedures of open-system authentication and association again before performing 4-way handshake. It may therefore cause longer suspension time for data transmission on WLAN.
Regarding the one from WT to UE, while maintaining association, WT can initiate the Message 1 of 4-way handshake to check if the UE also owns the updated key. However, since the key updating process is not synchronized, it may possibly lead to a failed 4-way handshake if the WT triggers 4-way handshake sometime after it gets the updated S-KWT. Figure 2 illustrates an example of an inappropriate timing to start 4-way handshake using the updated PMK while handover has not been completed.
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Figure 2: An inappropriate timing to start 4-way handshake using the updated PMK
Observation 2: 4-way handshake is initiated by the WT/AP.
Observation 3: WT does not know the exact timing when UE can start to apply the updated S-KWT.
Re-keying without re-association
In the WT Addition Request, the WT gets the updated S-KWT for the WLAN to be the one used as updated PMK corresponding to the UE. However, since the key updating process is not synchronized, the WT does not know the exact timing when UE can start to apply the updated S-KWT. 
To solve this issue, it is proposed that the target eNB uses a message to notify the WT about the completion of handover via the interface Xw. Therefore the WT knows that the UE also have the updated PMK (S-KWT) so that it can proceed to use the updated PMK (S-KWT) to perform 4-way handshake to generate the PTK for the following encryption on data exchange between the UE and its associated WT. This successful 4-way handshake can avoid the target eNB sending another RRCConnectionReconfiguration message for the UE to trigger the lengthy full authentication and association procedures toward the same WT.

Proposal 1: Target eNB uses a message to notify the WT about the completion of handover via the interface Xw.
There can be two options for the timing for the notification of successful handover. 
The first one is that the target eNB notifies the WT after the completion of Random Access Procedure as shown in Figure 3. After the Random Access procedures, the target eNB notifies the WT that the UE has successfully received the lwa-configuration by transmitting a message (e.g. WT Addition Confirm) to the WT. The WT knows that UE have the same S-KWT now and it can start the 4-way handshake by sending message 1 with Anonce to the UE.
Proposal 2: Target eNB notifies the WT after the completion of Random Access Procedure.
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Figure 3. Notification of HO result after Random Access Procedures
The second one is that the target eNB notifies the WT after receiving the RRCConnectionReconfigurationComplete as shown in Figure 4. After the target eNB received the RRCConnectionReconfigurationComplete from the UE, the target eNB notifies the WT that the UE has successfully received the lwa-configuration by transmitting a message (e.g. WT Addition Confirm) to the WT. The WT knows that UE have the same S-KWT now and it can start the 4-way handshake by sending message 1 with Anonce to the UE.
Proposal 3: Target eNB notifies the WT after receiving the RRCConnectionReconfigurationComplete.
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Figure 4. Notification of HO result after RRCConnectionReconfigurationComplete
Data transmission considerations
The PDCP data transmitted over the WLAN is encrypted using the derived PTK after 4-way handshake. When receiving the RRCConnectionReconfiguration including the mobilityControlInfo by the UE, the UE should derive the new S-KWT as the PMK but the PTK has not been updated until finishing 4-way handshake. From Observation 1 we know that WT owns the new PMK earlier than UE but same situation for the not-yet-updated PTK. Therefore, there is a transition period between the time that updated PMK is ready while the PTK isn’t as depicted in green in Figure 5. 
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Figure 5. Illustration of the transition period 
During this transition period and given that association remains, regarding Rel-13 downlink and the future support for uplink in Rel-14, it is actually possible for the WT to keep transmitting the pending data using the original PTK for encryption while the UE uses the original PTK for decryption without causing error and vice versa. Alternately, the transmitting side should suspend the transmission when it gets the updated PMK or the materials to derive the new PMK. The transmission is resumed after the new PTK is generated from the 4-way handshake and the encryption and decryption are then done using the new PTK. The former method has the benefit of less data suspension while the latter method keeps the fashion that the data are only encrypted according to the latest configured security parameters. 
Proposal 4: The transmission should be continued using the original PTK during the transition period of encryption key.
Proposal 5: The transmission should be suspended during the transition period of encryption key.

3 Conclusion
In this contribution, we have reviewed the rekeying issue raised for handover without changing WT. The observation and proposals are listed below. Comparing the ways to refresh the IEEE 802.11 security using the new PMK, since the WT initiated method can save the time and steps required by the re-association method initiated by UE, it is preferred and the related solutions are proposed in this discussion paper. 
Observation 1: WT got the updated S-KWT during handover preparation.
Observation 2: 4-way handshake is initiated by the WT/AP.
Observation 3: WT does not know the exact timing when UE can start to apply the updated S-KWT.
Proposal 1: Target eNB uses a message to notify the WT about the completion of handover via the interface Xw.

Proposal 2: Target eNB notifies the WT after the completion of Random Access Procedure.

Proposal 3: Target eNB notifies the WT after receiving the RRCConnectionReconfigurationComplete.

Proposal 4: The transmission should be continued using the original PTK during the transition period of encryption key.

Proposal 5: The transmission should be suspended during the transition period of encryption key.
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