3GPP TSG-RAN WG2 #95
                R2-164999
Gothenburg, Sweden, 22nd – 26th August, 2016
Agenda item:

8.11.3
Source:
Intel Corporation

Title:
Inter-eNB connected mobility for NB-IOT UE using CIoT EPS CP optimisation
Document for:

Discussion and Decision
1      Introduction
RAN 72 approved a new Rel-14 WI to enhance further the mobility of NB-IoT UE in RRC connected mode [1]:
Mobility and service continuity enhancements
· Enhancement(s) to connected mode mobility in order to improve service continuity and avoid NAS recovery for both CP and UP solutions without the increasing of UE power consumption.   [RAN2, RAN3, RAN4].
In this contribution, we propose a way to support such connected mode mobility in order to improve service continuity and avoid NAS recovery for NB-IoT UE using CIoT EPS CP optimization. 
2      Discussion
In Rel-13, no RRC Connected mode mobility is supported. When the UE moves out of the existing cell coverage, radio link failure occurs. For the CP solution, the UE will release the RRC Connection and performs cell selection when entering idle mode. The UE informs its NAS layer with cause RRC Connection failure. The NAS layer will then perform NAS recovery (i.e. trigger TA update). This is regardless of whether the UE moves within cell in the same eNB or moves to cell controlled by another eNB. The flowchart of the existing RLF interaction between UE and the network is shown in Figure 1 below:
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Figure 1: Existing RLF interactions
Invoking NAS recovery may involve more signaling overhead (e.g. RRC Connection establishment, TAU etc.) and thus consume unnecessary UE power. In order to avoid NAS recovery and to support RRC Connected mode mobility, there is a need to be able to ensure that RRC Connection Re-establishment can be executed also for NB-IoT UE using CIOT EPS CP optimization without going NAS recovery.
The main issue for CP solution is that RRC Connection Re-establishment procedure cannot be initiated as the AS security has not been activated. Therefore the MAC-I needed for deriving the shortMAC-I to authenticate the UE cannot be generated by the UE AS (vs in legacy LTE, where the AS security context are provided to the eNB at the Initial Context Setup. For CP solution, this is not provided as no DRB is being established).
To allow the UE to use the RRC Connection Re-establishment for RLF due to Connected mode mobility for CP solution, there is a need to provide the means to enable the UE authentication (i.e. some form of MAC-I). The eNB needs to authenticate the UE to prevent denial of service attack (note UE authenticate of the eNB/network can be done via NAS security since the user traffic is NAS security protected).

One solution is to let the MME and UE to generate a random security token/signature using the NAS security association, which can be used as a shortMAC-I. The MME will provide this security token to the eNB when responding to the S1 Initial UE message during NAS Attach and NAS Control Plane Service Request, while the UE will provide the security token to the UE AS upon sending NAS Attach and NAS Control Plane Service Request. After RRC Connection Re-establishment, the target eNB will be informed of the new security token either via the S1 Path Switch procedure or a new procedure while the UE NAS will provide the UE AS with the new security token after successful re-establishment. The following is a high level flow chart to illustrate how this can be achieved:
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Figure 2: UE interactions with network using RRC Connection Reestablishment procedure

(1) MME provides the eNB with the set of security tokens (or provide the eNB to generate multiple security tokens) generated in the MME using NAS security key/association. It is either sent in the S1AP Connection Establishment Indication or S1AP DL NAS Transport message.

(2) UE NAS generates a security token from NAS security key and provides it to the UE AS for subsequent RRC Connection Re-establishment

(3) Upon RLF, the UE triggers the RRC Connection Re-establishment with the security token generated by the UE NAS, instead of the MAC-I. 

(4) Upon receiving the RRC Connection Reestablishment Request from the UE, the target eNB used the ReestabUE-Identity to identify the source eNB and request a “UE AS context fetch” from the source eNB. The source eNB will provide the security token of the UE as part of the “UE AS context fetch” to the target eNB. The target eNB will use the security token from the source eNB to authenticate the UE.

(5) During RRC Connection Re-establishment, the new set of security tokens generated by the MME (or MME provides the eNB to generate multiple security tokens) is provided to the eNB via S1 “Path Switch” procedure to switch the control plane path between the eNB and the MME from the source eNB to the target eNB. If existing Path Switch message is used in this case, the NH will not be used by the eNB.  If there is a change of MME, the Path Switch Request will be rejected and the RRC Connection Re-establishment is also rejected.

(6) UE NAS generates a new security token to the UE AS. If a new NAS security context needs to be used by the UE upon re-establishment, the MME can provide it to the eNB (e.g. NCC) and the eNB can send it via RRC Connection Re-establishment Complete where the UE AS can provide it to the UE NAS to generate the new security token for the next re-establishment.

The set of security tokens are needed in the case the mobility is within same eNB (i.e. from one cell to another cell in the same eNB). Used security token will be deleted once it is used by the UE for reestablishment within a eNB.

One possible way of generating the security token (which is the shortMAC-I) can be derived in a similar way as follow for the existing shortMAC-I in NB-IoT except that the input sequence may be different: 

- KEY shall be set to key associated with NAS security

- all BEARER bits shall be set to 1;

- DIRECTION bit shall be set to 1;

- all COUNT bits shall be set to 1.

- Input sequence = e.g. ASN.1 encoded of Global eNB ID (20bits) + PLMN ID (24bits)

The security token shall be the 16 least significant bits of the output of the used integrity algorithm. SA3 can decide whether this can be used or can also consider other ways of generating the security token.
The above illustrates a simple and feasible extension of the existing RRC Connection Reestablishment procedure also to NB-IoT UE using CIOT EPS CP Optimisation. Hence it is proposed that:  
Proposal#1: Agreed to adopt the existing RRC Connection reestablishment to the NB-IoT UE using CIOT EPS CP optimization for RRC Connected mobility by defining a new security token (using the NAS security association between the MME and the UE) associated with the UE for its authentication by the eNB.
Proposal#2: Inform SA3 of the use of NAS security association to generate the security token (i.e. a new shortMAC-I) for the RRC Connection Reestablishment when NB-IoT UE uses CIOT EPS CP Optimisation (and no AS security is established). 
Proposal#3: Extend legacy UE context fetch procedure for RRC Suspend/Resume procedure also for RRC Connection Re-establishment procedure. The request of the UE Context fetch by the target eNB should be based on ReestabUE-Identity. 

Proposal#4: Inform RAN 3 of this decision, if Proposals#3 is agreed.
3      Conclusion
In this contribution, we discuss extending the existing RLF to allow for NB-IoT UE in RRC Connected mode mobility using CIOT EPS CP Optimization, and has the following proposals:
Proposal#1: Agreed to adopt the existing RRC Connection reestablishment to the NB-IoT UE using CIOT EPS CP optimization for RRC Connected mobility by defining a new security token (using the NAS security association between the MME and the UE) associated with the UE for its authentication by the eNB.

Proposal#2: Inform SA3 of the use of NAS security association to generate the security token (i.e. a new shortMAC-I) for the RRC Connection Reestablishment when NB-IoT UE uses CIOT EPS CP Optimisation (and no AS security is established). 

Proposal#3: Extend legacy UE context fetch procedure for RRC Suspend/Resume procedure also for RRC Connection Re-establishment procedure. The request of the UE Context fetch by the target eNB should be based on ReestabUE-Identity. 

Proposal#4: Inform RAN 3 of this decision, if Proposals#3 is agreed.
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