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1	Introduction
In the context of New Radio, some improvement of Layer 2 for User Plane can be achieved. One of the area is the security: ciphering and integrity protection of the user data. The current mechanism in LTE are quite restrictive and does not take into account the possible “cloud” implementation. In this contribution we analyses the current solutions in LTE and propose some enhancement for NR.
2	Security Keys in LTE
In LTE, for User Plane, it can be considered that there is one key per eNB. From UE point of view, when DC is not configured all the DRB use the same key as input for ciphering the PDCP PDU. In case of dual connectivity the UE uses a different key for the SCG bearers that are processed within Secondary Cell Group. In total each UE can use two different keys for User plane.
Observation 1: In LTE, all the DRB belonging to the same SCG use the same Key for ciphering.
Observation 2: In LTE, UE can already handle two keys in case of DC for DRB.
3	New Radio
3.1	Security Domains
In NR, it is expected that the Network will be, at least partially, hosted in a “cloud” environment and the RAN function will be flexibly located. The different parts of the Network could be divided “Security domain”, and it would make sense to not share the same security key in different security domains for a given UE.
We could first thing that it would be enough to allocate one key per PDU session, But with this kind of cloud network implementation, for a given UE, , it could happen that several DRBs belonging to the same UE and the same PDU session are handled in different Security domains as shown in Figure 1. In this case, it is necessary that DRB#1 and DRB#2 have two different ciphering keys.


[bookmark: _Ref455496505]Figure 1: Security Domains and DRB
It would be enough to allow one security key per security domain in network side. But on UE side, this would mean that UE needs to know which bearer is allocated to which security domain. This is not in line with the general principal that says that UE does not need to know the Network implementation.
As a consequence, we propose that it is possible to allocate, a key per DRB for each UE. This allows the network to freely allocate DRB to security domain and hide the split to the UE.
3.2	Proposal
For the reason given above, we propose that in NR, for each UE, there is one pair of key per DRB (one for integrity protection and one for ciphering).
Proposal 1: In NR, there is one pair of key per Data Radio Bearer and per UE
To ease the handling of key and simplify the signaling, it may also be possible to use key index to allocate keys to radio bearers.
4	Conclusion
In this contribution, we have proposed a way forward for the handling of security keys in NR, for user plane. We have made the following observations and proposal:
Observation 1: In LTE, all the DRB belonging to the same SCG use the same Key for ciphering.
Observation 2: In LTE, UE can already handle two keys in case of DC for DRB.
Proposal 1: In NR, there is one pair of key per Data Radio Bearer and per UE
References
[1] [bookmark: _GoBack]R2-164790, Network Convergence Sublayer for NR, Nokia, Alcatel-Lucent Shanghai Bell

image1.emf
gNB

PDU 

Session

DRB splitting

Security 

Domain

NCS

DRB#1

NCS

DRB#2


oleObject1.bin
Text


gNB


NCS



DRB#1



NCS



DRB#2



DRB splitting


PDU Session


Security Domain



