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1
Introduction
At the RAN2#93bis, the mobility for eLWA was tentatively discussed and LS R2-163147 was sent to SA3 to ask about the specifics of S-KWT handling. The only other conclusion was that RAN2 could discuss the principles of the handover (e.g. delta signalling), but would leave the details of the network call flow to RAN3.
In this paper we analyse RAN2 aspects of the handover enhancements, and discuss the possible solutions that can be employed to enable the enhancement.
2
Inter-eNB Handover without WT change 
2.1
Basic issues with LWA handover for RAN2 

Some of the basic RAN2 questions to address in the context of the inter-eNB handover are:

-
How does security work during the handover, and in particular when does UE change the S-KWT? 
-
Does data transmission towards WLAN continue during the handover? 
-
Are UL and DL data transmissions via WLAN handled in the same way during the handover?
-
Can we utilize delta signalling for LWA configuration?

We consider each of these in the following sections.

2.2
WLAN Re-keying 
As per Rel-8 handover procedures, UE receives the new KeNB in the handover command and immediately applies it. At the same time, the MAC is reset and RLC/PDCP is re-established. Hence, the user data can be deciphered at the target eNB only after that. With the LWA connection active, the same LTE PDCP key should be applied to the PDCP PDUs transmitted via WLAN – otherwise, the UE would have to handle two keys and use them separately for each of the RATs (LTE and WLAN).

Since the S-KWT is based on the KeNB, it is not clear how the WLAN re-keying should work after that point. This was why the LS R2-163147 was sent to SA3, asking the following questions related to the S-KWT change

	1) If the UE performs handover and KeNB is changed while UE remains connected to WLAN associated with the same WT, is it acceptable for the UE to retain the existing S-KWT after handover?
2) If it is necessary for the UE to replace the key with a new S-KWT derived from the new KeNB, then RAN2 would like SA3 to consider feasible solutions for Rel-14 eLWA potentially allowing the UE to remain associated with the WLAN after intra/inter-eNB handover.


According to Rel-13 decisions, the information about the new key is provided after the target eNB sets up the bearer to the WT. It can therefore be combined with the HO command (RRCConnectionReconfiguration), if the addition is combined with the HO; otherwise, another RRCConnectionReconfiguration is needed. Another aspect is the occurrence of a possible HO failure: if this happens, the UE may return to the source eNB (by reestablishment), so the re-keying may not be necessary. This scenario means a separate RRCConnectionReconfiguration after the HO is completed with the new key, may actually be more reasonable.

Observation 1: The WLAN re-keying should not be executed before RACH access to the target eNB is completed successfully.

Further, as per the EAP authentication, while it is always the authenticator (i.e. eNB or AAA server) who starts the actual 4-way handshake that accomplishes the WLAN re-keying, the supplicant (i.e. UE) may also request it.
Observation 2: UE should not request WLAN re-keying while the handover is in process.

Observation 3: The eNB/AAA server can initiate WLAN re-keying after the handover process is completed

One may observe though, that the re-keying is not time-critical, namely: as long as the UE stays connected to the WLAN where it is authorised to use the service, the WLAN connection will not terminate even though the access key has changed, even if some data units may be corrupted. (Note that silent loss of data in the AP buffer may happen anyway during normal WLAN operations.) This is also considered in the SA3 LS reply S3-160725, where SA3 is responding that it is not required that the WLAN re-keying is done during handover. However, SA3 needs further study on how to accomplish this.

Proposal 1: The WLAN re-keying based on the new S-KWT should be performed after the handover has been completed.

2.3
Utilizing LWA during the HO

Now, having the considerations for WLAN re-keying in mind, we can consider two cases of the target eNB behaviour: 
1) LWA remains active throughout the handover 

OR

2) LWA is not used during handover and will be only used after the HO completion. 
Given the WID objectives, we think that the former option should be considered with higher priority since it allows for the same LWA configuration to continue during the handover process.

Proposal 2: RAN2 to focus on options that retain the LWA configuration throughout the handover and allow (at least partial) utilization of the WLAN resources also during the handover.
We would also note that given the Rel-14 eLWA scope includes also UL transmission over WLAN, we should take both UL and DL data transmission over WLAN into account in all handover considerations. This is further considered in the next section.
2.4
Handling UL and DL traffic via WLAN during handover
In DL, the data transmission over WLAN is simpler: While the SN status transfer hasn’t been done, only the source eNB may send data to the UE over WLAN, and those packets will always be ciphered with the source eNB PDCP keys. However, once the HO command is received, the UE will switch to the target eNB PDCP keys, and cannot likely decipher packets using the source eNB keys anymore.

Observation 4: After receiving HO command, UE may not be able to decipher DL data send from source eNB.

In the UL, the UE may keep transmitting over WLAN immediately after it has received the HO command (included with the RRCConnectionReconfiguration-message). As stated above, we assume the UE handles only one PDCP ciphering context and therefore it changes (switches) the key at this very moment. This poses a problem: the WT still has two (Xw GTP) tunnels, one to the source eNB and the other to the target eNB, for the same UE. Moreover, the WT does not know when exactly the UE switches the PDCP context and changes the key, and therefore the WT does not know at which PDCP PDU count the routing should change from the HO source eNB to the HO target eNB. 

Observation 5: If UL transmissions towards WLAN can continue during handover, the WT has to be able to somehow distinguish whether the UL packets should go towards the source eNB or the target eNB.

To solve the problem of switching the UL traffic at the WT, two methods can be considered as alternatives: 

· the UE suspends UL data transmission over WLAN for a short time until it synchronises successfully with the target eNB  (by then, the source eNB releases the GTP tunnel to the WT and the content of the DL buffer in the WT may either be returned to the source eNB or discarded), or 

· there is an explicit key indicator in the PDCP PDU header that would allow the WT to recognize  the correct eNB (GTP) tunnel destination . 

The former creates a short break in the transmission (this break is assumed to be sufficient for the source eNB to release the bearer to the WT), which would be about the same as the break in LTE data transmission and LWA DL transmission. The latter allows uninterrupted UL transmission and eliminates the risk of a race condition between the UE and the source eNB (as it is unknown which one will happen first: the successful RACH access to the target eNB that opens again the UL transmission at the UE, or the bearer release from the source eNB), but requires addition of the key indicator (as proposed in R2-163528 – see also section 3). 

One may observe additional benefit of the key indicator: If the UE would retain the source eNB PDCP keys during the handover, the UE would be able to decode the DL PDCP PDUs sent from the WT even after it receives the HO command (RRCConnectionReconfiguration). This would enable the WT to empty its buffers towards the UE instead of possibly returning the PDCP PDUs to the source eNB or discarding them. Otherwise the IP packets deciphered with incorrect PDCP keys would be detected at IP layer and discarded, i.e. at UE for DL packets and at the PGW for UL packets. Especially for UL, PGW discard would imply unnecessary forwarding for many network elements, so we propose to rule out this solution.

Proposal 3: The WT should distinguish the UL traffic over WLAN and forward it only towards the correct eNB to avoid data discarding at PGW.
We would note that the above could be solve by using the key indicator as proposed in R2-163528. 

2.5
Delta signalling 
Independently from the above issues, the usual question to consider is whether delta signalling is allowed for the LWA during the handover. Looking at the ASN.1, the LWA configuration is defined as follows:
RRCConnectionReconfiguration:

RRCConnectionReconfiguration-v1310-IEs ::= SEQUENCE {


sCellToReleaseListExt-r13


SCellToReleaseListExt-r13

OPTIONAL,
-- Need ON


sCellToAddModListExt-r13


SCellToAddModListExt-r13

OPTIONAL,
-- Need ON


lwa-Configuration-r13



LWA-Configuration-r13


OPTIONAL,
-- Need ON

lwip-Configuration-r13



LWIP-Configuration-r13


OPTIONAL,
-- Need ON


steeringCommandWLAN-r13


CHOICE {



release







NULL,



setup







SEQUENCE {




command







CHOICE {





steerToWLAN-r13





WLAN-Id-List-r12,





steerToLTE-r13





NULL




},




...


}


}
















OPTIONAL,
-- Need ON

nonCriticalExtension



SEQUENCE {}





OPTIONAL

}
LWA-Configuration:
-- ASN1START

LWA-Configuration-r13 ::=


CHOICE {


release







NULL,


setup







SEQUENCE {



lwa-Config-r13




LWA-Config-r13

}

}

LWA-Config-r13 ::=
SEQUENCE {


lwa-MobilityConfig-r13


WLAN-MobilityConfig-r13

OPTIONAL,
-- Need ON


lwa-WT-Counter-r13



INTEGER (0..65535)


OPTIONAL,
-- Need ON

...

}

-- ASN1STOP
Since the uppermost configuration level is using Need ON, and the remaining structures also use either release-setup or Need ON, it seems feasible to allow using delta signalling during handover.

Proposal 4: Use delta signalling for LWA configuration during the handover.
4
LWA handover procedure with key indicator

As discussed above and in R2-163528, we think the indication of the key used in PDCP could be used to help with the handover for LWA. Therefore, we assume that in the context on this contributions. While we acknowledge that the call flows are better handled in RAN3, we would still like to illustrate the handover procedure based on this (as excerpted from R3-161068) below.
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Figure 2: LWA addition during the HO with the key indicator.

Proposal 5: RAN2 use the call flow as baseline for inter-eNB handover without WT change (pending RAN3 discussion).
3
Conclusions 

In this paper, we discuss the RAN2 aspects of the inter-eNB HO without WT change and observe the following:
Observation 1: The WLAN re-keying should not be executed before RACH access to the target eNB is completed successfully.

Observation 2: UE should not request WLAN re-keying while the handover is in process.

Observation 3: The eNB/AAA server can initiate WLAN re-keying after the handover process is completed

Observation 4: After receiving HO command, UE may not be able to decipher DL data send from source eNB.

Observation 5: If UL transmissions towards WLAN can continue during handover, the WT has to be able to somehow distinguish whether the UL packets should go towards the source eNB or the target eNB.

Based on these, we propose the following:
Proposal 1: The WLAN re-keying based on the new S-KWT should be performed after the handover has been completed.

Proposal 2: RAN2 to focus on options that retain the LWA configuration throughout the handover and allow (at least partial) utilization of the WLAN resources also during the handover.

Proposal 3: The WT should distinguish the UL traffic over WLAN and forward it only towards the correct eNB to avoid data discarding at PGW.
Proposal 4: Use delta signalling for LWA configuration during the handover.

Proposal 5: RAN2 use the call flow as baseline for inter-eNB handover without WT change (pending RAN3 discussion).
