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1 Introduction

RAN#71 in March approved a NR SID [1]. An initial aspect of this SID is for RAN2 to study/agree on the radio protocol architecture and procedures. In the legacy system, UE in idle state acquires the system information from the camped cell and uses them to receive paging and obtain other services such as MBMS, D2D, etc in RRC idle state. In this contribution we discuss whether there are any issues to let UE obtain services in RRC idle state similar to legacy system in NR. 
2 Discussion
In LTE UE in RRC IDLE state performs the following basic operations,
· Monitors a Paging channel to detect incoming calls, system information change, and for ETWS capable UEs, ETWS notification;

· Performs neighbouring cell measurements and cell (re-)selection;

· Acquires system information
Additionally RRC IDLE UE may obtain the following services in RRC idle state,
· UE interested in sidelink discovery transmission can acquire the SIB 19 and uses the transmission resources configured via SIB 19 for sidelink discovery transmission. SIB 19 configures both intra frequency and inter frequency (intra PLMN as wells as inter PLMN) transmission resources.
· UE interested in sidelink discovery reception can acquire the SIB 19 and uses the reception resources configured via SIB 19 for sidelink discovery reception. SIB 19 configures both intra frequency and inter frequency (intra PLMN as wells as inter PLMN) reception resources.
· UE interested in MBMS reception can acquire SIB 13 and uses the control information indicated in SIB 13 for MBMS reception.
· UE interested in sidelink communication transmission can acquire the SIB 18 and uses the transmission resources configured via SIB 18 for sidelink communication transmission. 

· UE interested in sidelink communication reception can acquire the SIB 18 and uses the reception resources configured via SIB 18 for sidelink communication reception. 
In order for UE to obtain the desired service from the camped cell, UE should be able to validate that system information received by UE is authentic or not. If UE can validate and detects that system information is not authentic it may reselect another cell. If UE cannot validate then,
· UE uses the incorrect configuration received in system information blocks leading to service denial. For example, the transmission/reception resource configuration received in SIB 18/19 can be incorrect. UE may think that camped cell supports sidelink leading to UE transmitting and receiving sidelink transmission/reception incorrectly. 

· UE uses the incorrect resource configuration received in system information blocks leading to interference. For example, the inter frequency/PLMN transmission resource configuration received in SIB 18/19 can be incorrect. UE may transmit using these resources leading to interference in neighbour cells as these resources are not reserved for D2D in neighbour cells.

· UE may not be able to receive paging. The camped cell may be fake and may not be connected to core network.

In legacy system, RRC IDLE UE camps to a cell, if cell belongs to selected/registered/equivalent PLMN, S-criterion is met; cell is not barred and belongs to non-forbidden tracking area. The system information broadcasted is not securely (integrity protected) transmitted. So UE cannot validate whether the broadcasted system information received by UE is authentic or not.
Observation:   In legacy system, RRC IDLE UE cannot validate the authenticity of broadcasted system information received by it.

The abovementioned issue can be resolved using various approaches such as
· Integrity protection (e.g. using digital signature) of broadcasted system information.
· System information can be requested on demand and response carrying system information can be integrity protected using UE specific keys. 
Based on the above, we propose that
Proposal 1: In NR UE should be able to validate the authenticity of system information received by it.

Proposal 2: RAN2 should liaise with SA3 to study low overhead mechanisms which enable UE to validate whether the received system information is authentic or not. 
3 Conclusion

Based on the above, RAN2 is requested to discuss and if possible agree on the following proposals:

Observation:   In legacy system, RRC IDLE UE cannot validate the authenticity of broadcasted system information received by it.

Proposal 1: In NR UE should be able to validate the authenticity of system information received by it.

Proposal 2: RAN2 should liaise with SA3 to study low overhead mechanisms which enable UE to validate whether the received system information is authentic or not.

4 References

 [1] 
 RP-160671, “Study on New Radio Access Technology”, NTT DOCOMO
