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Discussion and decision
1 Introduction

This contribution discusses the assumptions and foreseen RAN impacts from enabling the support and usage of both CIoT CP and UP solution, by a UE in same or different RRC connections, considering the inputs provided by SA2 in LS [1] and the clarification during the RAN2/SA2 inter-WG conference calls.
2 Discussion

The following list summarizes our understanding of the key SA2 points that RAN2 needs to keep in mind for its RAN design: highlighting the SA2 defines most of  CRs/procedures common for both NB-IoT and non-NB-IoT.
1. Data routing classification:

a. Data routing for CP Optimization

i. UE  (( MME (( SCEF (supports Non-IP)

ii. UE  ((MME  (( S-GW  (( P-GW (supports IP and Non-IP)

b. Data routing for UP Optimization

i. UE  (( eNB  (( S-GW  (( P-GW (supports IP and Non-IP)
2. A UE has at most two default APNs in HSS subscription for a given UE. 
a. One PDN connection over SCEF (which is indicated as "CP only" to UE and refers to a pinning down PDN connection/Bearer to the CP).
b. Another PDN connection over P-GW, and which data could be routed either through (b.1) MME to S-GW, when using CP based solution, or (b.2) eNB to S-GW, when using UP based solution. 

i. A connected UE can only have active (b.1) or (b.2), but not both at the same time.
ii. For connected UEs, the transition from (b.1) to (b.2) is supported but not vice-verse.
3. Assuming the case when UE, eNB and MME support CIoT CP and UP optimizations:
a. If the UE was suspended (i.e. UE is in IDLE mode with AS context stored)
i. UE attempts the RRC resume procedure in order to get connected. 
ii. After the AS security context is resumed (or activated), data could be sent over CP via SCEF, or UP (i.e. via S/P-GW).
b. If the UE is not suspended (i.e. UE is in IDLE mode with no AS context stored)

i. UE attempts the RRC connection establishment procedure to get connected.
ii. Irrespective of activating the AS security or not, data could be sent over CP via SCEF.
iii. If AS security is not activated, data could be sent over CP via P-GW (i.e. through MME).
iv. If AS security is activated, data could be sent over UP (i.e. via S/P-GW).
4. If AS security is activated, data can only be sent in CP via SCEF and in UP.
A UE in connected mode sending data over CP, without AS security, could be indicated by the eNB to establish the UP at any given time of the connection (for which AS security would be activated).
2.1 Discussions on NB-IoT agreements applicable to LTE
The following list shows the applicable RAN2 agreements on NB-IoT WI on "Signalling Enhancements" as it is captured in the informative annex of the running CR to 36.300; our view on which agreements are or are not applicable to LTE are shown in blue and red respectively; we have highlighted in yellow aspects that might need further discussion.
The following assumptions are applicable for both CP Solution and UP Solution:
-
The following values of RRC establishment cause may be applicable for NB-IoT: mt-Access, mo-Signalling, mo-Data, mo-Exception-Data. The existing “emergency” or “delaytolerantaccess” cause value are not appliable for NB-IOT. In ASN.1 the RRS establishment cause should be extendible;
-The NB-IoT UEs will not use / transfer data using CP solution and UP solution at the same time, i.e. both will never be configured by the network at any point in time;
-
The selection which solution to be used is done between UE and network on NAS level;
-
SRB1 configuration, MAC configuration, and PHY configuration can be provided in RRC Connection Setup message. If they are not signalled explicitly, default values apply (FFS for PHY configration), or for the UP solution: Stored configuration;
The CP Solution should follow the assumptions listed below:
-
The RRC Connection is established for small data transfer;

-
As a baseline, at most one NAS signalling message or NAS message carrying small data can be piggybacked in RRCConnectionSetupComplete message  in the RRC connection establishment procedure;

-
A UL NAS signalling message or UL NAS message carrying small data can be transmitted in a UL RRC container message. A DL NAS signaling or DL NAS small data can be transmitted in a DL RRC container message;
-
DL information transfer and UL information transfer messages are used to carry small data and carried over SRB1;
-
RRC connection reconfiguration is not required for short RRC connections when the connection is used for small data transfer.  It is FFS if RRC connection reconfiguration is needed;

-
Data radio bearer (DRB) is not used;

-
There seems to be no need for PDCP;

-
AS security is not needed. This can be revisited if need for AS security is found;
-
Differentiation between the different data types (i.e. IP, non-IP or SMS) in the AS is not needed;-
At RLF, RRC connection re-establishment is not supported so the UE would release to Idle.

The UP Solution should follow the assumptions listed below:
-
A data radio bearer (DRB) is established;

-
PDCP header compression may be used for IP type traffic;

-
UE may retain the AS context in RRC_IDLE mode. This enhanced RRC_IDLE state is referred to as RRC_IDLE but this may be revisited;

-
Introduce a RRC connection suspend procedure, which is used at transition from RRC_CONNECTED to RRC_IDLE state and where the UE stores the AS context; suspend is performed by the RRC release procedure;

-
Introduce a RRC connection resume procedure, which is used at transition from RRC_IDLE to RRC_CONNECTED and where previously stored information in the UE as well as in the eNodeB is utilised to resume the RRC connection;
-
At suspend-resume, security is continued;

-
The RRC connection suspend procedure and the RRC connection resume procedure may be new procedures with new messages, or may be implemented as new IEs in existing LTE procedures. This is FFS;
-
In the message to resume, the UE provides an Identifier to be used by the eNB to access the stored information required to resume the RRC connection. S-TMSI is not used as resume ID and C-RNTI is used as a part of the resume ID;
-
At RLF, it would be possible to do reestablishment (it is FFS if at reestablishment failure the UE would be released to Idle, as for legacy LTE).
-
RRC Connection Reconfiguration is supported;

-
UP solution works in a multi-cell scenario;
-
Introduce one new code point (e.g. rrcSuspend) for the ReleaseCause in RRCConnectionRelease message;
-
Not introduce a valid time for the stored AS context after RRC is suspended;
-
Multiplexing of CCCH and DTCH in Msg3 is not supported;
-
The eNB provides the NCC in RRC resume (MSG4); 

-
A RRC connection can be fully resumed by one transmission, also if it requires reconfiguration, by transmitting both an unsecured and a secured message in the same transmission;
-
Re-keying is not supported at RRC resume, unless SA3 thinks re-keying would happen frequently;
-
Reuse the ShortMAC-I used at RRC reestablishment as the authentication token also for resume;
-
UE provides the authentication token in Msg3;
-
UE resets the COUNT at RRC resume;
-
The delta configuration in RRC resume is supported;
-
Introduce the RRC resume reject message. It is FFS if it is a new RRC message or we just reuse the existing RRC message;
-
UE replies by a RRC resume complete message (Msg5) to the eNB after resuming the AS context. It is FFS if it is a new RRC message or reuses the existing RRC message;
-
In case of RRC resume failure, the eNB may send an RRC connection setup, after which the UE does the needed AS-NAS interaction, and UE responds by NAS + RRC connection confirm message.
Proposal 1. To agree that the NB-IoT CIoT related agreements shown in blue above are also applicable for non-NB-IoT, leaving FFS the aspects highlighted in yellow.
2.2 Re-evaluation of partially applicable NB-IoT agreements

Considering previous points on SA2 progress and RAN2 NB-IoT aspects identified as FFS, we suggest re-discussing the related RAN2 agreements/assumptions that might need to be revisit and other new aspects that might require new consideration.
" The selection which solution to be used is done between UE and network on NAS level;"
As indicated in [2], SA2 explained in their CRs/LSs that the MME does not select which solution would be used but instead this is negotiated in NAS layer understanding that the UE could use either solution (as well as other mechanism) depending on the ones that are also supported by the network.  The possible values defined in the "Preferred Network Behaviour" used to indicate the UE support, are the following: (a) Control Plane CIoT EPS optimization, (b) User Plane CIoT EPS optimization, (c) Control Plane CIoT EPS optimization is preferred or User Plane CIoT EPS optimization is preferred, (d) S1-u data transfer, (e) SMS without Combined Attach, (f) Attach without PDN Connectivity and (g) header compression for Control Plane C-IoT EPS optimisation. As it was previously discussed, whether one or other mechanism is chosen would be handled by the higher layers transparent to the lower layers (unless explicitly indicated).
Proposal 2. To confirm SA2 that NAS layer negotiates the mechanisms that the UE is allowed to use based on the CIoT optimisations mutually supported by both the UE and the network.

For CIoT CP solution: "Data radio bearer (DRB) is not used"; "AS security is not needed." "RRC connection reconfiguration is not required"".

For CIoT UP solution: "At most 1 DRB is supported" & " A data radio bearer (DRB) is established". 

Our understanding is that in LTE there is no need to maintain the restriction of only supporting one DRB although it could be further discuss the capability support indication to signal the support of single DRB for those UEs aiming to reduce cost/complexity. On other hand, we agree that LTE UEs using CP solution might not need using RRC Connection Reconfiguration and AS Security, however except for the case of UEs that only support CP solution, there is no need to restrict the support of these mechanism. 
Proposal 3. Non-NB-IoT UEs using CIoT CP solution support AS security and RRC Configurations procedures.. 

Proposal 4. Non-NB-IoT UEs using CIoT UP solution support same number of DRBs as legacy. 

Proposal 5. A new capability is defined to indicate whether a non-NB-IoT UE using CIoT UP solution supports only one DRB. If so, some of the simplifications defined for NB-IoT could be considered aiming to reduce these non-NB-IoT UEs complexity/cost.
" The NB-IoT UEs will not use / transfer data using CP solution and UP solution at the same time, i.e. both will never be configured by the network at any point in time"

As it is explained previously, SA2 had clarified that this scenario is possible e.g. data being sent over CP via SCEF while also being sent over UP via P-GW, or data being sent over CP via SCEF while also being sent over CP via P-GW. 
Proposal 6. To confirm that data could be sent over CP and UP within the same RRC connection.
Further details on the msg.3 impacts and CIoT UP solution are discussed in more details within [5] [4]. Another aspect that RAN2 might want to discussed in future meeting is whether MO exception data reporting needs to be handled in LTE.
Proposal 7. To discuss whether the handling of MO exception data reporting needs to be addressed in non-NB-IoT scope.
2.3 RAN impacts when exchanging data via CP and UP solution
At the beginning of this contribution, it is indicated that for Rel-13, the only transition that needs to be further discuss is when the UE connects for exchanging data routed via (b.1) MME to S-GW, when using CP based solution, and transitions to exchange data routed via (b.2) eNB to S-GW, when using UP based solution. The vice-verse scenario is not identified as valid for CIoT because it loses the main advantage of reducing signaling overhead when using (b.1). The following text describe few scenarios and their corresponding foreseen RAN impacts
Assumptions for the following scenarios:

· The UE and network supports the usage of CIoT CP and UP solutions. 

· Activated AS security context term refers to having established any DRB and the AS security context. When AS security context is activated, this is used for anything sent in SRB or DRB.
· For this discussion, "data over NAS (w/ AS security context)" and "data over NAS (w/o AS security context)" mainly refers to whether DRB is or not established.
NOTE: UE in idle mode refers to legacy (w/o storing the AS security context) and UE in idle mode storing the AS security context refers to a UE that was released using the suspended procedure.
· Some aspects discussed in the following points are deeply analysed in contributions that focuses on the specific topics, e.g. on PDCP TM [3], CIoT UP solution [4], and message 3[5].
· The following scenarios show exemplary message names as they are still FFS in RAN2.
Scenario A: UE connects from RRC_IDLE (w/o stored AS security context) to send data over CP, therefore RRC Connection Establishment procedure is used to get connected.
1. UE sends RRC Connection Request 
2. NW sends RRC Connection Setup 
3. UE sends RRC Connection Setup Complete (including data NAS PDU)
NOTE: UE is connected and there is no DRB is established (i.e. there is no AS security context)

4. NW/UE could continue exchanging data over NAS (w/o AS security context)

5. NW releases the UE to RRC IDLE (w/o storing the AS security context)
Scenario A is the baseline, where the UE never establishes the AS security context, therefore PDCP TM could be used for sending data over NAS and UE can only be released to idle from connected.

Scenario B-1: UE connects from RRC_IDLE (w/ stored AS security context) to send data over CP when an eNB has a valid UE AS context of the resumed UE. Therefore RRC Connection Resume procedure is used to get connected.
1. UE sends RRC Connection Resume Request
2. NW sends RRC Connection Resume (with a valid AS security context indication)
NOTE: DRB and AS security context are considered resumed
3. UE sends RRC UL Data Info or RRC Connection Resume Complete (including data NAS PDU)
4. NW/UE could continue exchanging data over NAS (w/ AS security context)

5. NW could suspend or release the UE to RRC IDLE 
Scenario B-1 shows the scenario when the AS security context is stored and gets resume in order to send data over NAS, therefore PDCP is used. Afterwards the UE in connected can either be either released to idle (i.e. AS context would be released) or could be suspended (i.e. AS context would be still stored).

Proposal 8. The usage of RRC release to idle and to idle with suspend indication is:

Proposal 8.1. UE in connected mode with AS security not activated (i.e. no UP) can only be released into idle (scenario A).

Proposal 8.2. UE in connected mode with AS security activated (i.e. UP) can be released into idle mode or idle mode with the suspend indication (scenarios B).

Scenario B-2: UE connects from RRC_IDLE (w/ stored AS security context) to send data over CP when an eNB has an invalid UE AS context of the resumed UE. Therefore RRC Connection Establishment procedure is used to get connected. (*) NOTE: this example assumes that NAS layer wants to still trigger the establishment of the UP; otherwise the data NAS PDU could be sent directly upon step 3 in msg.4.

1. UE sends RRC Connection Resume Request
2. NW sends RRC Connection Setup (w/ an invalid AS security context indication)
NOTE: DRB and AS security context are considered not resumed
3. UE sends RRC Connection Setup Complete (w/ signaling NAS PDU e.g. Service Request) (*)
4. NW sends RRC Connection Reconfiguration (*)
5. NW sends Security mode command (*)
6. NW sends RRC Connection Reconfiguration Complete (*)
7. NW sends Security mode Command Complete (*)
NOTE: DRB and AS security context are considered activated
8. NW/UE start exchanging data over NAS (w/ AS security context) (*)
9. NW could suspend or release the UE to RRC IDLE 
Scenario B-1 and B-2 shows the case when the AS security context is stored differentiating the cases when the UE AS context is or not valid (for scenario B-2, it is not valid and UE has to request to MME its activation). For either case, PDCP TM would not be used, assuming that the UE would request the establishment of UP with its associated AS Security activation. Alternatively, as it is explained in the NOTE, the UE may decide to only request sending data over CP. Hence, the AS security would not be re-activated and potentially UE could switch to use non-transparent PDCP or continue with PDCP-TM.
A very comprehensive analysis of the need and usage of PDCP-TM and PDCP (i.e. non-transparent-PDCP) are covered in [3]. The main points to keep in mind from this paper are: (1) LCID indication distinguishes when PDCP-TM is used for SRB, (2) after activating AS security, PDCP-TM SRB is no longer used for the duration of the RRC Connection and (3) reconfiguration from PDCP-TM to non-transparent-PDCP is required but not vice-verse for UEs in connected mode. For the failed or fall-back scenario, described in B-2 above, upon receiving a failed indication in RRC Connection Setup (step 2 corresponding to msg.4), the UE could decide to continue using PDCP-TM or non-transparent-PDCP considering the cases describe in [3].

Proposal 9. A UE that receives a failure message when trying to resume the RRC connection could continue using non-Transparent-PDCP or decide switching to PDCP-TM.
3 Conclusion

The proposal to enable the usage of CIoT CP and UP solution in LTE are the following:
Proposal 1.
To agree that the NB-IoT CIoT related agreements shown in blue above are also applicable for non-NB-IoT, leaving FFS the aspects highlighted in yellow.
Proposal 2.
To confirm SA2 that NAS layer negotiates the mechanisms that the UE is allowed to use based on the CIoT optimisations mutually supported by both the UE and the network.
Proposal 3.
Non-NB-IoT UEs using CIoT CP solution support AS security and RRC Configurations procedures..
Proposal 4.
Non-NB-IoT UEs using CIoT UP solution support same number of DRBs as legacy.
Proposal 5.
A new capability is defined to indicate whether a non-NB-IoT UE using CIoT UP solution supports only one DRB. If so, some of the simplifications defined for NB-IoT could be considered aiming to reduce these non-NB-IoT UEs complexity/cost.
Proposal 6.
To confirm that data could be sent over CP and UP within the same RRC connection.
Proposal 7.
To discuss whether the handling of MO exception data reporting needs to be addressed in non-NB-IoT scope.
Proposal 8.
The usage of RRC release to idle and to idle with suspend indication is:
Proposal 8.1.
UE in connected mode with AS security not activated (i.e. no UP) can only be released into idle (scenario A).
Proposal 8.2.
UE in connected mode with AS security activated (i.e. UP) can be released into idle mode or idle mode with the suspend indication (scenarios B).
Proposal 9.
A UE that receives a failure message when trying to resume the RRC connection could continue using non-Transparent-PDCP or decide switching to PDCP-TM.
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