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1 Introduction
This document is a summary of the email discussion [93#41][NB-IOT] Resume operation. The intention of this email discussion is to clarify resume operation, with a focus on the actions and signalling required.

[93#41][NB-IOT] Resume operation (Ericsson)

-
Clarify resume operation and focus on actions and signalling required. 

-
Intended outcome: Email discussion report to next meeting 

-
Deadline: Thursday 24/03/2016

The deadline of this email discussion is Thursday, 2016-03-24, 23:59 Pacific Time. 
2 Open issues
Several agreements related to the UP solution have already been made, and these agreements have been captured in the 36.331 running CR [1]. However there are still some open issues, some of which have been marked as FFS in the [1], but also others which need to be discussed further:
· Messages for RRC connection resume procedure;
· Resume identifier(s)
· Security aspects
· Timer(s) needed for RRC Connection resume procedure;

· Actions at suspension/ resumption
· Details of the parameters that are cached in the AS context

· Details of delta signaling at Resume
· Indication in System Information that Suspend/Resume is allowed in cell.
This email discussion focuses on these open issues.
Issue 1: Messages for RRC connection resume procedure
It has been agreed to introduce a new code point (rrcSuspend) in the release cause in the RRCConnectionRelease message for the RRC Suspend procedure. However there is a need to agree on which messages to use for RRCConnectionResumeRequest, RRCConnectionResume, RRCConnectionResumeComplete and RRCConnectionResumeReject procedures (i.e. whether we reuse existing messages or define new messages).

Issue 2: Resume Identifier(s)
In [1] the Resume Identifier itself, and whether it is assigned by E-UTRAN, were marked as FFS. At RAN#71 a way forward was agreed on a 40bit Resume Identifier. It was also agreed that this ID is allocated by the source eNB. It is assumed this ID is sent by eNB when it suspends the RRC connection. Given these agreements, the open issues for the Resume Identifier can be closed and the corresponding FFS in [1] can be removed.
Issue 3: Security aspects
At RAN2#93 several agreements were made in relation to security aspects at RRC Resume. One of the agreements made was that the COUNT is reset by the UE at RRC Resume, so this implies that the keys are always changed at RRC Resume. It was also agreed that the eNB provides the NCC in RRC resume (MSG4), and that RAN2 assumes that we can fully resume by one transmission, also if it requires reconfiguration, by transmitting both an unsecured and a secured message in the same transmission.
It is our understanding that an unsecured message in this context can mean it is integrity protected, but not ciphered. Based on this understanding, and the assumed requirement for Integrity Protection of message on both UL and DL for eNB and UE to both verify a secure connection where both UE and eNB have been authenticated, there are the following possible options for signalling of the message for RRC Resume:
Option 1:
The RRC Resume message is sent on SRB1 with Integrity Protection, and optionally a RRCConnectionReconfiguration message is sent on SRB1 with Integrity Protection (and Ciphering)
Option 2:
The RRC Resume message is sent on SRB0 without Integrity Protection, and a mandatory RRCConnectionReconfiguration message is sent on SRB1 with Integrity Protection (and Ciphering) 
With Option 2 there are some consequences with signalling overhead, having to include two separate messages (one on SRB0 and another on SRB1) results in DL signalling overhead. Also Option 2 may imply that there would be a need for two separate ‘complete’ messages in the UL, again resulting in unnecessary signalling overhead. These signalling overheads go against the requirement of minimising the signalling for NB-IoT.

With Option 1, which is similar to the handling of the SecurityModeCommand today in the baseline, it would ensure both UE and eNB are authenticated, but also mean there is no unnecessary signalling overhead which is present with Option 2.

Issue 4: Timers for RRC Connection resume
In [1], currently only timer T300 is captured for the Resume procedure, while for other timers it is marked FFS.  The T300 is used to supervise the RRC Connection Establishment procedure, and it makes sense that the timer would also apply for the RRC Resume procedure. It needs to be discussed if companies (1) think T300 can be re-used or whether there is a needs to add new timer for Resume procedure (2) think other existing/new supervision timers (e.g. T302) also need to be started/stopped during the RRC Resume procedure and (3) where existing timer(s) are re-used, the need for differentiating the timer range compared to existing LTE to account for longer transmission/reception times.
Issue 5: Radio Resource handling at suspension/resumption
It needs to be discussed and agreed by companies whether radio resources (e.g. PDCP, RLC) are released (as described in [2]) or maintained (as described in [3]) when the RRC connection is suspended, as this has a direct consequence on the actions that need to be performed by the NB-IoT device when it resumes the suspended RRC connection.

Issue 6: The parameters to be cached in the AS context
In [1] it is currently captured that the UE stores it’s context and the resume identifier, but further discussion is needed to reach agreement on what other information/parameters should be stored in the AS context at RRC suspend. Taking as a baseline that the UE stores it’s complete context, it is perhaps easier to identify which parameters from its context the UE does not need store at RRC Suspend.

The parameters that may need to be stored also depends on the discussion for Issue 5 above, on whether the entities are released or maintained at suspension of the RRC, and also Issue 7 below depending on whether the delta signalling is based on the stored configuration or the default configuration.
Issue 7: Details of delta signaling at RRC Resume
At RAN2#93 it was agreed that delta configuration at resume (Msg4) is supported. In addition, in [1], it is captured that default configuration for L1 and MAC parameters are used for Msg3 and Msg4 before dedicated configuration can be used. This is similar to the current RRC Connection Establishment and Reestablishment. However it needs to be discussed and agreed whether the dedicated radio configuration in Msg4 is based on the stored configuration in AS context or is based on the default configuration.
Issue 8: Indication in System Information that Suspend/Resume is allowed in cell.
There could exist use cases e.g. due to mobility, where a suspended NB-IoT UE attempts to resume in a cell in which the Resume is (temporarily) unavailable. For these cases it could be beneficial if the NB-IoT UE knew that it is not allowed to Resume in the current cell, as it would avoid unnecessary signalling for a Resume Request which would be unsuccessful. 
3 Discussion
Issue 1: Messages for RRC connection resume procedure
RRC Connection Resume Request

Option 1a: Reuse existing RRC message e.g. RRCConnectionRequest or RRCConnectionReestablishmentRequest
Option 1b: Introduce a new RRC message for RRC Connection Resume Request
RRC Connection Resume 

Option 2a: Reuse existing RRC message e.g. RRCConnectionSetup or RRCConnectionReestablishment
Option 2b: Introduce a new RRC message for the RRC Resume
RRC Connection Resume Complete

Option 3a: Reuse existing RRC message e.g. RRCConnectionSetupComplete or RRCConnectionReestablishmentComplete
Option 3b: Introduce a new RRC message for the RRC Resume Complete
RRC Connection Resume Reject
Option 4a: Reuse existing RRC message e.g.  RRCConnectionReject or RRCConnectionReestablishmentReject
Option 4b: Introduce a new RRC message for the RRC Resume Reject
	COMPANY
	COMMENT

	QC
	Prefer to have new messages: RRCConnectionResumeRequest and RRCConnectionResume.
For Reject, could potentially reuse RRCConnectionReject but need to determine if the extensions are applicable to NB-IoT.

	Samsung
	We also prefer to use new messages including reject case as well. It is not clear to use whether all the IEs in RRCConnectionReject message is required for resume reject. 

	ZTE
	We slightly prefer to reuse the existing RRC messages for RRC connection resume procedure, such as RRCConnectionRequest/RRCConnectionSetup/ RRCConnectionSetupComplete/RRCConnectionReject.

	NEC
	Considering the way forward on 40 bits resume ID in RAN#71 (RP-160685), we prefer new messages for RRC Connection Resume Request, RRC Connection Resume, and RRC Connection Resume Compete. For Reject, we do not have strong opinion, but we assume the RRCConnectionReject message could be reused.

	Sony
	We prefer new messages, it is clearer from specification point of view and should be simpler for future maintenance.

	Nokia
	We prefer options 1a, 2a and 3a i.e. to reuse existing RRC Connection Re-establishment messages due to large commonalties with Re-establishment and Resume procedures. Security and SRBs are resumed with the already existing Re-establishment procedure and resume of the DRB(s) needs to be added.  

	Ericsson
	Our preference is to define new messages for:

· RRCConnectionResumeRequest

· RRCConnectionResume

· RRCConnectionResumeComplete

For the RRCConnectionResumeReject, we think the same functionality as for RRCConnectionReject will apply i.e. there is no extra information needed, so we have no strong opinion on message but perhaps it would be good to re-use the existing message in this case.

	Vodafone
	I prefer new messages. It is a new procedure having new Identifiers and also different subsequent actions in the NW compared to RRCConnectionrequest, etc

	Intel
	We think the message names can be decided after other decisions are made.  For example, we think Resume depends on the chosen option in issue#3. If we go with the message sent on SRB1, a new message will need to be defined. Resume complete message will depend on the decision on Resume message.  Reject should consider the message used for message 5 for continuation of the connection setup,  
For Resume Request, we would like to look at the ASN.1 structure rather than message name considering the agreed 40-bit Resume ID and decision on the ASN.1 handling for NB-IoT.

	Sharp
	We prefer to introduce new RRC messages e.g. RRCConnectionResume Request, RRCConnetionResume, RRCConnectionResumeReject. As the UE behaviour is different from that in current message/procedure, also it is clearer to use new messages/procedure than reusing the existing messages from the specification perspective.

	LGE
	We prefer 1b/2b/3b/4b, i.e. introduce new messages. Actual name of new messages can be discussed later.

	Huawei
	We prefer new messages. However, we think that the message names can be decided a bit latter after other decisions are made.

	NTT DOCOMO
	Our preference is to reuse (with possible extension to address new fields/IEs) existing message:

· RRCConnectionRequest for resume request
· RRCConnectionSetup for resume
· RRCConnectionSetupComplete for resume complete
· RRCConnectionReject for resume reject
From “procedure” perspective, it is to establish an RRC Connection from IDLE. So we would like to study how the existing messages used for establishment can be reused. If it is found that the existing message has restriction that can not be solved, we are open to study new messages.

	CATT
	We prefer for new messages for all four cases above. With the way forward agreed at RAN plenary for Resume ID, we see advantages of having new messages for suspend/resume. Some advantages of new messages are it can minimise RRC messages size, enhance readability of ASN.1 and avoid non-critical extension only applicable for NB-IoT.


Issue 2: Resume Identifier(s)
	COMPANY
	COMMENT

	Sony
	We see a benefit in splitting resume ID into 2 parts – UE identifier and eNB identifier part. In the vast majority of cases the UE will resume on the same eNB and so identification of the source eNB is not necessary, so we can still keep the message size under a reasonable size. eNB part can be provided in case of resume on a new eNB, and this is the only case it is needed.

	NTT DOCOMO
	We agree that from RAN2 perspective, the FFS issue can be closed. Wrt. the parts consisting Resume ID, per RAN#71 decision, this is RAN3 issue.

	
	


Issue 3: Security aspects
Companies are asked to please list the PRO’s and CON’s of the following options for signalling of the RRC Resume message:

Option 1:
The RRC Resume message is sent on SRB1 with Integrity Protection, and optionally a Reconfiguration message is sent on SRB1 with Integrity Protection (and Ciphering)
Option 2:
The RRC Resume message is sent on SRB0 without Integrity Protection, and a mandatory Reconfiguration message is sent on SRB1 with Integrity Protection (and Ciphering)
	COMPANY
	COMMENT

	QC
	Prefer options 1 as it allows eNB to validate the RRC Resume message and if validation fails eNB can reject the request and not waste physical resources.

	Samsung
	We prefer option 2 with following two reasons.

1) We are not sure how option 1 works. SRB 1 means PDCP and RLC AM are used for Resume message transmission, which results in 7 byte additional overhead (2 B in RLC and 5 B in PDCP). Then it seems quite clear that the whole message can not be sent in the Msg 3, and RLC segmentation will be required. But the RLC AM configuration is not resumed yet.
2) Provided that Resume request msg has shortMAC-I, the message is integrity protected itself. So option 2 provide security to some extent.

	ZTE
	We can only agree the first part of option 2, that is, the RRC Resume message is sent on SRB0 without Integrity Protection, which is similar with existing connection setup and connection reestablishment message. 

But why need for a mandatory reconfiguration message? We can assume that if reconfiguration message is required, i.e. for DRB configuration change, it should be sent on SRB1 with integrity protection, but it doesn’t mean reconfiguration mandatorily follows after Resume message.

	NEC
	As the legacy RRC Connection Reestablishment also sends the NCC on SRB0, we consider the Option 2 could be applied.

	Sony
	Agree with ZTE

	Nokia
	We prefer option 2 (SRB0 without Integrity Protection) which is aligned with Re-establishment procedure. We also do not see the need for mandatory reconfiguration message. 

	Ericsson
	Our preference is for Option 1, as it can ensure that the requirement for a secure and authenticated connection between UE and eNB is met, but without the UL/DL signalling overhead identified for Option 2 in chapter 2 above. Also we assume that UP data can already be sent in Msg4, and the user plane data needs to encrypted and ciphered.
Just to clarify that the intended scope of the discussion here relates to Msg4 i.e. the RRC Resume message from eNB. So the reasons outlined by Samsung, which relate to Msg3, do not apply for this issue.

Also to answer the question from ZTE on why the reconfiguration message is mandatory for Option 2, our understanding is that if the RRC Connection Resume is sent on SRB0 (which has no integrity protection) then to ensure that DL connection is secure the eNB has to send a reconfiguration message on SRB1, which will have integrity protection and ciphering. This is similar to legacy reestablishment where it is mandatory to send an integrity protected reconfiguration message [“first RRCConnectionReconfiguration after successful completion of the RRC Connection Re-establishment procedure”] to re-establish DRBs and SRB2.

	Intel
	We understand that the need for mandatory reconfiguration message in option 2 is to authenticate the network as it carries MAC-I.  
We support Option 1 as is the most optimal solution and can reduce the number of messages needed for Resume procedure for the successful scenario.  For the resume failure scenario, msg 4 will be CCCH on SRB0.

	Sharp
	We prefer option 2, as the RRC resume message is similar to RRCConnectionRestablishment which is sent on SRB0 and not intergrity protect, and byRRCConnectionresumecomplete message, the eNB and UE can both verify the secure connection.

	LGE
	We prefer option 1. Though the option 2 is similar with existing connection setup and connection reestablishment message, we don’t see any reason not to apply integrity protection if the security configuration is available.

	Huawei
	This question is relevant to whether delta signaling in RRC Resume message is supported or not, which is not clear according to the current RAN2 agreements (as below):
We assume that we can fully resume by one transmission, also if it requires reconfiguration, by transmitting both an unsecured and a secured message in the same transmission.
If delta signaling in RRC Resume message is supported, then we prefer option1, because it could ensure a secure RRC connection between the UE and the eNB with minimal signalling overhead; otherwise, we prefer option 2, since anyway a RRC Reconfiguration is needed to provide e.g. the dedicated physical layer configurations.

	NTT DOCOMO
	We prefer option 2 as it is similar as existing messages (RRCConnectionRequest).
Furthermore, we agree with the argument from ZTE on SRB1 that the resume message itself should be able to resume the all the context (including DRB), and only when necessary reconfiguration is sent. 

	CATT
	Our preference is for Option 1. Option 1 can be applied. 


Issue 4: Timers for RRC Connection Resume.
Companies are asked to please list:

· the existing LTE timers they consider as also applicable for NB-IoT.
· for the identified timers, what should be the Start and Stop conditions

· whether there a need for differentiating the timer range compared to existing LTE
	COMPANY
	COMMENT

	QC
	Which timers are you referring to?

In general, guard timers are necessary to protect the UE from waiting forever for a response from eNB. The timers need to be extended taking into account potential delay to receive a response from the network. 

	Samsung
	We think T300 could be reused. Timer range of T300 can be discussed in the context of RRC connection setup as a separate issue. 

	ZTE
	Agree with QC’s general understanding.

	NEC
	We have the same view as Samsung.

	Sony
	Agree with Samsung

	Nokia
	The following timers are needed:

· Validity time for the suspend. Timer is started when the connection is suspended. At expiry the stored context is released.

· Quard timer to protect the UE from waiting forever for a response from eNB. Timer is started when RRC Resume Request is transmitted. 

	Ericsson
	We agree that T300 can be reused, and that the range of the timer for NB-IOT can be discussed further as it is likely that larger/longer response times will be needed for NB-IoT.

We also think that timer T302 should be reused for the RRCConnectionResumeReject case. In such case we think the existing value range would be OK also for NB-IoT.

	Intel
	We also think that T300 with start/stop conditions and actions upon expiry similar to legacy can be reutilized. The timer range will need to be extended similar to eMTC, although RAN2 should further discuss the required range taken into consideration the NB-IoT characteristics.

	Sharp
	We also agree with QC that guard timers are always needed. Maybe a new timer is more suitable if we agree to use new RRC message/procedure for resume. The range can be discussed for extension.

	LGE
	We agree with Samsung.

	Huawei
	We think that T300 can be reused. The range is FFS.

	NTT DOCOMO
	We think that T300 can be reused with the same start/stop condition as in legacy.

	CATT
	Similar to other company comments, T300 can be reused as in legacy. No strong view on reuse of T302.


Issue 5: Radio Resource handling at suspension/resumption.
Option 1: The radio resources (e.g. PDCP, RLC) are released when the RRC connection is suspended, and are newly established at RRC Resume.
Option 2: The radio resources (e.g. PDCP, RLC) are suspended/maintained when the RRC connection is suspended, and are resumed at RRC Resume. This is similar to current RRCConnectionReestablishment.
	COMPANY
	COMMENT

	QC
	Option 2. This allows for the network to only send delta configurations.

	Samsung
	No strong opinion. Seems just a modelling issue.

	ZTE
	Prefer option 1. We think the entities of PDCP, RLC and MAC should be released when suspension; only configuration is kept for RRC Resume.

	NEC
	With the assumption that the UE’s state is RRC_Idle at suspend, the Option 1 will be more suitable.

	Sony
	Option 1 looks simpler, so it deals with resetting counters and variables. 

	Nokia
	Option 2. Signaling is optimized with this option i.e. no need to configure PDCP/RLC again at resume

	Ericsson
	Our preference is for Option 2

	Vodafone
	I feel that option 1 might be most clean one.

	Intel
	We agree with Samsung, this is modelling of UE implementation (i.e., this is not about storing the configuration) and so we don’t have a strong opinion.

	Sharp
	No strong opinion

	LGE
	Option 1. When suspended, PDCP/RLC entities are released, but the configurations are kept.

	Huawei
	We prefer option 2.

	NTT DOCOMO
	Our preference is option 1 as it would allow same IDLE state in legacy.
We think that this is not purely modeling issue, since there maybe impact to L2 layer specifications.

	CATT
	Option 1, newly establishing the PDCP and RLC at resumption. This may also simplify the procedure if the UP to CP mode change is supported at the resumption as discussed during SA2-RAN2 join conference call.


Issue 6: The parameters to be cached in the AS context.
Taking a baseline that the UE stores it’s complete context, companies are asked to list the parameters, which they think are not needed to be stored in the AS context at the time of RRC Connection suspension. 
	COMPANY
	COMMENT

	QC
	Can only think of C-RNTI need not be cached to allow reuse by network for other UEs. Some physical layer parameters may also not be cached (e.g. which PRB/carrier was used in connected mode when multi-PRB used in the cell, timing advance, transmit power). Basically any parameter that are likely to be different when connection is resumed or those resources that could be used by the eNB for other UEs.

	Samsung
	We are fine with storing complete context. We better not spend time on discussing which one to exclude, considering there is not enough time.

	ZTE
	We are fine with storing the full context as baseline.

	NEC
	Agree with Samsung.

	Sony
	Agree with Samsung

	Nokia
	We think that the UE shall store it’s complete context.

	Ericsson
	We also consider that he complete UE context should be stored, but perhaps it needs to be clarified what constitutes the UE context. We think that the stored UE context will be a mix of typical RRC configuration parameters but also some state information i.e. the ROHC context.

PDCP, RLC and MAC parameters which need to be reset e,g, PDCP COUNT, at RRC Resume obviously do not need to stored as part of the context when RRC is suspended.

	Vodafone
	I would also propose to store full context

	Intel
	We agree that we need not spend time discussing all specific parameters to be excluded and we should cache all configurations. However, we think that all the dedicated resources are to be released (e.g., PUCCH, C-RNTI) 

	Sharp
	We think parameters that are likely to be different and not useful for reconfiguration after resume are not needed to be stored at UE. However, we agree with Samsung that storing complete context due to limited time.

	LGE
	We also agree that the complete UE context should be stored.

	Huawei
	We think that the UE shall store the complete context, except the dedicated physical layer configurations and resources, e.g. PUCCH configurations. Note that the UE shall store the C-RNTI and PCI in order to generate the short MAC-I to be provided in RRC Resume.

	NTT DOCOMO
	We also foresee storing full context:

-
RadioResourceConfigDedicated

-
Security related information (SecurityAlgorithmConfig, NCC, ShortMAC-I)
-
Resume ID 
We do not see the need to store state information such as ROHC context since L2 protocol can be completely released (entity, parameter and the state info)

	CATT
	We prefer that storing full context. If the stored context is not used, that could be signalled during the subsequent RRC connection reconfiguration upon resumption.


Issue 7: Details of delta signaling at RRC Resume.
Option 1: The dedicated radio configuration in Msg4 is based on the stored configuration in AS context.
Option 2: The dedicated radio configuration in Msg4 is based on the default configuration for L1 and MAC parameters.
	COMPANY
	COMMENT

	QC
	Option 1. 

	Samsung
	Option 1

	ZTE
	Option 1
Moreover, if the eNB successfully retrieves the stored AS context after it receives the resume request, it can send Resume message with an empty radioResourceConfigDedicated IE. In this case the UE should follow the configuration stored in the AS context.
The eNB can also perform delta radio configuration on top of the one stored in the AS context through the Resume message or in the subsequent procedure.

	NEC
	Option 1

	Sony
	Option 1

	Nokia
	Option 1. Defining default L1/MAC configuration which is suitable for all the eNBs would be challenging

	Ericsson
	We think we may not have formulated the Options in a good way as option 2 is not clear about what is assumed for layers above MAC. To clarify, the assumption for option 2 was that for layers above MAC the radio configuration in Msg4 is based on the stored configuration in AS context. 

This is because for PHY and MAC, the default configuration needs to be used for the initial signalling (i.e., Random Access and Resume Request). So it may be relevant to discuss the default configuration for delta configuration for PHY and MAC (Option 2) , but for RLC, PDCP and for RBs other than SRB0 maybe the stored configuration is the most natural basis for delta configuration and should result in smaller reconfiguration messages.

Our preference is Option 1 (for all layers).

	Intel
	We prefer option 1

	Sharp
	Prefer option 1

	LGE
	We prefer option 1

	Huawei 
	We prefer option 1.
Note that: according to the current RAN2 agreements (as below), it is not clear whether delta signaling in RRC Resume message is supported or not.
We assume that we can fully resume by one transmission, also if it requires reconfiguration, by transmitting both an unsecured and a secured message in the same transmission. 

	NTT DOCOMO
	Option 1

	CATT
	We also prefer Option 1


Issue 8: Need for indication in System Information that Suspend/Resume is allowed in cell.
Question: Is there a need for signaling of Indication in System Information that the Suspend/Resume procedure is allowed in current cell.
	COMPANY
	COMMENT

	QC
	This can be useful to avoid the UE from attempting to resume connection but it fails. This only wastes radio resources.

Alternative is to allow the eNB to respond with RRCConnectionSetup instead of RRCResumeReject. In this case no need to have Suspend/Resume indication in system information messages.

Either of these options would work. Alternative option is preferable because it also works for the case where eNB supports suspend/resume but it fails to fetch cached context hence can convert resume into new RRC connection.

	Samsung
	Having the indication in the system information would be simplest/cleanest, and further discussion on possible corner cases can be avoided.

	ZTE
	Our suggestion is to indicate the eNB capability of supporting CP mode and/or UP mode in System Information in order to help idle UEs(not only for suspended UE) to camp on the most suitable eNB which capabilities are matched each other during the beginning cell selection and the following cell reselection. Such indication can also avoid unnecessary resumption/suspension attempts.
For an indication that Suspend/Resume is allowed, its meaning and related process may be not so clear. We have the following questions:

1. Can such indication be understood by a CP only UE? 
2. For the indication that Resume is not allowed, what’s the real meaning? Supporting UP mode but not allowing resumption now, or supporting only CP mode, or supporting neither UP mode nor CP mode?

3. Furthermore, for a suspended UE, when it moves to an eNB which broadcasts the indication that Resume is not allowed, it’s not clear what the UE should do. One way for it is to perform initial RRC connection setup, but the following question is how to deal with the stored context in the UE side and in the network side. The other way is to perform reattach to switch to CP mode or legacy mode. 
So there are some questions should be carefully thought about before introducing such indication.



	NEC
	Yes, the indication is needed to avoid undesirable signalling steps which may cause more power consumption. 

For instance, the eNB may not support to respond with RRCConnectionSetup message in resume failure.
Also, what if the target eNB does not support the UP solution (i.e. not just temporarily unavailable)? To avoid sending the RRC Connection Resume Request to such eNB, the indication must be transmitted in a cell.

	Sony
	Indication is needed, otherwise eNB needs to be able to receive and process resume message even if it’s not fully supported.

	Nokia
	We see a need for this information. The UE is able to select the suitable connection establishment mechanism. 

	Ericsson
	We also think such an indication in System Information would be useful, for UP solution as well as for CP solution, as it can help avoid unnecessary signalling and also avoid impact on UE power consumption.

	Vodafone
	For NB-IOT, I do not see a need for SIB indication. To me the operator would take care that suspend/resume is rollout in a way that it is supported in a particular network location. If part of the NW would not support it, then I think it should be treated as in the case the eNB cannot find the context and if we put  bits into SIB, we should think about in which SIB we do it. One way would be a SIB for Access Barring. Probably companies in favour of SIBs could indicate their opinions.
For WB-E-UTRAN, the situation might be different, but also here the question on which SIB to be used, need to be answered.

	Intel
	We support the indication in SIB as it can be useful in certain scenarios as captured by the above comments.

	Sharp
	This kind of information may be useful if there is case that the UE may select an eNB that not support UP solution.

However, other solutions may also be considered.

	LGE
	We don’t see the clear need for the indication in System Information. We agree with Vodafone that operator can take care of suspend/resume to some extent.

	Huawei
	We think such an indication in System Information would be useful. However, we need to clarify the corresponding UE behaviour if System Information indicates that RRC Resume is no allowed but the UE has previously stored UE context, e.g. whether the UE shall clear the stored UE context.

	NTT DOCOMO
	We think indication in the SIB is necessary to make sure that the UE can fallback to legacy procedure whenever needed. 

	CATT
	Support the indication in system information the support of suspend/resume for NB-IoT. Detail of the information needs further discussion, whether to indicate the support of CP and/or UP solution. At least the indication would allow the UE to decide on RRC_Idle to RRC_Connected procedure. 


4 Outcome Summary

4.1 Open issue 1: Messages for RRC connection resume procedure.

· 10 companies prefer to introduce new RRC messages
· 3 companies prefer to re-use existing RRC messages
· 1 company thinks that message names depends on the agreed way forward for other issues e.g. whether the Resume message from eNB is sent on SRB0 or 1 (Open Issue 3)
Considering that the majority of companies indicated a preference for introduction of new RRC messages, the following proposals are made.

Proposal 1: Introduce new RRC messages for the Resume procedure.

Proposal 2: The new RRC messages for the Resume procedure to be named

RRCConnectionResumeRequest,

RRCConnectionResume,

RRCConnectionResumeReject

RRCConnectionResumeComplete.

4.2 Open Issue 2: Resume Identifier(s)
From a RAN2 perspective, the Open Issues for the Resume Identifier which are marked as FFS in [1] can be considered closed. Regarding the issue of the structure of the Resume ID, RAN#71 decided that this is a RAN3 issue.
4.3 Open Issue 3: Security aspects
· 5 companies indicated preference for Option1, to send the Integrity protected RRC Resume (Msg 4) on SRB1 with optional Reconfiguration message also sent on SRB1 with Integrity Protection (and Ciphering).
· 2 companies indicated preference for Option 2, to send non Integrity protected RRC Resume (Msg 4) on SRB0 and a mandatory Reconfiguration message is sent on SRB1 with Integrity Protection (and Ciphering).
· 4 companies indicated a preference for an Option 3, to send non Integrity protected RRC Resume (Msg4) on SRB0 only.
· 1 company indicated that whether RRC Resume (Msg4) is sent on SRB0 or SRB1 depends on if delta configuration can be included in the Resume message. If so then they indicated preference for SRB1, otherwise SRB0.
· 1 company input related to RRC Connection Resume Request (Msg3) from UE to eNB rather than Msg4.

As can be seen there was no clear majority between Option 1 and the alternative 3rd Option proposed by some companies, so some further discussion is needed on the merits of each. Unless informed otherwise by SA3 we should in RAN2 assume, as for legacy LTE, a requirement that authentication is needed so that UE can verify that it is connected to valid eNB. With this assumption, it is clear that both Option 1 and Option 2 enable this (with Option 1 also providing a gain in signalling overhead), but it is not clear with the 3rd Option how the UE can authenticate the eNB.
Proposal 3: The PRO’s and CON’s of the different options to be discussed further at RAN2#93bis.
As outlined in section 2 for this Open Issue, one of the agreements made at RAN2#93 was that the COUNT is reset by the UE at RRC Resume. To our understanding this implies that the keys are always changed at RRC Resume, and so it is proposed:
Proposal 4: Confirm that keys are always changed at RRC connection resume.

4.4 Open Issue 4: Timers for RRC Connection Resume
· All companies indicated the need for a guard time to protect UE. Of these, 9 companies indicated preference to re-use timer T300 (start/stop conditions and value range to be discussed), while 1 company indicated a preference for new timer if a new RRC  message is agreed for RRC Resume Request (Msg3).
· 1 companies indicated there maybe be a need to also re-use T302 timer
· 1 company indicated a need for a validity timer for the Suspend procedure
Given the majority view of companies, the following is proposed:
Proposal 5: The existing timer T300 is reused for the RRC Resume procedure. The details of value range and Start/Stop conditions to be further discussed.
4.5 Open Issue 5: Radio Resource handling at suspension/resumption
· 7 companies indicated a preference for Option1, to release the resources at Suspend and establish new resources at Resume.
· 4 companies indicated a preference for Option 2, to maintain the resources which are resumed at RRC Resume.
· 3 companies indicated that they had no strong preference
Given the majority view of companies, the following is proposed:
Proposal 6: The radio resources are released when the RRC connection is suspended, and are newly established at RRC Resume.

4.6 Open Issue 6: The parameters to be cached in the AS context
All companies indicated that as a baseline the UE can store it’s full Context at RRC Suspend. Some companies indicated (1) some parameters which they thought did not need to be stored and (2) some parameters which they think do need to be stored. Without spending too much time, it would be good to discuss further and agree on which parameters can be included/excluded from the AS context.
Given the majority view of companies, the following is proposed:
Proposal 7: As a baseline, the UE will store it’s full Context at RRC Suspend.
One aspect which needs to be further discussed is whether there is a conflict between Proposal 6 and Proposal 7. For example, it was indicated for this Open Issue that one parameter that needs to be stored in the AS context is the ROHC context (the need for which is already explicitly captured in [4] ). Does Proposal 6 imply that if PDCP resources are released then the ROHC context cannot be stored? Or does Proposal 7 to store the full UE context imply that, independent of Proposal 6, this includes the ROHC context.
4.7 Open Issue 7: Details of delta signaling at RRC Resume
All 13 companies indicated a preference that the dedicated radio configuration in Msg4 is based on the stored configuration in AS context. Therefore the following is proposed:
Proposal 8: The dedicated radio configuration in Msg4 is a delta for the configuration in AS context.
In addition, in [1], it is already captured that default configuration for L1 and MAC parameters are used for Msg3 and Msg4 before dedicated configuration can be used.
4.8 Open Issue 8: Need for indication in System Information that Suspend/Resume is allowed in cell
· 11 companies indicated that such an indication in System Information would be useful. Two of these companies that other solutions could also be considered.
· 2 companies indicated that they did not see a need for such an indication in System Information.
· 1 company indicated that an indication would be useful, but that any indication should also cover whether Control Plane solution is possible in cell.
Given the majority view of companies, the following is proposed:
Proposal 9: Introduce an Indication in System Information [FFS which SIB] that Suspend/Resume is allowed in cell.

5 Proposals Summary
Proposal 1: Introduce new RRC messages for the Resume procedure.

Proposal 2: The new RRC messages for the Resume procedure to be named

RRCConnectionResumeRequest,

RRCConnectionResume,

RRCConnectionResumeReject

RRCConnectionResumeComplete.

Proposal 3: The PRO’s and CON’s of the different options to be discussed further at RAN2#93bis.
Proposal 4: Confirm that keys are always changed at RRC connection resume.

Proposal 5: The existing timer T300 is reused for the RRC Resume procedure. The details of value range and Start/Stop conditions to be further discussed.
Proposal 6: The radio resources (e.g. PDCP, RLC) are released when the RRC connection is suspended, and are newly established at RRC Resume.

Proposal 7: As a baseline, the UE will store it’s full Context at RRC Suspend.
Proposal 8: The dedicated radio configuration in Msg4 is a delta for the configuration in AS context.
Proposal 9: Introduce an Indication in System Information [FFS which SIB] that Suspend/Resume is allowed in cell.
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