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Discussion and Decision
1      Introduction
In RAN#71, a new Rel14 work item eLWA[1] was approved. One of the objectives is “Potential enhancements to support 60 GHz new band and channels (e.g. in measurements) and increased data rates for 802.11ax, 802.11ad, and 802.11ay (e.g. by PDCP optimizations) (RAN2, RAN3)”.
In this contribution we look into potential enhancements for LWA user plane, needed to support very high data rates of 802.11ax, 802.11ad and 802.11ay technologies. Even though Rel-13 LWA is largely agnostic to different 802.11 technologies, high WLAN data rates which have not been considered before may warrant some additional optimizations, especially in the user plane.
2      Discussion
2.1     Background

IEEE 802.11 [3] specifications continue to evolve. IEEE 802.11 are working on 802.11ax which aims at increasing spectral efficiency in 2.4 and 5 GHz bands, in particular in dense deployments with a theoretical peak throughput up to 9.6Gbps and 1.6Gbps under more realistic conditions. In the millimeter wave band of 60 GHz, 802.11ad [2] is a ratified amendment to 802.11 that defines a new physical layer for 802.11 networks and can offer up to 7Gbps throughputs. 802.11ay is in the process of enhancing 802.11ad and aims at improving mobility, range and target data rates of at least 20Gbps. Even though LWA framework has been designed largely agnostic to 802.11 technologies, such increased data rates may require additional optimizations.

Release-13 LWA framework is transparent to 802.11 technologies (with the exception of new bands and channels, which are outside of scope of the present contribution, which focuses on user plane aspects – see [4] for more details). However, extremely high (e.g. 802.11ay 20Gbps) data rates supported by new 802.11 technologies may require prohibitively high UE processing power. 
Observation 1: extremely high (e.g. 20 Gbps with 802.11ay) data rates supported by new 802.11 technologies may require prohibitively high UE processing power.
Compared to plain LTE or 802.11, we acknowledge that LWA operation has additional processing cost. This is mainly due to two factors: traffic sent on WLAN is encrypted twice (by PDCP and 802.11) and baseband has to process two sets of headers (PDCP and 802.11). Both issues are discussed in more detail below.
2.2     Encryption 

With regards to security, we would like to point out that the second layer of 802.11 encryption, in addition to PDCP encryption,  adds UE processing, which is not negligible. The second layer require additional CPU processing, potentially resulting in increased processing time and increase power consumption. With the introduction of extremely high 802.11 data rates, potentially going as high as 20Gbps, the cost of double encryption may become even more significant in terms of increased UE cost and power consumption
Also note that while the second layer of ciphering addsto UE cost, complexity and power consumption, it is actually not needed. This is because WLAN air interface is always encrypted in LWA (either using the keys defined in the new procedure defined by SA3 in Rel-13 or the legacy EAP/AKA) and the Xw network interface is assumed to be protected and secure (it is common to use IPsec on all network interfaces, including X2 and Xw). Moreover, since security keys are sent via Xw in the clear, it must be protected regardless of this proposal, i.e. even in Rel-13. Additionally, the WiFi air interface encryption is considered sufficiently secure by 3GPP, e.g. for S2a in which 3GPP traffic going to/from the CN is encrypted using WiFi methods only. Therefore, the link between the eNB and the UE which goes via WLAN (which is a concatenation of Xw link and 802.11 interface link) is always encrypted end-to-end, with or without PDCP ciphering.

Observation 2: the link between the eNB and the UE which goes via WLAN, is a concatenation of Xw link and 802.11 interface link,) and is always encrypted end-to-end, with or without PDCP ciphering.
Therefore, it may be beneficial for RAN2 to discuss whether PDCP encryption is indeed needed for LWA traffic sent on WLAN and whether it can be disabled to reduce UE processing power.
Proposal 1: to discuss whether PDCP ciphering is indeed needed for LWA traffic sent on WLAN and whether it can be disabled to reduce UE cost, complexity and power consumption.

We believe that disabling PDCP ciphering (for traffic sent on WLAN only) is a minor modification that can substantially reduce UE cost, complexity and power consumption. Additionally, the disabling of PDCP encryption can easily be indicated to the Receiver in multiple possible ways, all of which have very limited specification impact.

Observation 3: disabling PDCP ciphering for LWA traffic sent on WLAN is a minor modification with substantial benefits.
The following options may be considered to indicate that PDCP ciphering has been disabled
1. Permanently disable PDCP ciphering for WLAN link 

2. Use in-band PDCP signaling by defining a new PDCP PDU type with a bit indicating whether it is encrypted or not
3. Usie in-band LWAAP signaling (in a similar way to option 2 above)

4. Useout-of-band RRC signaling, by introducing changes into RRC PDCP configuration
If proposal 1 above is agreed, we further propose to discuss the preferable option to indicate that PDCP ciphering has been disabled..

Proposal 2: to discuss options to indicate the disabling of PDCP ciphering.
Without expressing a strong preference between either of the options above, we provide an illustration of how option 3 can be implemented in Appendix A. We do note, however, that option 3 seems to be preferable compared to option 2 in that it supports all PDCP PDU types and has no impact on PDCP specification. 
2.3     Bearer type

Another aspect to consider in this context is the issue of LWA split and switched bearers. In Rel-13 RAN2 have agreed to limit switched bearer support to stage-2 and UE capabilities only. We believe that with the introduction of new high data rate 802.11 technologies support in LWA, it may be beneficial to revisit the above conclusions.

Even though LTE can, in theory, provide comparably high data rates (with 32 CAs), such configuration may not be common in practice, many operators may not have sufficient licensed spectrum. Therefore, it is reasonable to assume that in many practical scenarios LWA deployment with 802.11ax, 802.11ad and in the future 802.11ay the data rate ratio between WLAN and LTE will quite high. 

Observation 4: in many practical scenarios LWA deployment with 802.11ax, 802.11ad and in the future 802.11ay, the data rate ratio between WLAN and LTE will be quite high.
In these cases of high WLAN/LTE data rate ratio it may actually be more beneficial to use switched bearers. This is because that while the split bearer performance gains may be little, the  UE processing power required for switched bearers should be lower compared to split bearers.
Observation 5: in cases of high WLAN/LTE data rate ratio it may actually be more beneficial to use switched bearers.

On the other hand, when LTE and WLAN data rates are comparable, split bearers are of course more beneficial, as these provide substantial performance gains. Given that this situations may occur dynamically (e.g. when UE goes in 802.11ad coverage from 802.11acand vice versa, or the WLAN signal quality and congestion levels lead to lower WLAN data rates), it may be beneficial to add functionality to configure LWA switched bearers dynamically.

Based on the considerations above, we suggest to discuss whether it is beneficial to support LWA switched bearer type in Rel-14.

Proposal 3: to discuss whether it is beneficial to support LWA switched bearer type in Rel-14.
If the proposal to o configure switched bearers is agreeable, we further propose to discuss various ways to define such functionality and add the needed stage 3 signaling (described in the Appendix). Multiple options can be considered as follows:

a) to introduce a new DRB type drb-TypeSwitchLWA-r14 as BOOLEAN

b) to introduce a new DRB type drb-TypeSwitchLWA-r14 as ENUMERATED type, having split and switched values

c) to keep the Rel-13 DRB types, but to introduce split or switched as a “secondary configuration” 

Proposal 4: to discuss which option for specifying switched bearer type is preferable.
3      Conclusion
Observation 1: extremely high (e.g. 802.11ay 20Gbps) data rates supported by new 802.11 technologies may require prohibitively high UE processing power.
Observation 2: the link between the eNB and the UE which goes via WLAN (which is a concatenation of Xw link and 802.11 interface link) is always end-to-end encrypted.
Observation 3: disabling PDCP ciphering for LWA traffic sent on WLAN is a minor modification with substantial benefits.
Observation 4: in many practical scenarios LWA deployment with 802.11ax, 802.11ad and in the future 802.11ay the data rate ratio between WLAN and LTE will quite high.
Observation 5: in cases of high WLAN/LTE data rate ratio it may actually be more beneficial to use switched bearers.
Proposal 1: to discuss whether PDCP encryption is indeed needed for LWA traffic sent on WLAN and whether it can be disabled to reduce UE processing power.
Proposal 2: to discuss options to indicate the disabling of PDCP ciphering.
Proposal 3: to discuss whether it is beneficial to support LWA switched bearer type in Rel-14.
Proposal 4: to discuss which option for specifying switched bearer type is preferable.
Once RAN2 agree on security methods, it may need to be validated by SA3 and therefore an LS to SA3 might be needed.
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Appendix A

1.1.1    6.1.2
LWAAP data PDU

An LWAAP PDU consists of an LWAAP header and a Data field, as described in Figure 6.1.2-1.

An LWAAP header is one byte, and consists of the four header fields R/R/R/DRBID. 
A Data field is of variable size, and consists of an LWAAP SDU.
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Figure 6.1.2-1: LWAAP data PDU
3.1     6.2
Formats and parameters

1.1.2    6.2.1
LWAAP header
The LWAAP header consists of the following fields:

-
R: Reserved bit, set to "0". The R field size is 1 bit;
-
DRBID: The Data Radio Bearer ID field indicates the RRC configured DRB identity to which the corresponding LWAAP SDU belongs. The DRBID field size is 5 bits. 

E: Encrypted bit, set to “1” when the payload is PDCP ciphered.
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