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	FIRST CHANGE


5.3.1.1
RRC connection control

RRC connection establishment involves the establishment of SRB1. E-UTRAN completes RRC connection establishment prior to completing the establishment of the S1 connection, i.e. prior to receiving the UE context information from the EPC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the E-UTRAN may configure the UE to perform measurement reporting, but the UE only sends the corresponding measurement reports after successful security activation. However, the UE only accepts a handover message when security has been activated.

NOTE:
In case the serving frequency broadcasts multiple overlapping bands, E-UTRAN can only configure measurements after having obtained the UE capabilities, as the measurement configuration needs to be set according to the band selected by the UE.
Upon receiving the UE context from the EPC, E-UTRAN activates security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and successful response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish SRB2 and DRBs) are both integrity protected and ciphered.

After having initiated the initial security activation procedure, E-UTRAN initiates the establishment of SRB2 and DRBs, i.e. E-UTRAN may do this prior to receiving the confirmation of the initial security activation from the UE. In any case, E-UTRAN will apply both ciphering and integrity protection for the RRC connection reconfiguration messages used to establish SRB2 and DRBs. E-UTRAN should release the RRC connection if the initial security activation and/ or the radio bearer establishment fails (i.e. security activation and DRB establishment are triggered by a joint S1-procedure, which does not support partial success).

For SRB2 and DRBs, security is always activated from the start, i.e. the E-UTRAN does not establish these bearers prior to activating security.
For some radio configuration fields, a critical extension has been defined. A switch from the original version of the field to the critically extended version is allowed using any connection reconfiguration. The UE reverts to the original version of some critically extended fields upon handover and re-establishment as specified elsewhere in this specification. Otherwise, switching a field from the critically extended version to the original version is only possible using the handover or re-establishment procedure with the full configuration option. This also applies for fields that are critically extended within a release (i.e. original and extended version defined in same release).
After having initiated the initial security activation procedure, E-UTRAN may configure a UE that supports CA, with one or more SCells in addition to the PCell that was initially configured during connection establishment. The PCell is used to provide the security inputs and upper layer system information (i.e. the NAS mobility information e.g. TAI). SCells are used to provide additional downlink and optionally uplink radio resources. When not configured with DC all SCells the UE is configured with, if any, are part of the MCG. When configured with DC however, some of the SCells are part of a SCG. In this case, user data carried by a DRB may either be transferred via MCG (i.e. MCG-DRB), via SCG (SCG-DRB) or via both MCG and SCG in DL while E-UTRAN configures the CG used in UL (split DRB). An RRC connection reconfiguration message may be used to change the DRB type from MCG-DRB to SCG-DRB or to split DRB, as well as from SCG-DRB or split DRB to MCG-DRB.
SCG change is a synchronous SCG reconfiguration procedure (i.e. involving RA to the PSCell) including reset/ re-establishment of layer 2 and, if SCG DRBs are configured, refresh of security. The procedure is used in a number of different scenarios e.g. SCG establishment, PSCell change, Key refresh, change of DRB type. The UE performs the SCG change related actions upon receiving an RRCConnectionReconfiguration message including mobilityControlInfoSCG, see 5.3.10.10.
The release of the RRC connection normally is initiated by E-UTRAN. The procedure may be used to re-direct the UE to an E-UTRA frequency or an inter-RAT carrier frequency. Only in exceptional cases, as specified within this specification, TS 36.300 [9], TS 36.304 [4] or TS 24.301 [35], may the UE abort the RRC connection, i.e. move to RRC_IDLE without notifying E-UTRAN.

The suspension of the RRC connection is initiated by E-UTRAN. When the RRC connection is suspended, the UE stores the UE context and resume ID assigned by E-UTRAN, and transitions to RRC_IDLE state. The RRC message to suspend the RRC connection is integrity protected and ciphered and includes information to be used for context identification and for key change at a subsequent RRC connection resume
The resumption of a suspended RRC connection is initiated when the UE has a stored context, RRC connection resume is permitted by E-UTRAN and the UE needs to transit from RRC_IDLE state to RRC_CONNECTED state. When the RRC connection is resumed, RRC configures the UE according to the RRC connection resume procedure based on the stored UE context and the RRC connection resume message received from E-UTRAN. The RRC connection resume procedure re-activates security and re-establishes SRB(s) and DRB(s). The request to resume the RRC connection includes a resume ID [FFS]. It is not ciphered, but protected with a message authentication code [FFS].

In response to a request to resume the RRC connection, E-UTRAN may reject the request to resume the RRC connection, release the RRC connection or setup a new RRC connection. 

	NEXT CHANGE


5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling (SRBs) as well as the ciphering of RRC signalling (SRBs) and user data (DRBs).

RRC handles the configuration of the security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm and two parameters, namely the keyChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon handover, connection re-establishment and/or connection resume.

The integrity protection algorithm is common for signalling radio bearers SRB1 and SRB2. The ciphering algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs). Neither integrity protection nor ciphering applies for SRB0.

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a 'NULL' ciphering algorithm (eea0).

The 'NULL' integrity protection algorithm (eia0) is used only for the UE in limited service mode [32, TS33.401]. In case the 'NULL' integrity protection algorithm is used, 'NULL' ciphering algorithm is also used.

NOTE 1:
Lower layers discard RRC messages for which the integrity check has failed and indicate the integrity verification check failure to RRC.

The AS applies three different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the ciphering of RRC signalling (KRRCenc) and one for the ciphering of user data (KUPenc). All three AS keys are derived from the KeNB key. The KeNB is based on the KASME key, which is handled by upper layers.
Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys at connection establishment.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The four AS keys (KeNB, KRRCint, KRRCenc and KUPenc) change upon every handover, connection re-establishment and connection resume. The keyChangeIndicator is used upon handover and at connection resume [FFS] and indicates whether the UE should use the keys associated with the KASME key taken into use with the latest successful NAS SMC procedure. The nextHopChainingCount parameter is used upon handover, connection re-establishment and at connection resume by the UE when deriving the new KeNB that is used to generate KRRCint, KRRCenc and KUPenc (see TS 33.401 [32]). For use at connection resume, keyChangeIndicator [FFS] and nextHopChainingCount  are provided at connection suspend. An intra cell handover procedure may be used to change the keys in RRC_CONNECTED.

For each radio bearer an independent counter (COUNT, as specified in TS 36.323 [8]) is maintained for each direction. For each DRB, the COUNT is used as input for ciphering. For each SRB, the COUNT is used as input for both ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 36.323 [8]). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 36.323 [8]). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same KeNB, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.

For each SRB, the value provided by RRC to lower layers to derive the 5-bit BEARER parameter used as input for ciphering and for integrity protection is the value of the corresponding srb-Identity with the MSBs padded with zeroes.

In case of DC, a separate KeNB is used for SCG-DRBs (S-KeNB). This key is derived from the key used for the MCG (KeNB) and an SCG counter that is used to ensure freshness. To refresh the S-KeNB e.g. when the COUNT will wrap around, E-UTRAN employs an SCG change, i.e. an RRCConnectionReconfiguration message including mobilityControlInfoSCG. When performing handover, while at least one SCG-DRB remains configured, both KeNB and S-KeNB are refreshed. In such case E-UTRAN performs handover with SCG change i.e. an RRCConnectionReconfiguration message including both mobilityControlInfo and mobilityControlInfoSCG. The ciphering algorithm is common for all radio bearers within a CG but may be different between MCG and SCG. The ciphering algorithm for SCG DRBs can only be changed upon SCG change.
	NEXT CHANGE


5.3.3
RRC connection establishment

5.3.3.1
General
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Figure 5.3.3.1-1: RRC connection establishment, successful
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Figure 5.3.3.1-2: RRC connection establishment, network reject
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Figure 5.3.3.1-3: RRC connection resume, successful
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Figure 5.3.3.1-4: RRC connection resume, failure
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Figure 5.3.3.1-5: RRC connection resume, network reject
The purpose of this procedure is to establish or resume an RRC connection. RRC connection establishment involves SRB1 establishment. The procedure is also used to transfer the initial NAS dedicated information/ message from the UE to E-UTRAN.

E-UTRAN applies the procedure as follows:

When establishing an RRC connection:

-
to establish SRB1 only.
When resuming an RRC connection:

-
to restore the AS configuration from a stored context including resuming SRB(s) and DRBs

	NEXT CHANGE


5.3.3.2
Initiation

The UE initiates the procedure when upper layers request establishment or resumption of an RRC connection while the UE is in RRC_IDLE.

Upon initiation of the procedure, the UE shall:

1> if the UE is resuming the RRC connection and SystemInformationBlockType2 does not include resumeAllowed:
2> indicate to higher layers that the RRC connection resume has failed;
2> release the stored UE context;

2> the procedure ends.

1>
if SystemInformationBlockType2 includes ac-BarringPerPLMN-List and the ac-BarringPerPLMN-List contains an AC-BarringPerPLMN entry with the plmn-IdentityIndex corresponding to the PLMN selected by upper layers (see TS 23.122 [11], TS 24.301 [35]):
2>
select the AC-BarringPerPLMN entry with the plmn-IdentityIndex corresponding to the PLMN selected by upper layers;
2>
in the remainder of this procedure, use the selected AC-BarringPerPLMN entry (i.e. presence or absence of access barring parameters in this entry) irrespective of the common access barring parameters included in SystemInformationBlockType2;

1>
else

2>
in the remainder of this procedure use the common access barring parameters (i.e. presence or absence of these parameters) included in SystemInformationBlockType2;
1>
if SystemInformationBlockType2 contains ACDC-BarringPerPLMN-List and the ACDC-BarringPerPLMN-List contains an ACDC-BarringPerPLMN entry with the plmn-IdentityIndex corresponding to the PLMN selected by upper layers (see TS 23.122 [11], TS 24.301 [35]):
2>
select the ACDC-BarringPerPLMN entry with the plmn-IdentityIndex corresponding to the PLMN selected by upper layers;

2>
in the remainder of this procedure, use the selected ACDC-BarringPerPLMN entry for ACDC barring check (i.e. presence or absence of access barring parameters in this entry) irrespective of the common access barring parameters included in SystemInformationBlockType2;
1>
else:

2>
in the remainder of this procedure use the ACDC-BarringForCommon (i.e. presence or absence of these parameters) included in SystemInformationBlockType2 for ACDC barring check;

1>
if upper layers indicate that the RRC connection is subject to EAB (see TS 24.301 [35]):

2>
if the result of the EAB check, as specified in 5.3.3.12, is that access to the cell is barred:

3>
inform upper layers about the failure to establish the RRC connection and that EAB is applicable, upon which the procedure ends;
1>
if upper layers indicate that the RRC connection is subject to ACDC (see TS 24.301 [35]), SystemInformationBlockType2 contains ac-BarringForACDC, and acdc-HPLMNonly indicates that ACDC is applicable for the UE:

2>
if the ac-BarringForACDC contains a BarringPerACDC-Category entry corresponding to the ACDC category selected by upper layers:
3>
select the BarringPerACDC-Category entry corresponding to the ACDC category selected by upper layers;
2>
else:

3>
select the last BarringPerACDC-Category entry in the BarringPerACDC-CategoryList;
2>
stop timer T308, if running;

2>
perform access barring check as specified in 5.3.3.13, using T308 as "Tbarring" and acdc-BarringConfig in the BarringPerACDC-Category as "ACDC barring parameter";
2>
if access to the cell is barred:

3>
inform upper layers about the failure to establish the RRC connection and that access barring is applicable due to ACDC, upon which the procedure ends;
1>
else if the UE is establishing or resuming the RRC connection for mobile terminating calls:

2>
if timer T302 is running:

3>
inform upper layers about the failure to establish the RRC connection and that access barring for mobile terminating calls is applicable, upon which the procedure ends;

1>
else if the UE is establishing or resuming the RRC connection for emergency calls:

2>
if SystemInformationBlockType2 includes the ac-BarringInfo:
3>
if the ac-BarringForEmergency is set to TRUE:

4>
if the UE has one or more Access Classes, as stored on the USIM, with a value in the range 11..15, which is valid for the UE to use according to TS 22.011 [10] and TS 23.122 [11]:

NOTE 1:
ACs 12, 13, 14 are only valid for use in the home country and ACs 11, 15 are only valid for use in the HPLMN/ EHPLMN.

5>
if the ac-BarringInfo includes ac-BarringForMO-Data, and for all of these valid Access Classes for the UE, the corresponding bit in the ac-BarringForSpecialAC contained in ac-BarringForMO-Data is set to one:

6>
consider access to the cell as barred;

4>
else:

5>
consider access to the cell as barred;

2>
if access to the cell is barred:

3>
inform upper layers about the failure to establish the RRC connection, upon which the procedure ends;

1>
else if the UE is establishing or resuming the RRC connection for mobile originating calls:

2>
perform access barring check as specified in 5.3.3.11, using T303 as "Tbarring" and ac-BarringForMO-Data as "AC barring parameter";

2>
if access to the cell is barred:

3>
if SystemInformationBlockType2 includes ac-BarringForCSFB or the UE does not support CS fallback:

4>
inform upper layers about the failure to establish the RRC connection and that access barring for mobile originating calls is applicable, upon which the procedure ends;

3>
else (SystemInformationBlockType2 does not include ac-BarringForCSFB and the UE supports CS fallback):

4>
if timer T306 is not running, start T306 with the timer value of T303;

4>
inform upper layers about the failure to establish the RRC connection and that access barring for mobile originating calls and mobile originating CS fallback is applicable, upon which the procedure ends;

1>
else if the UE is establishing or resuming the RRC connection for mobile originating signalling:

2>
perform access barring check as specified in 5.3.3.11, using T305 as "Tbarring" and ac-BarringForMO-Signalling as "AC barring parameter";

2>
if access to the cell is barred:

3>
inform upper layers about the failure to establish the RRC connection and that access barring for mobile originating signalling is applicable, upon which the procedure ends;

1>
else if the UE is establishing or resuming the RRC connection for mobile originating CS fallback:

2>
if SystemInformationBlockType2 includes ac-BarringForCSFB:

3>
perform access barring check as specified in 5.3.3.11, using T306 as "Tbarring" and ac-BarringForCSFB as "AC barring parameter";

3>
if access to the cell is barred:

4>
inform upper layers about the failure to establish the RRC connection and that access barring for mobile originating CS fallback is applicable, due to ac-BarringForCSFB, upon which the procedure ends;
2>
else:

3>
perform access barring check as specified in 5.3.3.11, using T306 as "Tbarring" and ac-BarringForMO-Data as "AC barring parameter";

3>
if access to the cell is barred:

4>
if timer T303 is not running, start T303 with the timer value of T306;

4>
inform upper layers about the failure to establish the RRC connection and that access barring for mobile originating CS fallback and mobile originating calls is applicable, due to ac-BarringForMO-Data, upon which the procedure ends;
1>
else if the UE is establishing or resuming the RRC connection for mobile originating MMTEL voice, mobile originating MMTEL video, mobile originating SMSoIP or mobile originating SMS:

2>
if the UE is establishing or resuming the RRC connection for mobile originating MMTEL voice and SystemInformationBlockType2 includes ac-BarringSkipForMMTELVoice; or

2>
if the UE is establishing or resuming the RRC connection for mobile originating MMTEL video and SystemInformationBlockType2 includes ac-BarringSkipForMMTELVideo; or

2>
if the UE is establishing or resuming the RRC connection for mobile originating SMSoIP or SMS and SystemInformationBlockType2 includes ac-BarringSkipForSMS:
3> consider access to the cell as not barred;

2>
else:

3>
if establishmentCause received from higher layers is set to mo-Signalling (including the case that mo-Signalling is replaced by highPriorityAccess according to 3GPP TS 24.301 [35] or by mo-VoiceCall according to the subclause 5.3.3.3):

4>
perform access barring check as specified in 5.3.3.11, using T305 as "Tbarring" and ac-BarringForMO-Signalling as "AC barring parameter";

4>
if access to the cell is barred:

5>
inform upper layers about the failure to establish the RRC connection and that access barring for mobile originating signalling is applicable, upon which the procedure ends;

3>
if establishmentCause received from higher layers is set to mo-Data (including the case that mo-Data is replaced by highPriorityAccess according to 3GPP TS 24.301 [35] or by mo-VoiceCall according to the subclause 5.3.3.3):
4>
perform access barring check as specified in 5.3.3.11, using T303 as "Tbarring" and ac-BarringForMO-Data as "AC barring parameter";

4>
if access to the cell is barred:

5>
if SystemInformationBlockType2 includes ac-BarringForCSFB or the UE does not support CS fallback:

6>
inform upper layers about the failure to establish the RRC connection and that access barring for mobile originating calls is applicable, upon which the procedure ends;
5>
else (SystemInformationBlockType2 does not include ac-BarringForCSFB and the UE supports CS fallback):

6>
if timer T306 is not running, start T306 with the timer value of T303;

6>
inform upper layers about the failure to establish the RRC connection and that access barring for mobile originating calls and mobile originating CS fallback is applicable, upon which the procedure ends;
1>
apply the default physical channel configuration as specified in 9.2.4;

1>
apply the default semi-persistent scheduling configuration as specified in 9.2.3;

1>
apply the default MAC main configuration as specified in 9.2.2;

1>
apply the CCCH configuration as specified in 9.1.1.2;

1>
apply the timeAlignmentTimerCommon included in SystemInformationBlockType2;

1>
start timer T300;

1> 
if the UE is establishing an RRC connection:
2>
initiate transmission of the RRCConnectionRequest message in accordance with 5.3.3.3;

1> else if the UE is resuming the RRC connection:

2> initiate transmission of the RRCConnectionResumeRequest message in accordance with 5.3.3.3a;
NOTE 2:
Upon initiating the connection establishment procedure, the UE is not required to ensure it maintains up to date system information applicable only for UEs in RRC_IDLE state. However, the UE needs to perform system information acquisition upon cell re-selection.

5.3.3.3
Actions related to transmission of RRCConnectionRequest message

The UE shall set the contents of RRCConnectionRequest message as follows:

1>
set the ue-Identity as follows:

2>
if upper layers provide an S-TMSI:

3>
set the ue-Identity to the value received from upper layers;

2>
else:

3>
draw a random value in the range 0 .. 240-1 and set the ue-Identity to this value;

NOTE 1:
Upper layers provide the S-TMSI if the UE is registered in the TA of the current cell.

1>
if the UE supports mo-VoiceCall establishment cause and UE is establishing the RRC connection for mobile originating MMTEL voice and SystemInformationBlockType2 includes voiceServiceCauseIndication: 
2> set the establishmentCause to mo-VoiceCall;
1>
else:

2>
set the establishmentCause in accordance with the information received from upper layers;

The UE shall submit the RRCConnectionRequest message to lower layers for transmission.

The UE shall continue cell re-selection related measurements as well as cell re-selection evaluation. If the conditions for cell re-selection are fulfilled, the UE shall perform cell re-selection as specified in 5.3.3.5.

5.3.3.3a
Actions related to transmission of RRCConnectionResumeRequest message
The UE shall set the contents of RRCConnectionResumeRequest message as follows:

1>
set the resume-Identity to the value received in the RRCConnectionSuspend:

1> set the establishmentCause to [FFS];
1>
set the resumeMAC-I to the 16 least significant bits of the MAC-I calculated:

2>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarResumeMAC-Input;

2>
with the KRRCint key and the previously configured integrity protection algorithm; and

2>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;

1> re-establish PDCP for SRB(s) except SRB0 and for all DRBs that are established, if any.

1> re-establish RLC for SRB(s) except SRB0and for all DRBs that are established, if any. 
Editor’s note: PDCP should to reset SN and HFN during this step  

1> resume SRBs except SRB0 and all DRBs that are suspended, if any;

1> if the keyChangeIndicator received in the RRCConnectionSuspend is set to TRUE:

2>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionSuspend message, as specified in TS 33.401 [32];

Editor’s note: It is FFS whether re-keying at resume is supported.

1>
else:

2>
update the KeNB key based on the current KeNB or the NH, using the nextHopChainingCount value indicated in the RRCConnectionSuspend, as specified in TS 33.401 [32];

1>
store the nextHopChainingCount value;

1>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

1>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];
1> configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;
1>
configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;

Submit the RRCConnectionResumeRequest message to lower layers for transmission.

The UE shall continue cell re-selection related measurements as well as cell re-selection evaluation. If the conditions for cell re-selection are fulfilled, the UE shall perform cell re-selection as specified in 5.3.3.5.
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5.3.3.4
Reception of the RRCConnectionSetup by the UE

NOTE:
Prior to this, lower layer signalling is used to allocate a C-RNTI. For further details see TS 36.321 [6];

The UE shall:

1> if the RRCConnectionSetup  is received in response to an RRCConnectionResumeRequest:
2>
release the stored UE context;

2> release the PDCP entities, associated RLC entities and DTCH logical channels for all established RBs except SRB0;
2> release the AS security;
1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;

1>
if stored, discard the cell reselection priority information provided by the idleModeMobilityControlInfo or inherited from another RAT;

1>
stop timer T300;

1>
stop timer T302, if running;

1>
stop timer T303, if running;

1>
stop timer T305, if running;

1>
stop timer T306, if running;
1>
stop timer T308, if running;
1>
perform the actions as specified in 5.3.3.7;

1>
stop timer T320, if running;
1>
stop timer T350, if running;
1>
perform the actions as specified in 5.6.12.4;
1>
stop timer T360, if running;
1>
enter RRC_CONNECTED;

1>
stop the cell re-selection procedure;

1>
consider the current cell to be the PCell;

1>
set the content of RRCConnectionSetupComplete message as follows:

2> if the RRCConnectionSetup  is received in response to an RRCConnectionResumeRequest:

3> if upper layers provide an S-TMSI:

4>
set the s-TMSI to the value received from upper layers;

2>
set the selectedPLMN-Identity to the PLMN selected by upper layers (see TS 23.122 [11], TS 24.301 [35]) from the PLMN(s) included in the plmn-IdentityList in SystemInformationBlockType1;

2>
if upper layers provide the 'Registered MME', include and set the registeredMME as follows:

3>
if the PLMN identity of the 'Registered MME' is different from the PLMN selected by the upper layers:

4>
include the plmnIdentity in the registeredMME and set it to the value of the PLMN identity in the 'Registered MME' received from upper layers;

3> set the mmegi and the mmec to the value received from upper layers;

2>
if upper layers provided the 'Registered MME': 

3>
include and set the gummei-Type to the value provided by the upper layers;

2>
if connecting as an RN:

3>
include the rn-SubframeConfigReq;

2>
set the dedicatedInfoNAS to include the information received from upper layers;

2>
if the UE has radio link failure or handover failure information available in VarRLF-Report and if the RPLMN is included in plmn-IdentityList stored in VarRLF-Report:

3>
include rlf-InfoAvailable;

2>
if the UE has MBSFN logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

3>
include logMeasAvailableMBSFN;

2>
else if the UE has logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

3>
include logMeasAvailable;

2>
if the UE has connection establishment failure information available in VarConnEstFailReport and if the RPLMN is equal to plmn-Identity stored in VarConnEstFailReport:

3>
include connEstFailInfoAvailable;
2>
include the mobilityState and set it to the mobility state (as specified in TS 36.304 [4]) of the UE just prior to entering RRC_CONNECTED state;

2>
if the UE supports storage of mobility history information and the UE has mobility history information available in VarMobilityHistoryReport:

3>
include the mobilityHistoryAvail;
2>
submit the RRCConnectionSetupComplete message to lower layers for transmission, upon which the procedure ends;

5.3.3.4a
Reception of the RRCConnectionResume by the UE

The UE shall:
1> restore the MAC main configuration from the stored UE context:

1>
release the stored UE context
1> perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;

1>
if stored, discard the cell reselection priority information provided by the idleModeMobilityControlInfo or inherited from another RAT;

1>
stop timer T300;
1>
stop timer T303, if running;

1>
stop timer T305, if running;

1>
stop timer T306, if running;
Editors’ note:  FFS other timers 
1>
enter RRC_CONNECTED;

1>
stop the cell re-selection procedure;
1>  consider the current cell to be the PCell;
1> the procedure ends.

	NEXT CHANGE


5.3.3.8
Reception of the RRCConnectionReject by the UE

The UE shall:

1>
stop timer T300;

1>
reset MAC and release the MAC configuration;

1> if the RRCConnectionReject  is received in response to an RRCConnectionResumeRequest:
2>
release the stored UE context;

2> release all radio resources, including release of the PDCP entities, associated RLC entities and DTCH logical channels for all established RBs except SRB0;

2> release the AS security;

1>
start timer T302, with the timer value set to the waitTime;

1>
if the extendedWaitTime is present and the UE supports delay tolerant access:
2>
forward the extendedWaitTime to upper layers;

1>
if deprioritisationReq is included and the UE supports RRC Connection Reject with deprioritisation:

2>
start or restart timer T325 with the timer value set to the deprioritisationTimer signalled;

2>
store the deprioritisationReq until T325 expiry;

NOTE:
The UE stores the deprioritisation request irrespective of any cell reselection absolute priority assignments (by dedicated or common signalling) and regardless of RRC connections in E-UTRAN or other RATs unless specified otherwise.

1>
inform upper layers about the failure to establish or resume the RRC connection and that access barring for mobile originating calls, mobile originating signalling, mobile terminating access and mobile originating CS fallback is applicable, upon which the procedure ends;

	NEXT CHANGE


5.3.8
RRC connection release

5.3.8.1
General
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Figure 5.3.8.1-1: RRC connection release, successful
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Figure 5.3.8.1-2: RRC connection suspend
The purpose of this procedure is to:

- release the RRC connection, which includes the release of the established radio bearers as well as all radio resources;

or:

- suspend the RRC connection, which includes the suspension of the established radio bearers.
5.3.8.2
Initiation

E-UTRAN initiates the RRC connection release and the RRC connection suspend procedures to a UE in RRC_CONNECTED.

5.3.8.3
Reception of the RRCConnectionRelease or RRCConnectionSuspend by the UE

The UE shall:

1>
delay the following actions defined in this sub-clause 60 ms from the moment the RRCConnectionRelease message was received or optionally when lower layers indicate that the receipt of the RRCConnectionRelease message has been successfully acknowledged, whichever is earlier;

1>
if the RRCConnectionRelease or RRCConnectionSuspend message includes the idleModeMobilityControlInfo:

2>
store the cell reselection priority information provided by the idleModeMobilityControlInfo;

2>
if the t320 is included:

3>
start timer T320, with the timer value set according to the value of t320;

1>
else:

2>
apply the cell reselection priority information broadcast in the system information;

1>
if the releaseCause received in the RRCConnectionRelease message indicates loadBalancingTAURequired:

2>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'load balancing TAU required';

1>
else if the releaseCause received in the RRCConnectionRelease message indicates cs-FallbackHighPriority:

2>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'CS Fallback High Priority';

1>
else:

2>
if the extendedWaitTime is present and the UE supports delay tolerant access:

3>
forward the extendedWaitTime to upper layers;

2>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other';

5.3.8.4
T320 expiry

The UE shall:

1>
if T320 expires:

2>
if stored, discard the cell reselection priority information provided by the idleModeMobilityControlInfo or inherited from another RAT;

2>
apply the cell reselection priority information broadcast in the system information;
	NEXT CHANGE


5.3.12
UE actions upon leaving RRC_CONNECTED

Upon leaving RRC_CONNECTED, the UE shall:

1>
reset MAC;

1>
stop all timers that are running except T320, T325 and T330;

1>
if leaving RRC_CONNECTED was triggered by reception of the RRCConnectionSuspend message:

2>
store the UE Context along with the following information provided by E-UTRAN: 
3>
the resumeID;

3>
the keyChangeIndicator [FFS];

3>
the nextHopChainingCount ;

2>
suspend all RBs except SRB0 (ie., SRB1, SRB2 and all DRBs):
2>
release the MCG SCell(s), if configured:
2>
for the MCG, apply the default MAC main configuration:
2>
release powerPrefIndicationConfig, reportProximityConfig, obtainLocationConfig, idc-Config, measSubframePatternPCell, if configured:
2>
release the entire SCG configuration, if configured, except for the DRB configuration (as configured by drb-ToAddModListSCG):
2>
release naics-Info for the PCell, if configured:
2>
indicate the suspension of the RRC connection to upper layers:
1>
else:

2>
release all radio resources, including release of the RLC entity, the MAC configuration and the associated PDCP entity for all established RBs;

2>
indicate the release of the RRC connection to upper layers together with the release cause;

1>
if leaving RRC_CONNECTED was triggered neither by reception of the MobilityFromEUTRACommand message nor by selecting an inter-RAT cell while T311 was running:

2>
if timer T350 is configured:
3>
start timer T350;

2>
else:
3>
release the wlan-OffloadConfigDedicated, if received;

3>
if the wlan-OffloadConfigCommon corresponding to the RPLMN is broadcast by the cell:

4>
apply the wlan-OffloadConfigCommon corresponding to the RPLMN included in SystemInformationBlockType17;
2>
enter RRC_IDLE and perform procedures as specified in TS 36.304 [4, 5.2.7];
1>
else:

2>
release the wlan-OffloadConfigDedicated, if received;
	NEXT CHANGE


–
DL-DCCH-Message
The DL-DCCH-Message class is the set of RRC messages that may be sent from the E‑UTRAN to the UE or from the E-UTRAN to the RN on the downlink DCCH logical channel.

-- ASN1START

DL-DCCH-Message ::= SEQUENCE {


message




DL-DCCH-MessageType

}

DL-DCCH-MessageType ::= CHOICE {


c1





CHOICE {



csfbParametersResponseCDMA2000


CSFBParametersResponseCDMA2000,



dlInformationTransfer




DLInformationTransfer,



handoverFromEUTRAPreparationRequest

HandoverFromEUTRAPreparationRequest,



mobilityFromEUTRACommand



MobilityFromEUTRACommand,



rrcConnectionReconfiguration


RRCConnectionReconfiguration,



rrcConnectionRelease




RRCConnectionRelease,



securityModeCommand





SecurityModeCommand,



ueCapabilityEnquiry





UECapabilityEnquiry,



counterCheck






CounterCheck,



ueInformationRequest-r9




UEInformationRequest-r9,



loggedMeasurementConfiguration-r10

LoggedMeasurementConfiguration-r10,



rnReconfiguration-r10




RNReconfiguration-r10,



rrcConnectionSuspend-r13 



RRCConnectionSuspend-r13,



rrcConnectionResume-r13 



RRCConnectionResume-r13, 


spare2 NULL, spare1 NULL

},


messageClassExtension
SEQUENCE {}

}

-- ASN1STOP

–
UL-CCCH-Message
The UL-CCCH-Message class is the set of RRC messages that may be sent from the UE to the E‑UTRAN on the uplink CCCH logical channel.

-- ASN1START

UL-CCCH-Message ::= SEQUENCE {


message




UL-CCCH-MessageType

}

UL-CCCH-MessageType ::= CHOICE {


c1





CHOICE {



rrcConnectionReestablishmentRequest

RRCConnectionReestablishmentRequest,



rrcConnectionRequest




RRCConnectionRequest


},


messageClassExtension
 CHOICE {



c2





CHOICE {




rrcConnectionResumeRequest



RRCConnectionResumeRequest,




spare








NULL



},



messageClassExtensionFuture-r13


SEQUENCE {}

}
}

-- ASN1STOP

	NEXT CHANGE


–
RRCConnectionRequest
The RRCConnectionRequest message is used to request the establishment of an RRC connection.

Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH

Direction: UE to E‑UTRAN

RRCConnectionRequest message
-- ASN1START

RRCConnectionRequest ::=


SEQUENCE {


criticalExtensions




CHOICE {



rrcConnectionRequest-r8



RRCConnectionRequest-r8-IEs,



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCConnectionRequest-r8-IEs ::=

SEQUENCE {


ue-Identity






InitialUE-Identity,


establishmentCause




EstablishmentCause,


spare







BIT STRING (SIZE (1))

}

InitialUE-Identity ::=



CHOICE {


s-TMSI







S-TMSI,


randomValue






BIT STRING (SIZE (40))

}

EstablishmentCause ::=



ENUMERATED {











emergency, highPriorityAccess, mt-Access, mo-Signalling,











mo-Data, delayTolerantAccess-v1020, mo-VoiceCall-v1280, spare1}

-- ASN1STOP

	RRCConnectionRequest field descriptions

	establishmentCause

Provides the establishment cause for the RRC connection request as provided by the upper layers. W.r.t. the cause value names: highPriorityAccess concerns AC11..AC15, ‘mt’ stands for ‘Mobile Terminating’ and ‘mo’ for ‘Mobile Originating.

	randomValue

Integer value in the range 0 to 240 ( 1.

	ue-Identity

UE identity included to facilitate contention resolution by lower layers.


–
RRCConnectionResume
The RRCConnectionResume message is used to resume a suspended RRC connection.

Signalling radio bearer: SRB1
RLC-SAP: AM

Logical channel: DCCH

Direction: E‑UTRAN to UE

RRCConnectionResume message
-- ASN1START

RRCConnectionResume-r13 ::=



SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE {




rrcConnectionResume-r13



RRCConnectionResume-r13-IEs,




spare7 NULL,




spare6 NULL, spare5 NULL, spare4 NULL,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCConnectionResume-r13-IEs ::=

SEQUENCE {


radioResourceConfigDedicated

RadioResourceConfigDedicated 
OPTIONAL,
-- Need ON

measConfig






MeasConfig





OPTIONAL,
-- Need ON

-- measConfig for eMTC/LTE
--  FFS what other parameters will be included

nonCriticalExtension



SEQUENCE {}


OPTIONAL

}

-- ASN1STOP

–
RRCConnectionResumeRequest
The RRCConnectionResumeRequest message is used to request the resumption of a suspended RRC connection.

Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH

Direction: UE to E‑UTRAN

RRCConnectionResumeRequest message
-- ASN1START

RRCConnectionResumeRequest ::=


SEQUENCE {


criticalExtensions





CHOICE {



rrcConnectionRequest-r13



RRCConnectionResumeRequest-r13-IEs,



criticalExtensionsFuture



SEQUENCE {}


}

}

RRCConnectionResumeRequest-r13-IEs ::=
SEQUENCE {


resumeIdentity






BIT STRING (SIZE (40)),


resumeMAC-I







BIT STRING (SIZE (16)),


resumeCause







ResumeCause,


spare








BIT STRING (SIZE (N))
}
ResumeCause ::=





EstablishmentCause-r13

EstablishmentCause-r13 ::=


ENUMERATED {











emergency, highPriorityAccess, mt-Access,










mo-Signalling, mo-Data, 










delayTolerantAccess-v1020, mo-VoiceCall-v1280, spare1,











FFS, FFS, FFS, FFS, FFS, FFS, FFS, FFS}

-- ASN1STOP

	RRCConnectionResumeRequest field descriptions

	resumeCause

Provides the resume cause for the RRC connection request as provided by the upper layers. W.r.t. the cause value names: highPriorityAccess concerns AC11..AC15, ‘mt’ stands for ‘Mobile Terminating’ and ‘mo’ for ‘Mobile Originating.

	resumeIdentity

Resume identity included to facilitate identification at eNB.


	NEXT CHANGE


–
RRCConnectionSetupComplete
The RRCConnectionSetupComplete message is used to confirm the successful completion of an RRC connection establishment.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: UE to E‑UTRAN

RRCConnectionSetupComplete message
-- ASN1START

RRCConnectionSetupComplete ::=

SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE{




rrcConnectionSetupComplete-r8

RRCConnectionSetupComplete-r8-IEs,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCConnectionSetupComplete-r8-IEs ::= SEQUENCE {


selectedPLMN-Identity



INTEGER (1..maxPLMN-r11),


registeredMME





RegisteredMME





OPTIONAL,


dedicatedInfoNAS




DedicatedInfoNAS,


nonCriticalExtension



RRCConnectionSetupComplete-v8a0-IEs
OPTIONAL

}

RRCConnectionSetupComplete-v8a0-IEs ::= SEQUENCE {


lateNonCriticalExtension


OCTET STRING





OPTIONAL,


nonCriticalExtension



RRCConnectionSetupComplete-v1020-IEs
OPTIONAL

}

RRCConnectionSetupComplete-v1020-IEs ::= SEQUENCE {


gummei-Type-r10





ENUMERATED {native, mapped}


OPTIONAL,


rlf-InfoAvailable-r10



ENUMERATED {true}




OPTIONAL,


logMeasAvailable-r10



ENUMERATED {true}




OPTIONAL,


rn-SubframeConfigReq-r10


ENUMERATED {required, notRequired}
OPTIONAL,


nonCriticalExtension



RRCConnectionSetupComplete-v1130-IEs
OPTIONAL

}

RRCConnectionSetupComplete-v1130-IEs ::= SEQUENCE {


connEstFailInfoAvailable-r11

ENUMERATED {true}



OPTIONAL,


nonCriticalExtension



RRCConnectionSetupComplete-v1250-IEs

OPTIONAL

}

RRCConnectionSetupComplete-v1250-IEs ::= SEQUENCE {


mobilityState-r12




ENUMERATED {normal, medium, high, spare}
OPTIONAL,


mobilityHistoryAvail-r12


ENUMERATED {true}



OPTIONAL,


logMeasAvailableMBSFN-r12


ENUMERATED {true}



OPTIONAL,


nonCriticalExtension



SEQUENCE {}





OPTIONAL

}

RegisteredMME ::=




SEQUENCE {


plmn-Identity





PLMN-Identity





OPTIONAL,


mmegi







BIT STRING (SIZE (16)),


mmec







MMEC

}

-- ASN1STOP

	RRCConnectionSetupComplete field descriptions

	gummei-Type

This field is used to indicate whether the GUMMEI included is native (assigned by EPC) or mapped (from 2G/3G identifiers).

	mmegi

Provides the Group Identity of the registered MME within the PLMN, as provided by upper layers, see TS 23.003 [27].

	mobilityState

This field indicates the UE mobility state (as defined in TS 36.304 [4, 5.2.4.3]) just prior to UE going into RRC_CONNECTED state. The UE indicates the value of medium and high when being in Medium-mobility and High-mobility states respectively. Otherwise the UE indicates the value normal.

	registeredMME

This field is used to transfer the GUMMEI of the MME where the UE is registered, as provided by upper layers.

	rn-SubframeConfigReq

If present, this field indicates that the connection establishment is for an RN and whether a subframe configuration is requested or not.

	selectedPLMN-Identity

Index of the PLMN selected by the UE from the plmn-IdentityList included in SIB1. 1 if the 1st PLMN is selected from the plmn-IdentityList included in SIB1, 2 if the 2nd PLMN is selected from the plmn-IdentityList included in SIB1 and so on.


–
RRCConnectionSuspend
The RRCConnectionSuspend message is used to command the suspension of an RRC connection.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: E‑UTRAN to UE

RRCConnectionSuspend message
-- ASN1START

RRCConnectionSuspend-r13 ::=

SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE {




rrcConnectionSuspend-r13


RRCConnectionSuspend-r13-IEs,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCConnectionSuspend-r13-IEs ::=
SEQUENCE {


resumeIdentity





BIT STRING (SIZE (40)),


keyChangeIndicator




BOOLEAN, -- FFS

nextHopChainingCount



NextHopChainingCount


extendedWaitTime-r10



INTEGER (1..1800)




OPTIONAL,
-- Need ON


idleModeMobilityControlInfo


IdleModeMobilityControlInfo


OPTIONAL,
-- Need OP

--  FFS what other parameters will be included

nonCriticalExtension



SEQUENCE {}

OPTIONAL

}

-- ASN1STOP

	RRCConnectionSuspend field descriptions

	extendedWaitTime

Value in seconds for the wait time for Delay Tolerant access requests.

	idleModeMobilityControlInfo

Provides dedicated cell reselection priorities. Used for cell reselection as specified in TS 36.304 [4]. For E-UTRA and UTRA frequencies, a UE that supports multi-band cells for the concerned RAT considers the dedicated priorities to be common for all overlapping bands (i.e. regardless of the ARFCN that is used).

	keyChangeIndicator

true is used only in an intra-cell handover when a KeNB key is derived from a KASME key taken into use through the latest successful NAS SMC procedure, as described in TS 33.401 [32] for KeNB re-keying. false is used in an intra-LTE handover when the new KeNB key is obtained from the current KeNB key or from the NH as described in TS 33.401 [32].

	nextHopChainingCount

Parameter NCC: See TS 33.401 [32]

	resumeIdentity

Resume identity included to facilitate identification of UE at eNB during sebsequent RRC Resume procedure.


	NEXT CHANGE
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