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1 Introduction

Security for LWIP was discussed in SA3 meeting #82. The LS [5] was sent to RAN2 and RAN3:
	SA3 thanks RAN2 for the LS R2-157126 providing answers to questions on LTE-WLAN RAN level integration support for legacy WLAN using IPSec Tunnelling (LWIP).

SA3 arrived at a security solution for the LWIP aggregation using a Security Gateway (LWIP-SeGW) function placed between the 3GPP operator network and the WLAN.  The agreed CR # 0555 (S3-160277) is attached. 

According to the solution, the eNB shall provide to the UE, over the secure RRC signalling, the following parameters: IP address of the LWIP-SeGW for the IKEv2 handshake, and the Initiator Identity value (IDi), that the UE shall use in the IKEv2 handshake. 

The eNB shall inform the LWIP-SeGW function over an interface that needs to be standardized by RAN groups of the expected initiation of IKEv2 handshake by a UE, for subsequent establishment of the IPSec, and provide the following parameters: the Initiator ID value (IDi) that the UE will use in the IKEv2 handshake, and the LWIP-PSK key for the IKEv2 handshake authentication. 

The above set of parameters needs to be captured in the relevant RAN specifications.

Regarding the question on the choice of mechanisms to differentiate between UL DRBs from a UE, there is no security reason to individually protect each DRB by a different IPSec Child SA. From signaling, resource and implementation point of view, this solution is not preferred. SA3 recommends that from a security point of view a solution based on secondary header (eg: GRE) to identify DRBs is preferred.


After RAN1#92 the stage two together with signalling flows for LWIP where discussed over email. In this contribution we address the remaining details for the signalling flow, considering also the LS from SA3.
2 Discussion
The protocol architecture for LWIP is depicted in Figure 1. According to the agreement in SA3, the IPsec tunnel established by the UE terminates in the LWIP-SeGW. A standardized interface is to be introduced between eNB and LWIP-SeGW [6].
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Figure 1: LWIP protocol architecture according to 33.401 CR [6].
According to current working assumption, and considering the SA3 CR, IP packets belonging to an EPS bearer may be routed via LWIP resources, i.e. by the eNB via the LWIP-SeGW through WLAN to the UE, when the UE is configured for LWIP. In current specification, a bearer for which LWIP resources are utilized is denoted DRB. It would be more correct, however, to refer to EPS bearer, since the data switching point is above PDCP, and the DRB with PDCP, RLC etc. is not involved in the data transferal of the offloaded IP-packets between eNB-LWIP-SeGW and UE.
Proposal 1 In LWIP specifications, refer to EPS bearer instead of data bearer when LWIP resources are being utilized for packets of this EPS bearer.
3 Signalling flow for LWIP
The current signalling flow for LWIP, as described in 36.300 [1], is as follows:

************************************************

22A.3.1
LWIP Operation

22A.3.1.1
IPsec Tunnel Setup and Bearer Configuration

Figure 22A.3.1.1-1 shows the procedure of configuring a bearer to be transported over the IPsec tunnel.
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Figure 22A.3.1.1-1: IPsec Tunnel for bearer setup procedure
1.
The eNB configures the UE to perform WLAN measurements for LWIP operation.
2.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.
3.
UE sends WLAN measurements to the eNB.
4.
The eNB sends the RRCConnectionReconfiguration message to the UE including the WLAN mobility set, and configure DRB’s to utilise the IPsec tunnel.
5.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.

6.
UE associates with WLAN in consideration of the mobility set, if not already associated.

7.
UE sends confirmation of the WLAN association to the eNB.
8.
The eNB sends the RRCConnectionReconfiguration message to the UE including the necessary parameters to establish IPSec tunnel over WLAN and additionally, if DRB’s are not already configured, configure DRB’s to utilise the IPsec tunnel.
9.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.
The UE uses the parameters in the new radio resource configuration to setup the IPsec tunnel with the eNB over the WLAN access.
************************************************
In message 4 UE is currently given the mobility set and UE is configured to have a bearer to utilise the IPSec tunnel. However, the IPSec tunnel is established only after message 8. We see the following options as possible corrections:

Option 1: message 4 gives only the mobility set and message 8 configures UE with IPSec parameters and configures UEs with EPS bearer to utilize the LWIP resources. 

Option 2: message 4 gives UE the mobility set and configures UE with the IPSec parameters and message 8 configures the EPS bearer to utilize the LWIP resources.

We do not have strong preference over which option is selected. As it may typically take some time after the mobility set is configured until the UE connects successfully to WLAN, and also considering that the IPSec tunnel establishment takes some time, we think that option 2 is preferable, where both mobility set configuration and IPsec tunnel establishment is done separately from the EPS bearer reconfiguration.
Proposal 2 Update the signaling flow in TS 36.300 to configure an EPS bearer to utilize IPSec tunnel only after the UE connected to the WLAN mobility set, and the IPSec tunnel has been established.
In the appending we provide a text proposal to implement the proposals into TS 36.300. It shall be noted that in the text proposals changes implied by the SA3 LS [5] were so far not considered. The following issues are for example for further study:
· Signalling procedures for UE to establish IPSec tunnel to LWIP-SeGW instead of to eNB
· eNB to LWIP-SeGW signalling
We marked these open issues as FFS in the text proposal below.
4 Conclusion

Based on the discussion in the previous sections we make the following proposals:
Proposal 1
Update 36.300 to refer to EPS bearer instead of data bearer in context of IPSec tunnel.
Proposal 2
Update the signaling flow in 36.300 to configure an EPS bearer to utilize IPSec tunnel only after an IPSec tunnel has been established or in the same RRC message.
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6 Appendix

The following text proposal considers changes compared to TS 36.300 v13.2.0 [1].

22A.3
LTE/WLAN Radio Level Integration with IPsec Tunnel
LTE/WLAN Radio Level Integration with IPsec Tunnel (LWIP) feature allows a UE in RRC_CONNECTED to be configured by the eNB to utilize WLAN radio resources via IPsec tunnelling.

The overall architecture for LWIP is illustrated in Figure 22A.3-1. Connectivity between eNB and WLAN is over IP. FFS: Introduction of LWIP-SeGW between eNB and WLAN.

[image: image3.emf]MME / S-GW

S

1

S

1

WLAN

eNB

eNB

IP

I

P

WLAN

I

P

IP


Figure 22A.3-1: LWIP Overall Architecture [FFS inclusion of LWIP-SeGW in figure]
The protocol architecture for LWIP is illustrated in Figure 22A.3-2. The IPsec tunnel between the UE and LWiP-SeGW is used to carry PDCP SDU’s over the WLAN. FFS: protocol between eNB and LWIP-SeGW
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Figure 22A.3-2: LWIP Protocol Architecture
The RRCConnectionReconfiguration message provides the necessary parameters for the UE to initiate the establishment of the IPSec tunnel for the EPS bearer.
A single IPSec tunnel is used per UE for all the data bearers that are configured to send and/ or receive data over WLAN. Each EPS bearer may be configured so that traffic for that bearer can be routed over the IPsec tunnel in either only downlink or both uplink and downlink over WLAN. SRBs are carried over LTE only. eNB configures specific bearer(s) to use the IPsec tunnel.

It is assumed that even when the EPS bearer is configured to use the IPsec tunnel, the DRB configuration corresponding to the EPS bearer on the LTE access shall not be released.

NOTE:
If the IPsec tunnel is established then it is expected that eNB routes packets belonging to the EPS bearer via the LTE access or via the LWIP-SeGW and IPSec tunnel. If eNB implementation routes packets to both LTE Access and the IPSec tunnel simultaneously, then delivery of packets to upper layers at the UE may occur out of order.

For the DL of a EPS bearer, the packets received from the IPsec tunnel are forwarded directly to upper layers.

For the UL, the eNB configures the UE to route the uplink data either via LTE or via WLAN using RRC signalling. If routed via WLAN then all UL traffic of the EPS bearer is offloaded to the WLAN.

The release of the IPsec tunnel and its use for a DRB are initiated by the eNB. Upon receiving the Handover Command or on transition to RRC_IDLE state, the UE shall autonomously release IPsec tunnel configuration and the use of it by the DRBs.
A UE supporting LWIP may be configured for WLAN measurements as per subclause 22A.1.5.

The same mobility concept as specified in 22A.1.4 for LWA is also used for LWIP. Since, WT node does not exist in LWIP operation, WT related description and procedures does not apply to LWIP. Mobility Set should be considered as the set of WLAN APs across which UE can perform mobility without informing the eNB, when applying the concept for LWIP operation.

The same UE cannot be simultaneously configured with LWA and LWIP.
22A.3.1
LWIP Operation

22A.3.1.1
IPsec Tunnel Setup and Bearer Configuration

Figure 22A.3.1.1-1 shows the procedure of configuring a bearer to be transported over the IPsec tunnel.
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Figure 22A.3.1.1-1: IPsec Tunnel for bearer setup procedure
1.
The eNB configures the UE to perform WLAN measurements for LWIP operation.
2.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.
3.
UE sends WLAN measurements to the eNB.
4.
The eNB sends the RRCConnectionReconfiguration message to the UE including the WLAN mobility set, and including the necessary parameters to establish the IPSec tunnel over WLAN.
5.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.

6.
UE associates with WLAN in consideration of the mobility set, if not already associated.

7.
UE sends confirmation of the WLAN association to the eNB.
8.
The eNB sends the RRCConnectionReconfiguration message to the UE to , configure EPS bearers  to utilise the IPsec tunnel.
9.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.
FFS: procedure including LWIP-SeGW
The UE uses the parameters in the new radio resource configuration to setup the IPsec tunnel with the eNB over the WLAN access.
22A.3.1.2
Bearer Reconfiguration to Remove WLAN Resources from EPS bearer
Figure 22A.3.1.2-1 shows the procedure of re-configuring a bearer to remove the WLAN radio resources from the EPS bearer.
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Figure 22A.3.1.2-1: Bearer reconfiguration procedure to remove WLAN resources from a EPS bearer [FFS: EPS bearer instead of DRB in figure]
UE and eNB have the IPsec tunnel setup via WLAN.

1.
UE is configured to receive data from EPS bearer over the IPsec tunnel.
2.
eNB determines that it needs to remove the WLAN resources from a EPS bearer.
3.
The eNB sends the RRCConnectionReconfiguration message to the UE including the necessary parameters to remove WLAN resources for the EPS bearer.
4.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.

5.
UE stops receiving data for the EPS bearer over the IPsec tunnel.
FFS: procedure including LWIP-SeGW
22A.3.1.3
IPsec Tunnel Release

Figure 22A.3.1.3-1 shows the procedure of eNB initiated IPsec tunnel release.
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Figure 22A.3.1.3-1: IPsec tunnel release procedure FFS: Including LWIP-SeGW in figure
UE and eNB have the IPsec tunnel setup via WLAN.

1.
eNB determines that it needs to release the IPsec tunnel setup with the UE.
2.
The eNB sends the RRCConnectionReconfiguration message to the UE including the indication to release IPsec tunnel.
3.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.

UE releases IPsec tunnel and cleans up associated configuration with respect to using LWIP resources for the EPS bearer.
FFS: procedure including LWIP-SeGW
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