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1.
Introduction

The NB-IoT ad hoc meeting discussed a proposal [1] that PDCP for NB-IoT could operate in a transparent mode on SRB1 when using CIoT CP solution i.e. "data over NAS" solution . The conclusion captured in the chair notes was that "PDCP is not needed" but it remains FFS "if we introduce PDCP TM".
This contribution discusses PDCP transparent mode (PDCP-TM) for SRB1 and some of the implications associated with introducing it. Note that the discussion in this document is not related to modelling of PDCP-TM and the discussion is valid both for PDCP-TM and the alternative modelling where the protocol stack for SRB1 does not include a PDCP layer.
2
Benefits of PDCP TM

The current PDCP PDU for DCCH includes a one byte header (3 reserved bits, 5 bit PDCP SN) and 4 bytes MAC-I. The header and MAC-I are always present, even before AS security is activated (in which case the MAC-I field is just set to zeros). For data over NAS, where AS security is not required, the use of PDCP TM would provide 5 bytes reduction each signalling/data transmission and hence seems attractive. 
For cases other than data over NAS, there is little benefit in applying PDCP-TM as AS security is applied soon after RRC connection establishment.
Proposal 1:
RAN2 agree that there is benefit in using PDCP-TM when using data over NAS.
3
Configuration of PDCP TM

The first message transmitted on SRB1 is message 5 (RRC Connection Setup Complete carrying initial NAS message and in case of solution 2, this might be carrying data over NAS). The UE must know prior to transmitting message 5 whether PDCP-TM is to be used on SRB1 and the eNB must know prior to attempting to decode the PDCP PDU that was received in message 5 whether PDCP-TM has been used for its transmission. A number of options are possible for synchronising between the UE and eNB as to whether PDCP-TM is applied for SRB1:

1
Indicator in RRC Connection Request (message 3): A UE using data over NAS can include an indicator within the RRC Connection Request message that informs that network that PDCP TM will be used on SRB1. This implicitly also informs the network that the UE is using data over NAS. In response to receiving this indicator the eNB can configure its SRB1 with PDCP TM.

2
Logical Channel ID in message 5: Currently it is specified that SRB1 uses logical channel ID 1. A different logical channel ID could be defined to indicate SRB1 configured with PDCP TM, so if the UE uses this alternate logical channel ID in message 5 then the eNB knows how to process the PDCP PDU. Alternatively this could be viewed as a different SRB such as SRB1bis or SRB3. A consequence of this approach is that the eNB would not know the SRB1 configuration until message 5 is received and processed in MAC - the eNB implementation could configure in advance of message 5 reception 2 SRBs, one with PDCP-TM and one non transparent PDCP, or alternatively the eNB implementation could configure the SRB appropriately when message 5 is received and processed by MAC.As with the first approach, the indication of PDCP TM also implicitly informs the network that the UE is using data over NAS. A benefit of this approach is that it avoids adding an additional bit in the RRC Connection Request message.

3
eNB only supports data over NAS: In the case of an eNB that only supports data over NAS, the eNB implementation could directly assume that PDCP TM is always used on used for SRB1. To enable this approach it would be necessary to indicate in system information broadcast only data over NAS is supported in the cell to ensure that UEs that supporting both data over NAS and data over user plane only use PDCP-TM when accessing this cell. Furthermore, even if this approach was supported by the specification then it would be necessary to use one of option 1 or 2 above in eNBs and UEs that support both data on NAS and data over user plane.
A UE that only supports data over NAS might not need to support AS security and hence could only support PDCP-TM for SRB1. However, a UE that supports both data over NAS and data over user plane (solution 18) does need to support AS security and hence would need to support both PDCP-TM and non-transparent PDCP. When such a UE performs initial attach, it doesn't know whether data over NAS or data over user plane will be selected by the NAS level negotiation between the UE and the MME, and hence it does not know whether AS security might be activated later in the RRC connection. For this case, it is better that the PDCP-TM is not applied for SRB1 when the RRC connection is established so that AS security activation can be performed later during the RRC connection without requiring any modification to the current security activation procedure. In addition to the initial attach case, the latest SA2 agreements imply that the NAS negotiation of data over NAS/UP might occur at any TAU. Consequently for any RRC connection initiated for Attach or TAU the PDCP-TM should not be used.
Proposal 2:

An NB-IoT UE that only transfers data over NAS (i.e. solution 2) always indicates use of PDCP-TM for SRB to the eNB

Proposal 3: 
An NB-IoT UE that supports both data over NAS and data over UP (i.e. solution 2 and 18) in a eNB that supports both data over NAS and data over UP, does not use PDCP-TM  for SRB1 when  establishing an RRC connection for the purpose of NAS signalling(i.e. Attach and TAU).
4
Reconfiguration of PDCP-TM
An open question is whether it will be necessary for NB-IOT to support reconfiguration of SRB1 from PDCP-TM to non-transparent PDCP in order to support allow the activation of AS security. In the Attach and TAU cases mentioned above, it is known by the UE when the RRC connection is initiated that AS security might be configured as a result of the procedure and hence the UE can use non-transparent PDCP for SRB1. However, there might also be cases where the UE establishes the RRC connection for the purpose of sending data over NAS and hence uses PDCP-TM for SRB1, but during the RRC connection the network, for some reason, decides that AS security must be activated. While such situations could be excluded from Rel-13 it might be a desirable to support in future releases. For example, the network might want to activate AS security for sensitive RRC procedures such as, e.g. measurement reporting, redirection positioning related procedures, etc. If this situation occurs then the eNB would have to be reconfigure the SRB1 from PDCP-TM to PDCP-non-TM before it can activate security (or potentially at the same time as activating security).
This kind of reconfiguration is likely to be complex to specify as the consequence of eNB and UE not being synchronised with respect to the PDCP configuration of SRB1 is very high (i.e. eNB and UE will not be able to communicate). If such a reconfiguration is found to be necessary then the simplest approach may be to use 2 SRBs, one with PDCP-TM and one without. When AS security is not activated, either of the 2 SRBs can be used without any risk of the UE or eNB failing to decode, or erroneously decoding, a received PDCP PDU. When the UE is reconfigured from PDCP-TM to non-transparent PDCP then the UE can simply switch from the SRB using PDCP-TM (e.g. could be referred to as SRB1bis or SRB3) to SRB1 that has non-transparent PDCP. The reconfiguration commanding the UE to switch from SRB1bis/3 to SRB1 could be implicitly signalled through the transmission of the Security Mode Command (on SRB1) from the eNB to the UE Once AS security is activated, neither UE or eNB would be permitted to use SRB1bis/3.
Our understanding of the current status within SA2 is that, at least for release 13, there are limitations that should avoid the activation of AS security during an ongoing established RRC connection (for example, it is excluded that a UE can use data over NAS and data over UP at the same time, and changes between data over NAS and data over UP can only occur at TAU or by the UE re-attaching to the network.) It was suggested in [2] that even in the case of data over NAS the eNB should be free to activate AS security if it wished (e.g. so the eNB could activate measurement reporting) but so far this has not been agreed. Based on this status, we think reconfigurations from PDCP-TM to non-transparent PDCP can be avoided for NB-IoT for release 13. However, by deciding to use LCID for the indication of PDCP-TM usage on SRB (as described as approach 2 in section 3), it would enable easy introduction of such reconfigurations in a future release.
Observation: The usage of LCID to differentiate PDCP-TM could enable easily the reconfiguration of SRB from PDCP-TM to non-transparent PDCP for future release, However this is not supported for Rel-13 NB-IoT (i.e. reconfiguration between PDCP-non-TM and PDCP-TM is not supported within the same RRC connection).
Proposal 4:
Reconfigurations from PDCP-TM to non-transparent PDCP is not required for NB-IoT for release 13.

Proposal 5:
RAN2 agree to use a LCID indication to indicate that PDCP-TM is used for the SRB1. 
Note that it is assumed that a reconfiguration from PDCP-non-TM to PDCP-TM will never be required (there is no case specified today where AS security can be deactivated).
5
Conclusions
Proposal 1:
RAN2 agree that there is benefit in using PDCP-TM when using data over NAS.

Proposal 2:
An NB-IoT UE that only transfers data over NAS (i.e. solution 2) always indicates use of PDCP-TM for SRB to the eNB

Proposal 3: 
An NB-IoT UE that supports both data over NAS and data over UP (i.e. solution 2 and 18) in a eNB that supports both data over NAS and data over UP, does not use PDCP-TM  for SRB1 when establishing an RRC connection for the purpose of NAS signalling (i.e. Attach and TAU).

Proposal 4:
Reconfigurations from PDCP-TM to non-transparent PDCP is not required for NB-IoT for release 13.

Proposal 5:
RAN2 agree to use a LCID indication to indicate that PDCP-TM is used for the SRB1.
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