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1. Introduction
In this paper we discuss the potential to re-use the existing RRC connection re-establishment procedure [4] as a baseline for the purposes of RRC Resume signalling, in support of the agreements relating to solution 18 [1].

2. Discussion

In [2], call flows for solution 18 are illustrated, and signalling for the respective suspend and resume procedures are captured. It is identified that RAN2 are responsible for determining whether a new procedure can be defined or an existing procedure be reused for this signalling, in particular the following is stated for RRC Resume.

NOTE:
Whether new messages and a new procedure are needed to conduct the resumption of previously suspended RRC Connection will be investigated and decided by RAN WG2.

In order to facilitate the resumption of a suspended RRC context, the target eNB (the eNB in which the UE attempts to resume) shall be able to both clearly locate and retrieve the specific RRC context, and verify that the requesting UE is authorised to resume that RRC context. From the identification of the UE context (the Resume ID), the target eNB needs to determine whether it currently stores this suspended RRC context and, if not, it must identify the source eNB (the eNB in which the suspended context has been stored) that this target eNB needs to query in order to retrieve the corresponding context from. 
Observation 1: During RAN2 NB-IOT ad-hoc (January 2016, Budapest), the agreement was made to assume that the C-RNTI should be part of the Resume ID.

It has been mentioned that the PCI address space may not be large enough to preclude the duplication of a specific cell identity within a PLMN, and that the PCI would not be suitable as an identifier for the UE suspended context. The sourcing company believe however that a potential duplication would only occur beyond a large inter-eNB distance, and as such the network will be able to unambiguously determine the source eNB within geographical areas of a practical size for the suspend/resume operation. For example a PCI would be unique within an individual tracking area.
Observation 2: The PCI identifier is sufficiently unambiguous for a target eNB to identify the source eNB for an NB-IOT device. This could in particular be assured within geographical areas sufficiently large for suspend/resume operation (e.g. TAs).
Proposal 1: The UE Resume ID is defined as PCI + C-RNTI as used in the RRCConnectionReestablishmentRequest message

As such, PCI and C-RNTI included in the existing RRCConnectionReestablishmentRequest message are similarly used to locate and identify an RRC context stored in a different eNB.

In addition to these identifiers, the ShortMAC-I is used in the RRCConnectionReestablishmentRequest message to identify and authenticate the UE context during a RRC connection re-establishment. The sourcing company believes that the ShortMAC-I should also be used in the RRC Resume procedure to authenticate the UE and provide confirmation regarding the validity of the retrieved UE context along with C-RNTI and PCI.  
In particular the target eNB can forward the ShortMAC-I to the source eNB to remove any potential PCI ambiguity in the case of PCI overlap. This is a mechanism anticipated by [3] in the scope of the Radio Link Failure Indication procedure:
“include the ShortMAC-I IE in the RLF INDICATION message, e.g., in order to aid the eNB1 to resolve a potential PCI confusion situation or to aid the eNB1 to identify the UE”
It is recognised that there have been concerns voiced about the storing of the ShortMAC-I for long durations and its inherent security therein, as such we accept that confirmation should be sought from SA3 on the re-use of this variable. 
This also meets with SA2’s expectations [2] when the feature was designed.  
-
Editor's note: The Authentication Token can be based on the existing means to authenticate a UE at RRC re-establishment as specified in 3GPP TS 36.331. It is assumed that the final means for UE authentication at RRC Resume will be decided by RAN WG2 with assistance of SA3 if needed.
Effectively the combination PCI+C-RNTI+ ShortMAC-I would provide sufficient discrimination to uniquely identify and authenticate the UE context.
Proposal 2: The ShortMAC-I is defined as the authentication token used at context resumption.
For the existing RRC connection re-establishment procedure, when successful, the re-establishment of the RRC connection is completed in the target cell. Specifically, the procedure can handle scenarios where the target cell is not the same as the originating cell, as long as the target cell is prepared (as in forward preparation) or is able to retrieve the UE context using what is referred to as the context fetch mechanism. The context fetch mechanism is already specified in [3] and utilises the RLF INDICATION message and follow on transparent containers to respectively request and forward the parameters necessary to resume the suspended UE context between target and source eNBs. 
Whilst the name of this message suggests a procedure specifically relating to a Radio Link Failure, the contents of the message and the resulting behaviour is exactly what is required for the RRC Resume procedure. Namely, the UE RRC context is unambiguously identified by the discrete parameters detailed above. 
Considering the existing procedure as described for the RLF INDICATION message [3], it is clear that the existing message contents as currently defined match well with the identifiers determined for use in the resume procedure in this paper. 
It is therefore proposed that RAN2 requests RAN3 to consider using the context fetch mechanism and the RLF INDICATION message as a basis to support the RRC Resume functionality.
Proposal 3: Confirm to RAN3 the use of existing X2 related procedures including the Radio Link Failure Indication procedure to enable context fetch of a stored suspended RRC context in order to support the RRC Resume functionality.
Once the context is retrieved, the RRC connection can be resumed for the UE using the RRCConnectionRestablishment message. As per section 5.3.7.5 of [4], during the RRC connection re-establishment procedure, the UE gets all the necessary information to recalculate the security keys and the nextHopChainingCount value (for subsequent cell changes) in the RRCConnectionReestablishment message. As such this is clearly a consistent mechanism to ensure that the security is restored to the resumed RRC connection following RRC Resume.

Observation 3: Reuse of the RRCConnectionReestablishment message as a resume command enables signalling of the UE context and recalculation of security keys and the nextHopChainingCount value towards the suspended UE.

Proposal 4: The Resume command sent by the eNB to the UE on successful retrieval of the UE context should be based on the RRCConnectionReestablishment message. 

The figure below shows a modification to the existing procedure that facilitates context fetch by the use of the RLF INDICATION message to signal to the old (source) eNB when a UE is trying to re-establish an RRC connection in the new (target) eNB, in order to retrieve the UE RRC context from the originating eNB. This mechanism can therefore be used for the RRC Resume to retrieve a stored suspended RRC context.
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In the case where the RRC connection re-establishment fails due to the inability to retrieve a valid context for the UE, then an RRCConnectionReestablishmentReject message can be transmitted to the UE. In this case the RRC connection establishment procedure for initiation of a regular service request would be initiated. 
 As presented above, the RRC connection re-establishment procedure and its ability to utilise the existing context fetch mechanism provides an appropriate baseline to support the reliable resumption of suspended RRC contexts within both limited and larger geographical areas.  
Proposal 5: The existing RRC connection re-establishment procedure is reused as a baseline to introduce the RRC Resume procedure in the NB-IoT specifications.
3. Conclusions and recommendations

This discussion paper shows the appropriateness of the RRC connection re-establishment procedure as a baseline to implement the RRC Resume mechanism in the scope of solution 18 as captured in [2]. In particular it is highlighted that existing PCI and C-RNTI identifiers are suitable to define the Resume ID, when used in combination with the ShortMAC-I authentication token. Additionally the use of the context fetch mechanism enables a target eNB to retrieve unambiguously a suspended RRC context from an originating eNB to facilitate an RRC Resume at a different eNB. The RRCConnectionReestablishment message is used to convey the suspended UE context to the UE and enable new security parameters to be negotiated. In particular, the re-use of the RRC connection re-establishment procedure and its associated messages provides additional system benefits in enabling RRC Resume for UEs moving outside of the coverage of the eNB that originally invoked the RRC suspend in the UE. 

Proposal 1: The UE Resume ID is defined as PCI + C-RNTI as used in the RRCConnectionReestablishmentRequest message

Proposal 2: The ShortMAC-I is defined as the authentication token used at context resumption.
Proposal 3: Confirm to RAN3 the use of existing X2 related procedures including the Radio Link Failure Indication procedure to enable context fetch of a stored suspended RRC context in order to support the RRC Resume functionality.
Proposal 4: The Resume command sent by the eNB to the UE on successful retrieval of the UE context should be based on the RRCConnectionReestablishment message. 

Proposal 5: The existing RRC connection re-establishment procedure is reused as a baseline to introduce the RRC Resume procedure in the NB-IoT specifications.
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