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1
Introduction
This contribution discusses the aspect of distinguishing DRBs over the IPsec tunnel in LWIP operation.

In RAN2#91bis, an LS[2] was sent to SA3 requesting inputs on the aspects related to distinguishing DRBs over the IPsec tunnel and, to SA2 for verify any architectural impacts in distinguishing data for a bearer over the IPsec tunnel established between the UE and eNB.
This paper proposes a solution for distinguishing UL DRBs over the IPsec tunnel based on feedback from SA2 and SA3. 
2
Architectural and Security Aspects of UL DRB Distinction based on SA2 and SA3 feedback
2.1
Architectural Aspects (SA2 feedback)
In the reply LS [3], SA2 has provided the feedback that DRB distinction is needed only on the UL and that it can be achieved by conveying the DRB identity in an encapsulating header (e.g. GRE). 

Observation 1: DRB distinction for data sent over the IPsec tunnel is only needed in the UL

It has also further clarified that this issue, distinguishing DRBs when data is sent over the IPsec tunnel is does not have any core network impact and the issue is of the remit of SA3/RAN2. 

Observation 2: Choice of mechanism used to distinguish DRBs does not impact SA2.

Observation 3: A simple mechanism like use of GRE encapsulating header can be used for distinguishing DRBs over the IPsec tunnel.
2.2
Security Aspects (SA3 feedback)
SA3 discussed the possible options of using IPsec Child SAs and (GRE) encapsulating header for distinguishing data for different DRBs over the IPsec tunnel. SA3 has concluded that either of the methods can be used for distinguishing DRBs from a security perspective.

From the perspective of performance, SA3 has recommended GRE encapsulation method, as it has lesser impact on performance as compared to IPsec Child SAs.

2.3
RAN2 Proposal for DRB distinction over IPsec
Proposal 1: DRB distinction for data sent over IPsec tunnel is needed only for UL
Proposal 2: Encapsulate UL data sent over IPsec tunnel in GRE header and use GRE header fields to identify DRB associated with the data.

The structure of GRE header [4], [5] is illustrated in Figure 1.
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Figure 1: GRE  Encapsulation and Header Description
The definitions of the Key and Sequence fields in the header per [5] as follows.
Key Present (bit 2)

If the Key Present bit is set to 1, then it indicates that the Key field is present in the GRE header.  Otherwise, the Key  field is not present in the GRE header.

Sequence Number Present (bit 3)

If the Sequence Number Present bit is set to 1, then it indicates that the Sequence Number field is present. Otherwise, the Sequence Number field is not present in the GRE header.

Key Field (4 octets)

The Key field contains a four octet number which was inserted by the encapsulator. The actual method by which this key is obtained is beyond the scope of the document…
Proposal 3: Set Key Present bit to the value ‘1’

The Key Field can be used by the UE to convey information about which DRB the UL data is associated with. This value is used by the eNB on reception of the GRE packet from the IPsec tunnel. The eNB can create and maintain the mapping between the UL DRB Identity and a value that it can specify to the UE for inclusion in the key field for packets belonging to a specific DRB.
Proposal 4: UE shall set the Key field in the GRE header of the GRE encapsulated data to the value specified by eNB.
Proposal 5: eNB can specify the value to be used in the Key Field via RRC signalling, as part of configuring UL bearers to use IPsec tunnel over WLAN.
3
Conclusions
Based on the discussion above, it is proposed that RAN2 agree on the following proposals for UL DRB distinction over the IPsec tunnel.
Proposal 1: DRB distinction for data sent over IPsec tunnel is needed only for UL

Proposal 2: Encapsulate UL data sent over IPsec tunnel in GRE header and use GRE header fields to identify DRB associated with the data.

Proposal 3: Set Key Present bit to the value ‘1’

Proposal 4: UE shall set the Key field in the GRE header of the GRE encapsulated data to the value specified by eNB.

Proposal 5: eNB can specify the value to be used in the Key Field via RRC signalling, as part of configuring UL bearers to use IPsec tunnel over WLAN.
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