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1
Introduction
SA3 has discussed and informed RAN2 of the authentication procedure for LWA, but RAN2 has so far not discussed much how to capture the details of this in RAN2 specifications. In this contribution, we discuss and attempt to conclude on the specification impacts of the authentication procedure for LWA.

2
RAN2 and SA3 decisions on LWA authentication procedure

RAN2 agreements on authentication procedure can be found in LS R2-152895 to SA3 in - see below for the main parts.
For LTE-WLAN aggregation, when configuring an RRC_CONNECTED UE to additionally utilize radio resources of a WLAN, the eNB would provide information to the WT (over the C-plane interface between the eNB and the WT) allowing the UE and the WLAN to determine the PMK to be used for authentication of the UE.

RAN2 would like SA3 to define a mechanism allowing authentication between the UE and WLAN access for LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) and evaluate its security impacts. Preferably such a mechanism should minimise the impacts to existing WLAN implementations while enabling also deployments where the only interface to CN is via eNB as per the RAN WID. 

RAN2 has agreed that authentication for LTE-WLAN aggregation operation can alternatively use the existing EAP/AKA mechanisms which requires connectivity and exchange with the CN (AAA). 
SA3 agreements: Starting point should be the authentication principles agreed in S3-152470:
X.2.1
Protection of the WLAN Link between the UE and the WT

The WiFi communication established between the WT and the UE shall be protected using the IEEE 802.11 security mechanisms. The security key for protecting the WiFi link is computed from the current UE – MeNB security context. 

When the MeNB initially establishes LWA with the UE through a WT for a given AS security context shared between the MeNB and the UE, the MeNB generates the S-KWT for the WT and sends it to the WT over the Xw. The same S-KWT is also generated by the UE.

To generate the S-KWT, the MeNB shall use a counter, called a WT Counter. The WT_Counter shall be incremented for every new computation of the S-KWT as described in the clause X.2.4. The WT Counter is used as freshness input into S-KWT derivation as described in the clause X.2.4, and guarantees, together with the other provisions in the present clause X, that the same S-KWT is not re-used with the same input parameters as defined in Annex B of the present specification. The latter would result in key-stream re-use. The MeNB shall send the value of the WT Counter to the UE over the RRC signalling path when it is required to generate a new S-KWT. 

The UE and WT shall use the key S-KWT as equivalent to the Pair wise Master Key PMK defined in IEEE 802.11 specification to establish the WiFi security. The PMK will be used to start the 4way handshake on the WiFi link between the UE and the AP.

The open questions for RAN2 are:
· When is the authentication procedure triggered? E.g. after having been authenticated once, when does the UE trigger re-authentication that requires eNB to knowledge? 

· Does change of mobility set always trigger authentication procedure?

· How is it indicated to UE whether AAA-based or eNB-based authentication is used?

· What happens to UE authentication status after WLAN connection failure?

We will consider these questions in the next chapter.
3
Authentication procedure in RRC
3.1
Basic authentication upon LWA configuration 

As discussed in R2-156483, we think RAN2 should confirm that the authentication is done via using PMKSA caching at WLAN APs used for LWA.

Proposal 1: Use PMKSA caching as the mechanism for the eNB-assisted authentication in LWA.

As per SA3 decision, LWA cannot be used without authentication. Further, it seems SA3 expects that only the eNB-based authentication is utilized, as per the SA3 document S3-152470. Therefore, the use of eNB-based authentivation should be supported by all UEs supporting LWA
Proposal 2: All UEs supporting LWA have to support eNB-based authentication procedures.

3.2
Mobility Set change
When the mobility set is changed, as per RAN2#92 decisions UE can be asked to report of the success. Therefore, we need to decide which IE in the LWA configuration triggers the use of LWA connection status reporting. Since the reporting requires timer T351, it seems that its presence can be used as a trigger to UE reporting.

Proposal 3: The presence of T351 (i.e. field lwa-AssociationTimer-r13 within LWA-MobilityPart-r13 IE) in LWA configuration triggers UE to report of successful connection status.

During RAN2#92, it was agreed that the timer could only be configured when the mobility set is changed. Therefore, starting the timer T351 serves as the trigger for UE considering WLAN connection status reporting for the successful case. This has been captured in the current LWA running RRC CR.
Proposal 4: Whenever UE completes authentication procedure upon MS change, WLAN connection status report shall be sent to eNB.
3.3
WLAN connection failure
When the WLAN connection during LWA fails, UE has several choices what do with the LWA RRC configuration:
· Autonomously release the configuration upon sending WLAN connection status report

· Retain the LWA RRC configuration but do not use the assigned WLAN resources for LWA

Given the normal procedures upon e.g. SCG failure and the fact that UE still has the RRC connection to eNB, we think it would be best to retain the configuration until eNB releases it, but UE will just stop using the LWA configuration. Resumption of the LWA use could be done via eNB first releasing the LWA and then configuring LWA again from the beginning. This wouldn’t require any big procedural handling, and would make the specification effort the simplest possible.
Proposal 5: UE retains the LWA RRC configuration upon WLAN connection failure, but stops using the configured WLAN resources for LWA use (i.e. similar actions as for SeNB in case of SCG failure).
3.4
Handover
Upon handover, LWA is always released as per RAN2#92 decision. This means that the LWA configuration is NOT indicated to the target eNB upon any HO command. Further, since KeNB change occurs at any handover, S-Kwt should also change, so UE would need to redo the authentication process with WLAN. 
Observation 1: Source eNB does not need to release the LWA configuration before sending the HO message

3.5
Re-establishment
UE triggers the re-establishment upon experiencing RLF. Therefore, there is a need to capture in RRC specification to what happens to the LWA configuration in such a case. If we follow the route of the handover, then UE should autonomously release the LWA configuration. This would also be in line with the SA3, where the following was decided:

“Connectivity can fail on the WLAN side as well as on the LTE side. In both cases, when WLAN or LTE link failure is discovered, the UE shall delete the S-KWT and the LWA security context, the eNB shall indicate to the WT to delete the S-KWT and the LWA security context. “

Therefore, we think that UE should delete the LWA configuration also upon RLF. This is also how it has already been captured in the running LWA CR, so no actions are needed.
4
Conclusions
We have observed the following:

Observation 1: Source eNB does not need to release the LWA configuration before sending the HO message

We have also proposed the following:
Proposal 1: Use PMKSA caching as the mechanism for the eNB-assisted authentication in LWA.

Proposal 2: The S-Kwt is always used as authentication key for both AAA-based and eNB-based authentication procedures.

Proposal 3: The presence of T351 (i.e. field lwa-AssociationTimer-r13 within LWA-MobilityPart-r13 IE) in LWA configuration triggers UE to report of successful connection status.

Proposal 4: Whenever UE complete (re-)authentication or upon MS change, WLAN connection status report shall be sent to eNB.

Proposal 5: UE retains the LWA RRC configuration upon WLAN connection failure, but stops using the configured WLAN resources for LWA use (i.e. similar actions as for SeNB in case of SCG failure).
