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1 Introduction
This email discussion aims to progress on the UP solution (i.e. RRC suspend and resume operation) for NB-IOT.

 [NBAH#04][NBIOT/Resume] RRC Functions for suspend resume (Huawei)

Intended outcome: a) identify the functionality for resume – suspend, b) outline options for how to capture resume – suspend in RRC, and to extent possible: conclude (Huawei)
The deadline of this email discussion is Wednesday, 2016-02-03, 23:59 Pacific Time. 
2 Discussion
2.1 RRC suspend procedure
During the NB-IOT adhoc meeting, RAN2 made the following agreement on RRC suspend procedure: 
· From RRC point of view there are two RRC states i.e. RRC_CONNECTED and RRC_IDLE and when NB-IoT UE is given suspend command the UE moves to RRC_IDLE and transitions to RRC_CONNECTED on resume.
· Suspend is performed by the RRC release procedure. 
This means, for UP solution, the RRCConnectionRelease message is used to command the suspension of an RRC connection.
Discussion point 1: Below we listed several potential options on how to use the RRCConnectionRelease message as the suspend command. Please companies indicate which option is preferred.
Option 1: Introduce one “Suspend indication” (1bit)
Option 2: Introduce one new code point for ReleaseCause (there is one spare value)
ReleaseCause ::=



ENUMERATED {loadBalancingTAUrequired,












other, cs-FallbackHighPriority-v1020, spare1}

Option 3: No additional indication or code point needs to be introduced. Suspend when the UE has stored configuration specifically for suspend-resume and receives RRCConnectionRelease message.
Option 4: Introduce one new RRC message for RRC suspend
Table 1. Company's view on Discussion point 1
	Preference
	Company's name and comments

	Option 1
	Vodafone: slightly preference for suspend indication
CATT: No strong view, considering that only one spare value left and it is possible to introduce separate indication bit (1 bit) for suspension easily, we slightly prefer option1.
LG: slightly prefer this option since release cause except ‘other’ indicates the purpose of release while suspend procedure is regarded as accompanying procedure after release.
DOCOMO: Prefer to introduce an indication for suspension since it is so suitable to define the UE behavior of storing the UE context in RRC_IDLE as a cause of RRCConnectionRelease.
Sony: We prefer an explicit indication, it’s easier to specify and it allows potential different causes to be used for suspend in the future – i.e. it’s more future-proof.
BlackBerry: We prefer an explicit indication bit.


	Option 2
	Nokia Networks: Slight preference for using ReleaseCause.
FUJITSU LIMITED: ReleaseCause may be used, but we wonder if the network knows that the UE is connected as NBIoT UE then would the normal RRCConnectionRelease always be a Suspend Indication therefore explicit Suspend indication may not be required. If the network wished to release UE context then some other mechanism could be used. Therefore neither of the two options is required. Also, one solution to release the context could be to put the validity timer (see point 2) at 0

Intel: Release cause as it can achieve the same and does not increase the message size.
ZTE: Prefer to use new ReleaseCause.
Samsung: Reusing ReleaseCause would be easier (we need to worry about which cause value should be used if independent indication is used).
HTC: Sight preference for using ReleaseCause.
Huawei, HiSilicon: slightly prefer using ReleaseCause
NEC: Slightly prefer to have release cause. Apart from selecting option, it is not sure if we really reuse existing message in LTE as is for NB-IoT, e.g. there will be no need for “cs-FallbackHighPriority-v1020”. Given that the eNB can know the UE is NB-IoT UE and generate a message accordingly, there should be no issue to introduce new structure (code points) for Release cause even if we reuse RRC connection release message. Potential problem is only with respect to commonality between NB-IoT and non NB-IoT UE when solution 18 is introduced for non NB-IoT as agreed in RAN#70.


	Option 3
	ASUSTeK: UE can implicitly know whether to suspend or release the connection based on if the UE has stored configuration specifically for suspend-resume, e.g. validity time, resume ID or etc., received in e.g. RRCConnectionReconfiguration message. No additional indication or ReleaseCause needs to be introduced in RRCConnectionRelease message.
Sony: Option 3 doesn’t work because there would be no way to actually release the UE if UE always interprets this message as suspend, unless RRC reconfiguration to delete the context information is used before the release.

	Option 4
	Ericsson: That suspend is performed by the RRC connection release procedure does not mean that the RRCConnectionRelease message need to be reused.

Procedure wise suspend and release are similar, but defining a new message for suspend would be more clear and provide a more clear functional division between release and suspend. Note that suspend is not supported for “Control Plane EPS optimisation”. Also, for the provisioning of suspend specific information, e.g., Resume Id and NCC, a new message is better than extending an existing message.


It was proposed in [6] that the eNB should be able to configure the valid time for the AS context after RRC is suspended. Both the UE and the eNB will release the stored AS context when the valid time elapses. The value range of the valid time is FFS.
Discussion point 2: Please companies indicate whether to introduce the valid time for the stored AS context after RRC is suspended.
Table 2. Company's view on Discussion point 2
	Preference
	Company's name and comments

	Yes
	Nokia Networks: AS context validity time seems beneficial. However this should be optional configuration. In addition there may be other scenarios where the AS context is not necessarily available e.g. when the UE tries the resume on different cell. So area based AS context validity could be considered as well. 
Vodafone: I think it is useful to indicate the time the context is valid. Anyway I feel there is no need for optionality if the wait timer is introduced 

FUJITSU LIMITED: Timer release can be optionally supported

LG: It is useful to have valid time.
ZTE: It is useful to check the AS context validity. One option is timer-based, but it may not necessary to configure valid time through messages. Time value can be fixed in the nodes, e.g. UE, eNB.
ASUSTeK: It is beneficial to introduce validity timer. We also agree with Nokia Networks that area based validity could be introduced, especially support of UP solution is optional.
Samsung: Implementation point of view, validity timer is anyway required; hence standardized one would be better.
DOCOMO: It is beneficial to define how long the UE keeps the valid AS context. The UE is not required to keep the AS context infinitely. The eNB can also release the invalid AS context when the valid time elapses after the UE goes RRC_IDLE. Given that the UP solution is to be developed to apply for non-NB-IoT UEs, the valid time of AS context should be configurable by the eNB depending on different use cases and traffic characteristics.
Sharp: we also think timer based AS context release is useful, as keep AS context during the whole lifetime has no benefit, especially in some cases
Sony: at some point NW would need to delete the context, for example if the device has been switched off or broken down then the connection will never be resumed. Therefore UE should also delete the context after a certain time to address the case where UE is still operational, but has not connected for a long period of time.
BlackBerry: We believe a validity timer associated with the stored AS context in the UE and network is useful. Different timer values (e.g. shorter) could be used when the number of devices in a cell becomes large and an eNB has a preference to not store so many contexts for whatever reasons, I addition this would not prevent the use of additional network-centric mechanisms (e.g. selective context deletion). Knowledge by UEs that contexts have been autonomously released avoids unnecessary attempts to recover AS contexts from source (suspending) cell when a UE wakes up in a different cell.
NEC: Validity timer will be useful. If it is signaled, it can be optional with default value with slightly longer time.


	No
	Intel:   The benefit of having such a time is that it avoid going through a Resume failure when the network has deleted the context.  But this assumes the network is using a timer based deletion of UE context which may not be valid.  There are many other implementations network could use such as deletion when the number of stored UE context exceed a certain value.  Hence not using it gives more flexibility for the network.  And the benefit for the cases does not justify the added complexity.
CATT: We don’t see a strong need for having a validity timer based UE context release. There may be some scenarios where AS context is not available, eg. If the UE may have moved to a cell which can’t get UE context via context fetch. A mechanism should be support to handle resume failure.
HTC: We think a valid time is not needed. When the AS context is not available, the network can reject the resume request and the UE knows the AS context is not valid. 
Huawei, HiSilicon: The valid time for AS context seems not essential. For one particular UE, after the RRC is suspended: 1) if the eNB released the stored AS context due to e.g. storage capacity limitation, upon the reception of the RRC resume request, the eNB can just reject it; 2) if the UE released the stored AS context in e.g. exceptional case, when the UL data arrivals, the UE can just initiate the legacy RRC connection request procedure
Ericsson: From a UE point of view, keeping a stored context does not seem to be an issue. On the network side a stored context consumes some resources and clean-up of stale contexts may occasionally be needed. With an efficient procedure for establishing a new connection in response to a resume request, such clean-up could be left to the network. If an upper bound on the validity of a stored context is desirable, this could be based on periodic TAU.




2.2 Resume ID
In the RRC resume procedure, the Resume ID is used by the eNB as the UE identifier to address the stored AS context at the eNB. During the NB-IOT adhoc meeting, the following agreements were made on the Resume ID:

· In TR 23.720, in the evaluation of solutions it is assumed that solution 18 works in a multi-cell scenario. 
· S-TMSI is not used as resume ID
· We assume we use C-RNTI as a part of the resume ID. 
Discussion point 3: Below we listed potential options on the definition of the Resume ID. Please companies indicate which option is preferred.
Option 1: Reuse the existing ID

· Option 1.1: C-RNTI + PhysCellId (9bits). The combination of C-RNTI and PCI is currently used for identifying the UE context at RRC connection re-establishment.
· Option 1.2: C-RNTI + CellIdentity (28bits). The CellIdentity is used to unambiguously identify a cell within a PLMN.
Option 2: C-RNTI + New eNB Identifier (as proposed in [1]). The details are FFS.
Table 3. Company's view on Discussion point 3

	Preference
	Company's name and comments

	Option 1.1
	Nokia Networks: This option seems sufficient. In addition Short MACI needs to be included. 
Vodafone: I agree with Nokia Networks. If we go this way then we will have C-RNTI (16 bits)+ PhysCellId (9bits)+ShortMACI(16bits). 
FUJITSU LIMITED: option 1.1 is the simplest and if this ID is used for RRC connection re-establishment it should be sufficient. But in case of mobility we need to be sure that PCI is enough for the new cell in order to identify the previous cell.
LG: Considering large number of repetitions for coverage enhancement, we think PCI seems to be sufficient. 
ZTE: Prefer to use C-RNTI + PhysCellId (9bits)+ TOKEN(16)
Samsung: Seems sufficient, and reusing the current message structure would be possible.
DOCOMO: I agree with Nokia and Vodafone that ShortMAC-I is also required for authenticating the UE to resume the RRC connection. Given that size of Msg.3 is limited to ensure the robust message delivery at the cell edge, reusing the existing ID (C-RNTI, PCI and ShortMAC-I) is desirable.
Sharp: agree with Nokia Networks and Vodafone
HTC: We think the C-RNTI + PhysCellId is enough.
Huawei, HiSilicon: The combination of C-RNTI and PCI is sufficient. This is because in general operators will only configure the X2 interface between two neighboring eNBs and only in this case the target eNB can successfully fetch the UE context from the source eNB after the RRC resumption in the target eNB. Using of PCI can unambiguously identify a cell among the neighboring eNBs, which has already been justified in the existing RRC connection re-establishment procedure.
Sony: This seems to be enough. In case of any PCI collision/confusion then resume failure and new connection establishment will solve the problem.
BlackBerry: We support the reuse of C-RNTI+PC. In combination with ShortMAC-I, this provides sufficient address space to ensure the context is unambiguously identified and retrieved. Should C-RNTI and PCI be insufficient to locate a single context then application of the ShortMAC-I will resolve any remaining ambiguity.
NEC: Agree with Nokia Networks and Vodafone.



	Option 1.2
	CATT: We prefer reuse of existing ID. Our preferred option is option 1.2. Compared to option 1.1, option 1.2 provides flexibility in ID allocation. Applicability of option 1.1 is limited due to the possible PCI collision; hence the area covered is limited.
DOCOMO: If CellIdentity (28bits) is used in Msg.3, the message size becomes 9 octets! It should be avoided as much as possible. If CellIdentity is needed to address PCI confusion, an alternative approach can be considered, e.g., providing CellIdentity in Msg.5.


	Option 2
	Vodafone:This option is not what is described in the document [1],therefore it is hard to comment on it
Intel: Given that we have agreed on the the C-RNTI as the UE id, we support using C-RNTI+ an identifier that is assigned by the network that can locate the UE context in the network.  It could be seen as an eNB id but does not have to be – it doesn’t matter from the UE point of view.  UE simply echoes back the id it has been provided.  Size of eNBid should be so as to keep the overall message size the same as Reestablishment Request today.

Note: this is not exactly the same as option 2 as described in [1]
ASUSTeK: We support using C-RNTI+ an identifier that is assigned by the network that can locate the UE context in the network. In our view, the new identifier should be able to unambiguously identify a cell of an eNB.


	A eNB assigned Resume ID (C-RNTI is not included)
	Ericsson: The Resume Id is used by eNBs to identify a stored context of a UE. It does not have a meaning for the UE and from a UE point of view could be any bitstring. Solution 18 assumes that the Resume Id is assigned by the eNB.

Some drawbacks of C-RNTI+PCI and C-RNTI+Cell have been described in [1]. Drawbacks of C-RNTI, PCI and CellIdentity include:

· C-RNTI and PCI/Cell Identity pair is known to a potential attacker

· Creates dependency between management of connected and suspended context à suspend impacts non-resume functionality.

· C-RNTI range is too small. PDCCH blind decoding performance depends on C-RNTI allocations. For performance reasons it is desirable to use only a subset  of the C-RNTI space. If connected and suspended contexts share the same C-RNTI space and only half of the C-RNTIs can be used, only a total of roughly 32000 connected and suspended UEs can be supported under a cell.

· The Physical Cell Identifier (PCI) can take 504 distinct values and is used to distinguish cells in a local environment. As such the PCI does not identify the eNB.

· PCI reuse is not deterministic and boundaries between areas reusing the same PCI cannot be detected by the UE; e.g., they are not aligned with TA borders. Thus, the UE cannot determine when to and when to not attempt resume.

· CellIdentity is associated with the primary PLMN of the cell. In case the primary PLMN of the new cell is different from the primary PLMN of the cell in which the connection was suspended, the PLMN would need to be signalled or resume should not be attempted. This may not be ideal in network sharing scenarios.

· CellIdentity is a 28-bit identifier. In combination with C-RNTI this results in a 44-bit identifier which is not easily reduced. The C-RNTI+CellIdentity further has the limitations of both C-RNTI and CellIdentity.

An eNB assigned identifier does not have these drawbacks. It is a proven mechanism which is used in, e.g., UMTS, where the UE is assigned a U-RNTI identifier by the RNC. The U-RNTI is used among other things to find the relevant UE context at URA update.  The U-RNTI consists of RNC Id and S-TMSI parts. The split of bits between RNC Id and S-TMSI depends on network configuration and is not known to the UE. The RNC Id was originally 12 bits. This was later considered too small and an extended RNC Id with 4 extra bits was introduced. The possibility to adapt to future needs, without affecting the operation of existing UEs, provides future proofness; something which is particularly important for devices with long expected life. 

An eNB assigned identifier is a simple solution and decouples network configuration aspects from the Uu protocols. In fact, details of the identifier would not need to be captured in UE specifications. Furthermore an eNB assigned identifier decouples management of connected and suspended contexts.

In summary an eNB assigned Resume ID avoids the drawbacks of other options and has several additional benefits as described above. We therefore believe that the Resume ID should be assigned by the eNB at suspend.


2.3 Multiplexing of Msg3 and DRB/NAS PDU
During the NB-IOT adhoc meeting, the following agreement on random access was made, which is relevant to the discussion on multiplexing of Msg3 and DRB/NAS PDU:
· Chair: Proposal 6 on RACH preamble partitioning based on message size is not agreed. 

As proposed in [5], DRB could be multiplexed (in MAC) with RRC resume request if the granted transport block size permits. Similarly, for the purpose of tracking area update, an RRC encapsulated NAS PDU could be multiplexed (in MAC) with RRC resume request if the granted transport block size permits. Note: Multiplexing of Msg3 and DRB requires the activation of AS security before sending the RRC resume request.
Discussion point 4: Please companies indicate whether they support the multiplexing of Msg3 and DRB/NAS PDU in MAC.
Table 4. Company's view on Discussion point 4
	Preference
	Company's name and comments

	Yes
	FUJITSU LIMITED: If the AS Security can be activated before sending RRC connection setup then this may be possible depending on the UL grant in the RAR message
Ericsson: Depending on network load and link quality the network should be able to provide grants larger than the minimum size for Msg3. This is useful both for UEs in connected state and for UEs performing initial access. A possibility to multiplex CCCH and DTCH in msg3 is beneficial for the UE because signalling and time needed in connected state may be reduced. From a MAC layer p-o-v, multiplexing of CCCH and DTCH in Msg3 is no different from multiplexing DCCH and DTCH or DTCH and DTCH in Msg3 or later. In LTE there is no restriction in the MAC layer. A limitation not to allow multiplexing of CCCH and DTCH in Msg3 is not useful and should be avoided.



	No
	Nokia Networks: Resume may fail and data would be sent unnecessarily. In addition data shall not be transmitted before security is activated. 
Vodafone: I think that there is no ultimate need to have a data multiplexing in msg 3
Intel: We also do not see much motivation to do such multiplexing considering the failures and that it may not always be possible.
CATT: We don’t see requirement of transmitting data at msg3. Main benefit of allowing the data transmission in msg3 is resource efficiency. However it is not possible to quantify how much resources saved as the reliability of data reception over msg3 is not guaranteed.
LG: Contention is not resolved at Msg3.
ZTE: Agree with Nokia and LG. Furthermore, DRB multiplexed (in MAC) with msg3 will cause undesired large size msg3. And the issue of implicitly increasing the priority of DRB should be considered. 
ASUSTeK: DRB/NAS PDU may be missing if resume fails.
Samsung: Msg 3 is intended to be very short message (mostly just 56 bit, and in better channel condition tens of more bits). DRB/NAS PDU in the message 3 seems not bringing any real value (anyway, only part of them will be transmitted)
DOCOMO: Currently, there is no way to activate AS security before sending RRCConnection(Re)establishmentRequest. To do this, one potential approach is to keep AS security activated while in RRC_IDLE. Nevertheless, there is a potential security risk and it should be consulted by SA3. In that sense, there is no strong motivation to support DRB multiplexing in Msg.3.
Sharp: also think no need for such optimization.
HTC: We don’t see any need on support multiplex of Msg3 and DRB/NAS PDU in MAC.

Huawei, HiSilicon: 1) there is no urgency to send the DRB data in Msg3 for NB-IOT, Msg5 or latter is sufficient; 2) RRC resume may fail and in this case the DRB data would be sent unnecessarily.
Sony: For user-plane solution we should send after connection has been resumed or established successfully. 
NEC: Firstly security activation has to be confirmed by the network. Also, there will be no need to send data at this step and BSR should be sufficient.




2.4 Security aspects
RAN2#92 made the following agreement on security for the UP solution:

· We assume that at suspend – resume, security is continued. It is FFS how this is done. 
2.4.1 Key refresh
In the current specification, key refresh (horizontally or vertically based on NCC - NextHopChainingCount) is performed at HO. Since HO is not supported for NB-IoT, key refresh should be considered at RRC resume. The following are two potential options:

· Option 1: Provision of the NCC in RRC suspend (RRC connection release). This option allows an earlier activation of the AS security (i.e. before sending Msg3). This option implies that the eNB always needs to provide the NCC to the UE (hence change the KeNB), since the UE may resume the RRC connection in another eNB in the future.
· Option 2: Provision of the NCC in RRC resume (Msg4). This option means that the eNB can choose to provide the NCC to the UE (hence change the KeNB) only when needed, e.g. in case the UE resumes the RRC connection in another eNB or in case the PDCP COUNT has wrapped-around. 
Discussion point 5: Please companies indicate which option is preferred.


Table 5. Company's view on Discussion point 5
	Preference
	Company's name and comments

	Option 1
	Ericsson: Provision of the NCC in RRC suspend would enable DTCH transmission in Msg3 and fully protected connection resume message in Msg4. Always changing keys at resume has the additional benefit of a single unified UE behaviour for all cases; i.e., less complexity.

The alternative to provide NCC with connection resume message means that the resume message would not be ciphered and may impact DL data handling in Msg4 due to delayed start of security. Optional provisioning of NCC/key change adds complexity for multiple behaviour options and for keeping and maintaining COUNTS and keys during suspend. Such functionality is not supported in LTE and thus would require further work, specification and testing.

Providing the NCC at suspend and always using the same procedure is therefore preferred. This is also assumed in Solution 18; see TR 23.720.



	Option 2
	Nokia Networks: This would be logical option . 
Vodafone: In case we do not do the multiplexing then option 2 is sufficient.
FUJITSU LIMITED: This should be checked by SA3
Intel:  In NB-IoT, we don’t expect UE mobility.  This means in almost all cases, change of keys or use of NCC is not necessary.  For the mobility cases, it can be provided in the new cell similar to re-establishment today.  We also don’t see a benefit of using new keys to allow COUNT to be reset and don’t see an issue with continuing it. 
CATT: We think this option goes with the principles followed currently in LTE specifications and no reason to deviate from that.
LG: We think first data is transmitted in Msg5, so option2 is sufficient.
ZTE: Prefer this option.

ASUSTeK: This option is sufficient.
Samsung: More aligned with the current specification Discussion point 6
DOCOMO: Support Option2. With this option, how to update the security key can be defined as the same way for the RRC Connection Reestablishment procedure.
Sharp: prefer option 2, it seems more reasonable.
HTC: We support this option.
Huawei, HiSilicon: 1) This option is more aligned with the previous agreement that security is continued after RRC resumption, as eNB can choose to not change the KeNB when the UE resumes the RRC in the original eNB. 2) no need to support earlier activation of the AS security, since we don’t see the need to multiple DRB with Msg3.

Sony: This option makes sense.
NEC: This should be the baseline and asked to SA3.



2.4.2 Re-keying
In the current specification, re-keying is performed at HO (based on the keyChangeIndicator). Since HO is not supported for NB-IoT, we need to discuss whether to support re-keying at RRC resume. The following are two potential options:

· Option 1: Support re-keying at RRC resume. The details are FFS.
· Option 2: Not support re-keying at RRC resume, assuming that re-keying would be infrequent enough and we will rely on releasing and establishing a new RRC connection. This may need to be confirmed by SA3.
· Option 3: Support intra-cell handover only for key refresh.
Discussion point 6: Please companies indicate which option is preferred.


Table 6. Company's view on Discussion point 6
	Preference
	Company's name and comments

	Option 1
	Nokia Networks: We think that re-keying could be optionally i.e. not always done at RRC resume. 
DOCOMO: If key refresh is preformed when RRC connection is resumed, it is not clear when the NAS SMC procedure is conducted. If the NAS SMC procedure was performed before suspending an RRC connection and the UE stayed in RRC_IDLE for a long time (e.g., a few days), it is not sure if the last NAS SMC is still valid. The feasibility from security viewpoints should be consulted by SA3.
NEC: NW should be able to select whether re-keying is required or not. As a possible solution, concept of intra-cell HO may be considered with removing unnecessary functions, e.g. PDCP status reporting upon L2 re-establishment. (in some sense, maybe Option 3)


	Option 2
	FUJITSU LIMITED: This option seems sufficient depending on confirmation from SA3
Intel:  If the keys (or any other AS context related information) change, the context can be cleared and UE will go through legacy Idle/Active transition.  Re-keying should be quite rare.
CATT: We think this option is sufficient.
LG: If re-keying is needed, the UE has to establish a new RRC connection.
ZTE: We also think this option is sufficient.
ASUSTeK: Re-keying could be done by resume reject.
Samsung: No strong opinion, but no re-keying would be sufficient for this release
DOCOMO: If key refresh relies on releasing and establishing a new RRC connection, U-plane date delivery is interrupted and data retransmission on the application layer would be required after the connection establishment. This results in enlarging the communication time and increasing UE power consumption. In addition, the risk not to support key refresh should also be consulted by SA3.
Sharp: relying on RRC connection release-setup is sufficient, should wait for SA3 confirmation.
HTC: We support this option.
Huawei, HiSilicon: for re-keying, we prefer to rely on releasing and establishing a new RRC connection, since re-keying is not frequent. Please note that support of re-keying in RRC resume doesn’t simply means adding of keyChangeIndicator in Msg4, also RAN3 even SA2 might be impacted, e.g. on the UE CONTEXT MODIFICATION REQUEST message and on the X2 handover preparation message.
Sony: This option is sufficient since re-keying will not occur frequently.
BlackBerry: We are of the same opinion as others here as rekeying would happen infrequently then this option is sufficient, However we think that soliciting confirmation from SA3 would be sensible.


	Option 3
	DOCOMO: This is the simplest approach without involving SA3.


	Ask SA3 first
	Ericsson: Whether re-keying needs to be performed at resume depends on whether there are key lifetime considerations which would leading to significant signalling overhead due to re-keying if performed via new connection establishment. In LTE it was considered that re-keying would be supported without needing to go through idle state. Unless SA3 is already discussing this, RAN2 may want to ask SA3 to clarify this aspect.



2.4.3 Authentication token
If a UE attempts to resume the RRC connection, for security reasons, it needs to provide the authentication token to the eNB. The following are two potential options:

· Option 1: Reuse the ShortMAC-I (calculated by old C-RNTI, old PCI and new Cell-ID) as the authentication token, which is currently used in the RRC Connection Reestablishment procedure.
· Option 2: The authentication token is encoded in the Resume ID as proposed in [1] (it is assumed that the eNB assigned Resume ID is not visible or predictable to external parties as the RRC suspend message is ciphered). The feasibility of this option needs to be confirmed by SA3.
· Option 3: Define a new authentication token, which needs to be done by SA3.
Discussion point 7: Please companies indicate which option is preferred.


Table 7. Company's view on Discussion point 7
	Preference
	Company's name and comments

	Option 1
	Nokia Networks: It would be simplest just to use this existing functionality.
Vodafone: agree with Nokia Networks
FUJITSU LIMITED: Reuse the ShortMAC-I seems the simplest option as in current ReestabUE-Identity
Intel:  Short-MAC-I is sufficient and simplest to re-use. Since we have already agreed on C-RNTI for part of the resume id, we are limited in what we can do to include authentication token into resume id. However, we are also open to consider other authentication mechanisms such as simply depending on Integrity protection (MAC-I) in msg 5 if acceptable to SA3.
LG: Reuse already existing functionality is sufficient.
ZTE: Prefer this option. It’s a simple way.

Samsung: Agree that the existing functionality should be the first candidate.
DOCOMO: Agree on the already provided comments.
Sharp: option 1 is sufficient, as it works well in current re-establishment procedure.
HTC: Re-use ShortMAC-I is much simple, we support this option.
Huawei, HiSilicon: agree with Nokia Networks, it is better to reuse the existing functionality.
Sony: Should re-use existing procedure unless any real problem is identified with that..
BlackBerry: again we are in agreement, we should reuse existing mechanisms particularly if they are deemed appropriate by SA3.
NEC: This seems sufficient.


	Option 2
	

	Option 3
	CATT: We are open to check with SA3 simplicity of new authentication token and request SA3 opinion on the security aspects before making decision.
Ericsson: Since the use case is different from reestablishment, SA3 would need to investigate requirements for and properties of a MAC. The choice of a suitable MAC should be left to SA3, but RAN2 could indicate, e.g., that similar to for reestablishment, the size of the MAC is an important aspect also for resume. If based on similar principles as the MAC for reestablishment although not identical to ShortMAC-I, the impact would seem small.




Then, another open issue is to how the UE will provide the authentication token to the eNB. The following are two potential options:

· Option 1: Provision of the authentication token in Msg3.

· Option 2: Provision of the authentication token in the subsequent RRC messages (e.g. in Msg5, if RAN2 agrees to introduce the RRC resume complete message).
Discussion point 8: Please companies indicate which option is preferred.


Table 8. Company's view on Discussion point 8
	Preference
	Company's name and comments

	Option 1
	Nokia Networks: Authentication token can be provided in MSG3 as today i.e. in RRC Connection Re-establishment Request message
FUJITSU LIMITED: Same as above discussion point we think ReestabUE-Idetity can be used
.
Intel:  As indicated in the previous answer, we are open to both options.  We think short-MAC-I is sufficient.  If it is not (as per SA3), then the size of the message 3 should be considered and msg 5 is another option we can consider.  
LG: Reuse already existing functionality is sufficient.
ZTE: Msg3 is ok for providing authentication token as soon as possible.

ASUSTeK: It is logical to provide authentication token together with resume ID, i.e. in Msg3.
Samsung: it is aligned with the existing procedure, and we can reuse it as much as possible.
DOCOMO: It is desirable if UE authentication is performed before the eNB accepts an RRC connection and replies Msg.4 to the UE.
Sharp: agree with Nokia Networks.
HTC: Agreed with LG. It’s reasonable.
Huawei, HiSilicon: it is beneficial to provide the authentication token in Msg3. Otherwise, if authentication token is provided in Msg5 and the authentication fails, radio resources consumed by RRC resume request and RRC resume are unnecessarily wasted.

Sony: Should re-use existing procedure unless any real problem  is identified with that..
BlackBerry: re-use the existing procedure if deemed appropriate.
NEC: If Option 1 for the Point 7 is agreed, then this option could be also valid. (Otherwise, may need reconsideration.)
Ericsson: Solution 18 assumes that the authentication token/MAC is signalled in Msg3.


	Option 2
	Intel:  As indicated in the previous answer, we are open to both options.
  CATT: authentication token can be provided in a subsequent RRC message.



2.4.4 PDCP COUNT

The storage of PDCP COUNT after RRC suspension was discussed in [9] and [15]. The following are two potential options:

· Option 1: UE stores the COUNT after RRC suspension.
· Option 2: UE doesn’t store the COUNT after RRC suspension; instead the UE initializes the COUNT value to 0 at RRC resumption. This option may have security risks, since the security context will always be maintained (if the previously used KeNB is used). This may need to be confirmed by SA3. 
Discussion point 9: Please companies indicate which option is preferred.


Table 9. Company's view on Discussion point 9

	Preference
	Company's name and comments

	Option 1
	Intel:  UE stores the COUNT.  This is expected to be needed for security if we continue with the previous key.
LG: Suspend means keeping all SNs and state variables.
Samsung: Not sure whether option 2 is really allowed behavior in the current security framework. We don’t think storing PDCP COUNT is extremely difficult/burdensome.
Huawei, HiSilicon: Storage of the COUNT after RRC suspension can avoid the security risk, and such UE behavior is not complicated.
Sony: Should confirm with SA3 but initializing to 0 carries some risk which may be unacceptable..
BlackBerry: Believe storing COUNT is a more secure approach, but whether this is appropriate should be confirmed with SA3.


	Option 2
	Nokia Networks: This seems simplest, but agree that this may need to be confirmed from SA3
FUJITSU LIMITED: Agree that this needs confirmation from SA3
CATT: this is a simple solution, depending on SA3 opinion and feasibility of the solution.
ZTE: Agree that this needs confirmation from SA3.

DOCOMO: This is simpler approach and the same as the existing RRC Connection Reestablishment procedure.
Sharp: Agree that this needs confirmation from SA3
HTC: We should keep the NB-IoT solution simple and agree that this needs confirmation from SA3.


	Key change at resume and not store COUNT
	Ericsson: Key change at resume has the benefit that COUNTs can safely be reset at resume. Hence, no need to store COUNTs and no risk for COUNT desynchronisation. Also for LTE it was for simplicity and robustness reasons decided to change keys and to not continue PDCP COUNTs at HO.

Not changing keys leads to need for extra functionality and complexity, need to keep more context, and risk for desynchronised UE and nw contexts. 




2.5 RRC resume procedures
2.5.1 RRC resume request (Msg3)

RRC resume request is used to trigger the resumption of the previously stored AS context. The open issue is whether it should be a new RRC procedure or we could reuse the existing RRC procedure. There are 3 potential options, as follow:
· Option 1: Reuse the existing RRCConnectionRequest procedure (together with necessary changes)

· Option 2: Reuse the existing RRCConnectionReestablishmentRequest procedure (together with necessary changes)

· Option 3: Introduce a new RRC procedure (i.e. define a new RRC message on UL-CCCH, for example, RRCConnectionResumeRequest)

Discussion point 10: Please companies indicate which option is preferred.


Table 10. Company's view on Discussion point 10
	Preference
	Company's name and comments

	Option 1
	Intel:  We prefer to base this on RRC connection request.
CATT: RAN2 agree that Suspend is considered as “ RRC_Idle”. Therefore, aligning the current procedure for RRC_Idle to RRC_Connected is in our opinion a logical approach for “connection resume” procedure.
LG: We think though a resume ID migth be similar to RRCConnectionReestablishment, the AS-NAS interaction and subsequent procedure itself has the most similarities with RRC connection establishment procedure. For avoiding some redundancy, we prefer using the exsting procedure.
ZTE: Prefer this option. It can complete the resumption procedure with simplest modification. And the AS-NAS interaction can be re-used. The reject procedure also can be re-used in the abnormal or failure scenarios. 
DOCOMO: Resumption of an RRC connection can be regarded as establishment of an RRC connection regardless of whether the UE AS context is stored or not. An establishment cause should be included depending on a NAS call type. Although some fields are common to the RRCConnectionReestablishment message, the UE state when initiating an RRC resume request is different. For instance, the UE is still in connected and applies the default configuration when initiating an RRCConnectionReestablishmentRequest message, while the UE is in idle has not been configured with any radio resources yet (just keep them as UE variables) when requesting to resume an RRC connection.
Huawei, HiSilicon: We agree with CATT.
NEC: To our understanding based on discussion in NB-IoT AH meeting, RRC Connection Request message is NAS-triggered but Reestablishment Request is AS-triggered. So, the Reestablishment Request cannot be reused, although we agree many commonalities are seen for resume case. Since we slightly prefer to reuse existing procedure, it would be better to try reusing this but would like to know other opinions.



	Option 2
	Nokia Networks: RRC Connection Reestablishment procedure has a lot of functionality that can be reused e.g. identifiers, authentication token, SRB and security resumption. Establishment cause and DRB resume needs to be added in this procedure. 
FUJITSU LIMITED: As stated priously we think re-use of existing  RRCConnectionReestablishmentRequest is the simplest option
Samsung: All the discussion points so far seem to suggest that option 2 is the way to go.
HTC: Since the resume procedure should simalr to current RRC Connection Re-establishment procedure, we sightly prefer to re-use it.
BlackBerry: We feel the resume procedure is very similar to the RRC Connection Reestablishment procedure, including the reuse of the identifiers for the AS context ID. In addition we see interaction with the Context fetch behaviour as used for the existing RRC Connection Reestablishment procedure, essential for resuming in a cell different from the cell where the suspension originally took place.


	Option 3
	Vodafone: I agree that many fields of RRC connection reestablishment are also applicable to the rrc connection resume, but RRC connection reestablishment is a procedure to deal with the failures like handover failure, reconfiguration failures, etc, but the resume procedure is a normal operation and is more similar to the RRC connection request in this sense. To have a very clear differentiation, I would prefer to use a new procedure. 
ASUSTeK: Adding new behaviours into current procedures increases complexity for reading and maintaining. It is more clear to define new procedure for resumption.
Sharp: we have the similar thinking with Vodafone that introduce a new procedure/message is clearer and also for specification modification.
Sony: A new procedure would be clearer – message contents and procedures will be different to existing procedures.
Ericsson: For reasons described at the NB-IoT adhoc and in R2-160475 it is preferred to reuse the the RRC connection establishment procedure framework, but specify a new resume request message.

Procedure wise resume and establishment are similar; e.g., IDLEàCONNECTED transition and applicability of access control. But defining a new message for resume request would be cleaner, more clear and provide a more clear functional division between resume request and connection request. Also, for the provisioning of resume request specific information, a new message is better than extending an existing message.

Resume and reestablishment are too different to share the same procedure. They are initiated from different states, are subject to different access control mechanisms and use different cause values.

Defining a new procedure entirely separated from the establishment procedure is also possible but would lead to more duplication than just defining new messages under the existing establishment procedure framework. Still, a new procedure is preferred over reusing the reestablishment procedure framework. With the reestablishment procedure the desired and expected gains with solution 18 cannot be achieved. The reestablishment procedure requires more signalling because security is re-established and confirmed later and because yet another two-way hand-shake is required to re-establish the DRB(s) after re-establishing SRB1 and security.

 


2.5.2 RRC resume (Msg4)

Upon the reception of the RRC resume request from the UE, if the eNB successfully finds the stored AS context, it will reply to the UE with RRC resume. Similarly to RRC resume request case, the open issue is whether it should be a new RRC procedure or we could reuse the existing RRC procedure. There are 3 potential options, as follow:
· Option 1: Reuse the existing RRCConnectionSetup procedure (together with necessary changes)

· Option 2: Reuse the existing RRCConnectionReestablishment procedure (together with necessary changes)

· Option 3: Introduce a new RRC procedure (i.e. define a new RRC message, for example, RRCConnectionResume)

Discussion point 11: Please companies indicate which option is preferred.


Table 11. Company's view on Discussion point 11
	Preference
	Company's name and comments

	Option 1
	Intel: We prefer to re-use setup but careful consideration has to be given to the way ASN.1 is extended so as to allow future extensions.  We are also open to new message as mentioned in option 3 below..

CATT: We prefer this option which is align with use of RRCConnectionrequest for connection resumption.
LG: see previous comments.
ZTE: Agree with CATT.
DOCOMO: See our previous comment to Msg.3. We think that reuse of the existing RRC connection establishment procedure is more aligned with the concept of resuming an RRC connection.
Huawei, HiSilicon: Agree with CATT.

NEC: Aligned with the Point 10.


	Option 2
	Nokia Networks: see previous comments
FUJITSU LIMITED: As stated previously we think re-use of existing  RRCConnectionReestablishmentRequest is the simplest option
Samsung: All the discussion points so far seem to suggest that option 2 is the way to go.
HTC: see priovious comments.
BlackBerry: as indicated in the previous discussion point, we believe that reusing components of the reestablishment procedure is the most straightforward solution.


	Option 3
	Vodafone: See previous comments
Intel: we are open to this solution as well, but careful consideration has to be given to the way ASN.1 is extended so as to allow future extensions.
ASUSTeK: Adding new behaviors into current procedures increases complexity for reading and maintaining. It is more clear to define new procedure for resumption.
Sharp: See previous comments
Sony: New RRC message and procedure is clearer.
Ericsson: The procedure where the RRC connection resume message is sent cannot be discussed independently from the procedure for RRC connection resume request. They would be part of the same procedure. Hence, and for the same reasons as for the connection resume request (see above), the RRC connection resume message should be a new message and incorporated in the connection establishment procedure framework. Also, a new procedure is preferred over reusing the reestablishment procedure framework. With the reestablishment procedure the desired and expected gains with solution 18 cannot be achieved (see above). 




As indicated in [6], another open issue is whether delta configuration (on top of the stored AS context) is supported for RRC resume. The delta configuration might be the configurations included in the existing radioResourceConfigDedicated, e.g. SRB/DRB configuration, physical layer configuration, etc. 
Discussion point 12: Please companies indicate whether delta configuration should be supported for RRC resume.


Table 12. Company's view on Discussion point 12
	Preference
	Company's name and comments

	Yes
	Intel: We don’t think we can rule out yet the need for some reconfiguration that may need to be done as part of the Resume procedure.  We can revisit this after we have a better understanding.
ZTE: Prefer this option which is align with use of RRCConnectionSetup for connection resumption.

DOCOMO: We expect some benefits to reduce the message size resulting in shorter DL message reception time and reducing UE power consumption. Given that radioRecouceConfigDedicated is a mandatory field in the RRCConnectionSetup message, no significant specification impact is foreseen.
Huawei, HiSilicon: it might be beneficial to support the delta configuration for RRC resume in Msg4, since all the radio resources had already been released after RRC connection was suspended. Nevertheless, DRB configuration shouldn’t be part of the delta configuration because it may cause security problems.

BlackBerry: This seems to be a worthwhile optimisation which may reduce the need for any future reconfiguration following RRC Resume.
Ericsson: As per RAN2 agreement at the NB-IoT adhoc reconfiguration is supported for solution 18. With delta configuration already supported, no additional complexity is expected for delta configuration at resume. Delta configuration should therefore be supported to avoid unnecessary signalling.



	No
	Nokia Networks: We don’t see strong need for this
FUJITSU LIMITED: Also, we see no strong need for this
CATT: based on current discussion and agreements, delta configuration may not be necessary.
LG: We don’t see the need for this.
Samsung: Seems unnecessary optimization at least for this release.
HTC: Delta configuration may result in more complexity, we don’t see stong need for this.
Sony: No strong opinion – it seems simple to support, but we don’t see a strong need either.



2.5.3 RRC resume reject (Msg4)

For the situation where a UE attempts to resume the RRC connection but the eNB/MME is congested, there are two possible options: 

· Option 1: Introduce the RRC resume reject procedure. The detailed UE behaviors after the reception of RRC resume reject (e.g. to perform backoff) is FFS. 
· Option 2: Do not introduce the RRC resume reject procedure, and the eNB will always accept the RRC resume request. The eNB/MME relies on the Access Class Barring mechanism to avoid the congestion.
If RRC resume reject is deemed required, whether it is a new RRC procedure or we could reuse the existing RRC procedure will depend on the discussions in section 2.5.1 and 2.5.2.
Discussion point 13: Please companies indicate which option is preferred.


Table 13. Company's view on Discussion point 13
	Preference
	Company's name and comments

	Option 1
	Nokia Networks: There should be possibility for the NW to reject the resume. AS context may not always be available and also in this case resume reject is needed. RRCConnectionReestablishmentReject can be re-used here. 
Vodafone: We already agreed to have a wait timer for the normal RRC connection reject. I do not see a difference to the reject of RRC resume procedure. I think RRC resume reject is a good way
FUJITSU: agree to re-use RRCConnectionReestablishmentReject
HTC: we prefer to introduce the RRC resume reject procedure as the Access control mechanism can’t control congestion completely considering the fact that there will be a large number of IoT devices in the network. There can be a large number of UE passing the access control criteria and still congest the enodeB, therefore the eNodeB should have mechanism to reject the UEs.
Intel: We support reject as we believe it is needed anyway for the case where the network does not have the UE context.
CATT: We also think resume request reject is needed to handle scenario where network does not have stored AS context
LG: We think the network might reject the resume request in some cases due to e.g. authentication failure, congestion. 
ZTE: Resume reject procedure is needed.e.g. for network congestion/load balancing or in other abnormal scenarios. Prefer to re-use RRCConnectionReject.
ASUSTeK: Agree to introduce a new message for resume reject.
Samsung: Option 2 seems not an acceptable option for NW vendors.
DOCOMO: The existing RRCConnectionReject message can be reused for this purpose as it is.
Sharp: we should provide such a way for eNB to reject the resume request for some reasons
Huawei, HiSilicon: There should be possible for the eNB to reject the RRC resume request e.g. in case the eNB/MME is congested
Sony: Seems to be necessary. 

BlackBerry: There seems to be benefit to having a RRC Resume Reject message such as when the valid UE context is not recoverable.
NEC: NW should be able to reject the resume request.
Ericsson: eNB needs possibility to reject a resume request.



	Option 2
	


2.5.4 RRC resume complete (Msg5)

After resuming the AS context, it is not clear whether the UE should reply with the RRC resume complete message to the eNB. If RRC resume complete is deemed required, whether it is a new RRC procedure or we could reuse the existing RRC procedure will depend on the discussions in section 2.5.1 and 2.5.2.
Discussion point 14: Please companies indicate whether the UE should reply with the RRC resume complete message to the eNB after resuming the AS context.


Table 14. Company's view on Discussion point 14
	Preference
	Company's name and comments

	Yes
	Nokia Networks: RRCConnectionReestablishmentComplete can be reused here
Vodafone: I think it should be a new procedure.

FUJITSU LIMITED: agree to re-use RRCConnectionReestablishmentComplete
CATT: RRCConnectionSetupComplete can be reused
ZTE: Prefer to re-use RRCConnectionSetupComplete.

ASUSTeK: As commented, a new message could be used.
Samsung: It is more logical to respond.
DOCOMO: The existing RRCConnectionSetupComplete message can be reused as it is. No additional change is required.
Sharp: introduce a complete message is more aligned with that in current RRC connection setup/re-establishment procedure. And as in our previous comments, we prefer a new message.
HTC: Sight preference for re-using RRCConnectionReestablishmentComplete.
Huawei, HiSilicon: UE should reply with the RRC resume complete message to the eNB after resuming the AS context, to ensure that UE and eNB are synchronized.

Sony: Yes.
BlackBerry: in consistency with previous answers, we believe the RRCConnectionReestablishmentComplete should be reused.
NEC: Aligned with the Point 10 and 11.


	No
	Intel: We don’t think it is essential.  But we are open to have it if it is needed for security purpose (see Intel response to point 7).
LG: If delta configuration is not supported for RRC resume, it does not seem necessary to send complete message.
Ericsson: As per the description of solution 18 (see TR 23.720), a resume complete message is not needed. The purpose of a resume complete message is unclear. Also security has been re-established and confirmed working by resume request and resume. If there is no data that needs to be conveyed to the eNB then no empty signalling message is needed. A resume complete message would increase the UE power consumption and use radio resources.




2.5.5 Fallback in case of RRC resume failure

If a UE attempts to resume the RRC connection but the AS context is not available in the eNB, the RRC resume procedure will fail. There are two potential methods to handle this scenario, as described below:

· Option 1: eNB sends RRC resume reject to the UE. Subsequently, the UE may initiate a legacy RRCConnectionRequest procedure. The details on AS-NAS interaction are FFS.

· Option 2: eNB sends RRCConnectionSetup to the UE. Subsequently, the UE will continue with the legacy RRC connection establishment procedure (i.e. including NAS Service Request in Msg5), so as to avoid sending the RRCConnectionRequest message. The details on AS-NAS interaction are FFS.

Discussion point 15: Please companies indicate which option is preferred.


Table 15. Company's view on Discussion point 15
	Preference
	Company's name and comments

	Option 1
	Nokia Networks: this option seems simplest
Vodafone: Agree with Nokia
FUJITSU LIMITED: Agree this is the simplest option
HTC: We prefer to use option 1 as it follows the legacy behavior and is simple solution.
Intel: Legacy Idle/Active transition is the simplest. There could be several reasons for failure and setup may not work in all cases.
CATT: eNB sends RRC resume reject and UE continues with legacy behavior.
LG: Fallback to RRC connection establishment is simple.
ZTE: Prefer this option.

ASUSTeK: Reject may not frequently happen. This option is sufficient.
Sharp: prefer option1.
Huawei, HiSilicon: we can focus on specifying a simplest solution in Rel-13.

Sony: Seems sufficient.
BlackBerry: there may be several reasons for Resume failure this would be the most consistent and reliable mechanism in this case.
NEC: This will be reasonable approach and simplest.


	Option 2
	Samsung: We can consider if it is possible without any further enhancements. Otherwise, option 1 would be enough.
DOCOMO: There is no need to reject an RRC connection just because the eNB does not store the AS context. The eNB can send the existing RRCConnectionSetup message as it is (no extension), and the UE releases the stored AS context and performs the legacy connection establishment procedure. How this can be done is provided in the proposed CR [16].
Ericsson: To achieve the intended signalling reduction with solution 18 and avoid extra signalling and random access load when a connection cannot be resumed, or, for other reasons a new connection is needed, fallback to connection setup without new random access is needed. That is, it should be possible to to send an RRCConnectionSetup message in response to a RRC connection resume request.



3 Email discussion result
3.1 Summary
Discussion point 1: How to use the RRCConnectionRelease message as the suspend command.

· 6 companies prefer to introduce the “Suspend indication” (1bit)

· 9 companies prefer to introduce one new code point for ReleaseCause (there is one spare value)

· 1 company thinks that the UE can implicitly know whether to suspend or release the RRC connection
· 1 company prefers to introduce one new RRC message for RRC suspend

Considering that some companies have no strong preference between “Suspend indication” and “new code point for ReleaseCause”, it is suggested to agree on the option that supported by more companies.

Proposal 1: Introduce one new code point (e.g. rrcSuspend) for the ReleaseCause in RRCConnectionRelease message.

Discussion point 2: Whether to introduce a valid time for the stored AS context after RRC is suspended
· 12 companies prefer to introduce a valid time
· 6 companies think the valid time is not necessary
For compromise, it is suggested to agree on the option that supported by more companies and introduce the valid time, but the valid time is optionally configured by the eNB.

Proposal 2: Introduce a valid time for the stored AS context after RRC is suspended. The valid time is optionally configured by the eNB. The value range of the valid time is FFS.

Discussion point 3: Resume ID

· 14 companies prefer to use C-RNTI + PhysCellId (9bits) as the Resume ID (together with ShortMAC-I)

· 1 company prefers to use C-RNTI + CellIdentity (28bits) as the Resume ID

· 2 companies prefer to use C-RNTI + New network assigned eNB Identifier as the Resume ID

· 1 company prefers a eNB assigned Resume ID (not include C-RNTI, thus not aligned with the current RAN2 agreement)

It is suggested to agree on the option that supported by majority of the companies.

Proposal 3: Use C-RNTI + PhysCellId as the Resume ID (together with ShortMAC-I).

Discussion point 4: Whether to support the multiplexing of CCCH and DTCH in Msg3

· 2 companies prefer to support the multiplexing

· 14 companies prefer to not support the multiplexing

It is suggested to agree on the option that supported by majority of the companies.

Proposal 4: Multiplexing of CCCH and DTCH in Msg3 is not supported.

Discussion point 5: Key refresh

· 1 company prefers to provide the NCC in RRC suspend
· 16 companies prefer to provide the NCC in RRC resume (Msg4).
It is suggested to agree on the option that supported by majority of the companies.

Proposal 5: eNB provides the NCC in RRC resume (Msg4).

Discussion point 6: Re-keying

· 3 companies prefer to support re-keying at RRC resume

· 13 companies prefer to not support re-keying at RRC resume, but rely on releasing and establishing a new RRC connection

· 1 company thinks we can consider to support intra-cell handover only for key refresh, hence SA3 will not be involved.
· 1 company prefers to consult SA3 before decision is made in RAN2

For compromise, it is suggested that re-keying is not supported at RRC resume (to follow the view of majority of the companies), unless SA3 think re-keying would happen frequently.

Proposal 6: Re-keying is not supported at RRC resume, unless SA3 thinks re-keying would happen frequently.
Discussion point 7: Authentication token

· 15 companies prefer to reuse the ShortMAC-I as the authentication token

· 2 companies prefer to ask SA3 to define a new authentication token

It is suggested to agree on the option that supported by majority of the companies.

Proposal 7: Reuse the ShortMAC-I as the authentication token.

Discussion point 8: Where to provide authentication token

· 15 companies prefer to provide the authentication token in Msg3

· 1 company prefers to provide the authentication token in the subsequent RRC messages (e.g. Msg5)

· 1 company is open to both options

It is suggested to agree on the option that supported by majority of the companies.

Proposal 8: UE provides the authentication token in Msg3.

Discussion point 9: PDCP COUNT

· 7 companies prefer to store the COUNT after RRC suspension

· 7 companies prefer to not store the COUNT after RRC suspension, but most of them agree that this needs to be confirmed by SA3.

· 1 company thinks that the UE doesn’t need to store the COUNT after RRC suspension if we assume key change at RRC resume.
For compromise, it is suggested that, as a working assumption, UE stores the COUNT after RRC suspension and at the same time ask SA3 for consultant. RAN2 can change this working assumption if SA3 thinks there is no security risk even if the UE initializes the COUNT to 0 at RRC resume.

Proposal 9: As a working assumption, UE stores the COUNT after RRC suspension. RAN2 can change this working assumption if SA3 thinks there is no security risk if the UE initializes the COUNT at RRC resume.

Discussion point 10: RRC resume request (Msg3)

· 8 companies prefer to reuse the existing RRCConnectionRequest message
· 5 companies prefer to reuse the existing RRCConnectionReestablishmentRequest message
· 5 companies prefer to introduce a new RRC message
It seems that the preferences from companies are quite diverged.

Proposal 10: For RRC resume request (Msg3), further discuss if it is a new RRC message or we just reuse the existing RRC message.
Discussion point 11: RRC resume (Msg4)

· 8 companies prefer to reuse the existing RRCConnectionSetup message
· 5 companies prefer to reuse the existing RRCConnectionReestablishment message
· 5 companies prefer to introduce a new RRC message. In addition, 1 company is open to this option as well.

Similar to Discussion point 10, it seems that the preferences from companies are quite diverged.

Proposal 11: For RRC resume (Msg4), further discuss if it is a new RRC message or we just reuse the existing RRC message.
Discussion point 12: Delta configuration in RRC resume (Msg4)

· 7 companies prefer to support delta configuration in RRC resume
· 7 companies think delta configuration in RRC resume is not necessary
It seems that the preferences from companies are quite diverged. For compromise, it is suggested that, as a working assumption, delta configuration in RRC resume is not supported. RAN2 can revisit this working assumption after RAN2 has a better understanding on e.g. what will be included in the stored AS context after RRC suspension.
Proposal 12: As a working assumption, delta configuration in RRC resume is not supported. RAN2 can revisit this working assumption after RAN2 has a better understanding on e.g. what will be included in the stored AS context after RRC suspension.
Discussion point 13: RRC resume reject (Msg4)

All the 18 companies think we should introduce the RRC resume reject message. Nevertheless, companies have different view one the corresponding RRC message (i.e. reuse existing message or define a new message), which depends on the outcome of Discussion point 10/11.
Proposal 13: Introduce the RRC resume reject message. It is FFS if it is a new RRC message or we just reuse the existing RRC message.

Discussion point 14: RRC resume complete (Msg5)

· 15 companies think that the UE should reply with the RRC resume complete message to the eNB after resuming the AS context. Nevertheless, companies have different view one the corresponding RRC message (i.e. reuse existing message or define a new message), which depends on the outcome of Discussion point 10/11
· 3 companies think that RRC resume complete message is not necessary.

It is suggested to agree on the option that supported by majority of the companies.

Proposal 14: UE replies RRC resume complete message (Msg5) to the eNB after resuming the AS context. It is FFS if it is a new RRC message or we just reuse the existing RRC message.

Discussion point 15: Fallback in case of RRC resume failure

· 15 companies think that, the eNB should reject the RRC resume request and then the UE will initiate a legacy RRCConnectionRequest procedure
· 2 companies think that, the eNB should send the RRCConnectionSetup to the UE and then the UE will continue with the legacy RRC connection setup procedure. 1 company is fine with this approach if this could be achieved without any further enhancements.
It is suggested to agree on the option that supported by majority of the companies.

Proposal 15: In case of RRC resume failure, the eNB should reject the RRC resume request and then the UE will initiate a legacy RRCConnectionRequest procedure.
3.2 Recommendations 
RAN2 is kindly asked to discuss and agree on the following proposals:
Proposal 1: Introduce one new code point (e.g. rrcSuspend) for the ReleaseCause in RRCConnectionRelease message.

Proposal 2: Introduce a valid time for the stored AS context after RRC is suspended. The valid time is optionally configured by the eNB. The value range of the valid time is FFS.

Proposal 3: Use C-RNTI + PhysCellId as the Resume ID (together with ShortMAC-I).

Proposal 4: Multiplexing of CCCH and DTCH in Msg3 is not supported.

Proposal 5: eNB provides the NCC in RRC resume (Msg4).

Proposal 6: Re-keying is not supported at RRC resume, unless SA3 thinks re-keying would happen frequently.
Proposal 7: Reuse the ShortMAC-I as the authentication token.

Proposal 8: UE provides the authentication token in Msg3.

Proposal 9: As a working assumption, UE stores the COUNT after RRC suspension. RAN2 can change this working assumption if SA3 thinks there is no security risk if the UE initializes the COUNT at RRC resume.

Proposal 10: For RRC resume request (Msg3), further discuss if it is a new RRC message or we just reuse the existing RRC message.
Proposal 11: For RRC resume (Msg4), further discuss if it is a new RRC message or we just reuse the existing RRC message.
Proposal 12: As a working assumption, delta configuration in RRC resume is not supported. RAN2 can revisit this working assumption after RAN2 has a better understanding on e.g. what will be included in the stored AS context after RRC suspension.
Proposal 13: Introduce the RRC resume reject message. It is FFS if it is a new RRC message or we just reuse the existing RRC message.

Proposal 14: UE replies RRC resume complete message (Msg5) to the eNB after resuming the AS context. It is FFS if it is a new RRC message or we just reuse the existing RRC message.

Proposal 15: In case of RRC resume failure, the eNB should reject the RRC resume request and then the UE will initiate a legacy RRCConnectionRequest procedure.
Proposal 16: Send a LS to SA3 and ask questions on security.
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