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1 Introduction
3GPP TSG SA2 has evaluated various architectural enhancements for small data transfer and concluded two solutions are viable [1]. One solution, defined as mandatory, involves moving PDCP functionality from RAN to core network. 

This paper considers the impact to RAN2 specification of this decision.
2 Small data over Control Plane
A simplified architecture for data over control plan is shown in Figure 1. With this architecture header compression and security functions are provided by NAS layer and PDCP does no provide any security function hence security context is removed from access stratum. This is solution 2 defined in sub clause 6.2 of TR 23.720 [1].
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Figure 1 NB-IoT Architecture for data over control plane

Note: In this architecture sourcing company used the abbreviation cNB (CIoT Node B) rather than eNB to differentiate from node B used for LTE/eMTC but ultimate terminology decision to be made by RAN working groups. 

This architecture option has the following implications:
1. Data ciphering and deciphering no longer done by access stratum

2. Integrity protection no longer done by access stratum.

3. RRC control messages are not integrity protected

4. RRC control messages are not ciphered.

5. RLC acknowledged mode required.

Observation 1: With small data over control plane, RRC signaling messages have no integrity protection or ciphered.
Lack of integrity protection of RRC messages is not foreseen as a major security risk due to the fact RRC connection establishment messages are not protected in the current E-UTRAN specification and network controlled mobility is not expected to be supported.
A NB-IoT UE is likely to support a single application hence a single data stream. This means access stratum needs to handle one stream of data packets hence these can be handled sequentially by access stratum.

Some of the other functionality provided by PDCP are also not required as per agreements made at RAN2 #91bis and captured in [2]. Based on this, is there a need for PDCP if a UE only supports solution 2?
3 Small data over user plane
Solution 18 in [1] describes how to adapt existing LTE/eMTC architecture for small data transfer while reducing signalling overhead. In this solution security context is cached in the eNB and the UE and suspending RRC connection when there is no data to transfer.
Sourcing company’s understanding is that this solution will require suspend and resume mechanism to be supported as well as additional procedures to recover from events such as cell reselections or abnormal cases.
If a UE supports architecture solutions 2 and 18 then it raises a number of questions:

1. Does UE decide during attach which architecture solution it wish to use?

2. Do all cells within a tracking area support the same architecture solutions?

Observation 2: Not clear how a device decides to use solution 2 or solution 18 (provided network supports both solutions).
4 Summary
TSG SA2 concluded two solutions are viable to support small data transfer with one solution indicated as mandatory and while the other solution indicated as optional. This leads to following observations.

Observation 1: With small data over control plane, RRC signaling messages have no integrity protection or ciphering.

Observation 2: Not clear how a device decides to use solution 2 or solution 18 (provided network supports both solutions).

Sourcing company makes the following proposals:

Proposal 1: Discuss the need to have PDCP if UE only supports solution 2.

Proposal 2: For architecture solution 2 support RLC acknowledged mode both for uplink and downlink.
Proposal 3: For architecture solution 2 integrity protection of RRC control messages not required.
Proposal 4: Both network and UE shall support architecture solution 2. No indication from network and UE required for this mode.

Proposal 5: Discuss if AS or NAS procedures should include information to allow network to select architecture option 2 or architecture option 18 for data transmission. 
Proposal 6: Discuss if network shall indicate in NAS or AS messages if it supports architecture solution 18 or not.
Sourcing company encourages RAN2 to discuss and conclude on these proposals.
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