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1 Introduction

In RAN2#90, the security aspects for the LTE-WLAN aggregation were discussed and RAN2 decided to send a LS to SA3 [1]. In [2], SA3 provides a reply LS where it provides answers to the questions asked by RAN2:
Q1: whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) is feasible and to evaluate the security impacts of this mechanism. Such a mechanism should not have any impact to the existing 802.11 specifications.
ANSWER: Yes, such a mechanism is feasible allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to CN node and without impact to existing 802.11 specifications.  However, there may be benefits as well as drawbacks for a security solution requiring connectivity to the CN. 

Q2: Whether it would be acceptable from security point of view to not use any WLAN authentication and encryption for a UE utilizing LTE-WLAN aggregation.

ANSWER: It would not be acceptable from security point of view to not use any WLAN authentication for a UE utilizing LTE-WLAN aggregation. 802.11 encryption is not required, but using 802.11 authentication without encryption is currently not allowed as per 802.11 specifications.

SA3 would also like to inform RAN2 that the study of security aspects of LTE-WLAN aggregation is ongoing in SA3.
ACTION: 
SA3 kindly asks RAN2 group to take into account the above responses. 
It becomes clear from the LS that WLAN authentication is needed for LWA operation. In this contribution, we give our view on the eNB assisted security solution for LTE-WLAN aggregation.
2 Security for LTE-WLAN aggregation

WLAN security encrypts, replay- and integrity-protects the payload of data and certain UE specific management/control frames. Additionally, WLAN headers are integrity protected with a Message Integrity Check (MIC). As the LTE-WLAN aggregation is on PDCP level, PDCP encryption extends to the WLAN link. PDCP encrypts the payload data, i.e. PDCP SDU. Re-encrypting this PDCP SDU in WLAN adds certain overhead, but this overhead is not a problem as such. LTE, however, does not protect the PDCP header nor would it protect the bearer ID added by eNB on top of the legacy PDCP header (as agreed in RAN2#91). Thus we see some additional benefit from protecting PDCP header and the bearer ID in WLAN, as that provides integrity protection. Hence, it should be assumed that 802.11 encryption is applied (although SA3 concluded that 802.11 encryption is not required and only integrity protection is needed) as removing it would cause 802.11 specification impact.
Observation 1 802.11 security protects PDCP headers and the bearer ID (which is added to a separate header by eNB).
As per answer to the first question in the reply LS, the eNB-assisted WLAN security scheme was seen as a feasible security mechanism for LWA where the only CN connection is via eNB. Thus RAN2 can start considering the RAN2 impact of the security solution and discuss how security related parameters are conveyed to the UE and WT from eNB, even so, further input is expected from SA3.
Proposal 1 SA3 has acknowledged the eNB-assisted security solution as a feasible security mechanism for LWA. Hence RAN2 should start defining the needed signalling, and discuss parameters needed to be conveyed to UE and WT.
3 eNB assisted WLAN security
In this section, we present one way in which the eNB-assisted WLAN key derivation can work. In principle, an eNB assisted WLAN key derivation works such that the eNB derives WLAN keys from the K_eNB and send those WLAN keys to the WLAN AP over Xw which is assumed to be integrity, confidentiality and replay protected like X2. Before sending the key over Xw to WT, we assume that the control plane Xw has been set up between eNB and WT and that these nodes have authenticated each other, i.e. it is assumed  that the interface is secure. Further, the eNB can provide the UE with all necessary parameters via RRC, so that the UE can derive the WLAN key itself. Since typically security keys are not sent directly over the air, the UE could reuse the K_eNB that it established before, and the eNB could provide the UE with a counter (random value) only via RRC. Then, the UE would be able to derive the WLAN key based on those two inputs itself. 
Figure 1 shows the potential procedures for initiating LTE-WLAN aggregation according to the running CR [3] and additionally details of eNB-assisted key derivation. Similar as in Dual Connectivity, the counter value is provided to the UE when LTE-WLAN aggregation is started.
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Figure 1:  WLAN Aggregation Solution based on deriving WLAN keys from LTE keys

As discussed in the previous meeting, the eNB decides over which WT the aggregation should be initiated, for example based on the WLAN measurements as well as available network resources. Then the eNB initiates corresponding Xw procedures to add the WT. After the WT is added, the eNB configures the UE with the mobility set. For the WLAN key derivation, we furthermore assume that the eNB provides the UE with a counter value, so that the UE can derive the WLAN key based on this counter value and the K_eNB. The eNB also derives a corresponding key from KeNB and the counter. After receiving the RRCConnReconfigComplete message, eNB sends a WLAN addition complete message to the WT, in which the eNB includes the derived key. Note that the key could also be sent already in the WLAN addition request, but it is considered better from security perspective, that the key is only provided to a WT that accepted the request, and after the UE successfully applied the RRC configuration. However, it should also be considered that the key need to be available at the AP as soon as the UE attempts to connect, to prevent authentication failure. Given that the time to connect to WLAN by the UE is typically much longer than the time to provide the key to WT via an Xw message, this should however not be an issue.
Observation 2 K_eNB, which is available in eNB and UE can be reused for derivation of the WLAN key.
Observation 3 eNB needs to additionally provide the UE with a counter for key derivation so that the UE can derive the WLAN key based on K_eNB and counter. 

Observation 4 eNB may provide the corresponding WLAN key (also derived from counter and K_eNB) directly to the WT. RAN3 should introduce a procedure for this.
Observation 5 From security perspective it is better to signal the key to the WT after WT accepted the request, and after receiving the RRCConnReconfigComplete from the UE to avoid distribution of key unnecessarily and to avoid the need to resend a new key in case UE is not able to comply with the RRC configuration.
Proposal 2 In RAN2 we need to specify that similar to Dual Connectivity, eNB provides the UE with the counter in the RRC configuration message. This is confirmed by SA3.  

After this, the UE runs open system authentication and association with the AP and it is assumed that WT handles the related preparations for the APs within the mobility set to enable LWA. Subsequently, the UE initiates the 802.11i 4-way handshake with the derived key as input using WPA2–Personal mode authentication. Eventually, UE and WT end up with a PTK derived from the input key (and further the the two nonces exchanged during the 802.11i handshake). The resulting key can be used to run WLAN Security on the link between UE and AP. How WT configures the APs with the key is however out of scope of 3GPP.

Proposal 3 It is up to WLAN implementation how WT provides WLAN keys for the APs included in UEs mobility set.
3.1 Key update for eNB assisted WLAN security
The keys may need to be updated in certain occasions (which is up to SA3 to decide). If a key update happens when WT is changed (old WT released and new WT added), this key update happens in a similar way as in the LWA initiation presented in the previous section. Towards UE, a new counter is provided in the RRC configuration message which gives also the new mobility set behind the new WT. Based on this the UE starts a new authentication and setup of the WLAN connection. Thereby, towards the WT, the new key can be provided in the WT reconfiguration complete message after WT addition (or earlier, e.g. in WT addition request). The keys could be updated also in cases where WT is not changed, e.g. in case of WT modification. Then, the new key can be provided in the WT modification request, or in WT modification complete. For example, if the eNB replaces all WLAN IDs in the mobility set but the WT remains the same, security key update needs to be triggered. The WLAN keys may be updated also due to other reasons, for example may be triggered the WT itself.
Proposal 4 SA3 can decide the requirements for key updates. Then RRC procedures can be updated accordingly.

4 Conclusion

In this contribution we discussed security for LTE WLAN aggregation and made the following observations and proposals:
Observation 1
802.11 security protects PDCP headers and the bearer ID (which is added to a separate header by eNB).
Observation 2
K_eNB, which is available in eNB and UE can be reused for derivation of the WLAN key.
Observation 3
eNB needs to additionally provide the UE with a counter for key derivation so that the UE can derive the WLAN key based on K_eNB and counter.
Observation 4
eNB may provide the corresponding WLAN key (also derived from counter and K_eNB) directly to the WT.
Observation 5
From security perspective it is better to signal the key to the WT after WT accepted the request, and after receiving the RRCConnReconfigComplete from the UE to avoid distribution of key unnecessarily and to avoid the need to resend a new key in case UE is not able to comply with the RRC configuration.


Proposal 1
SA3 has acknowledged the eNB-assisted security solution as a feasible security mechanism for LWA. Hence RAN2 should start defining the needed signalling, and discuss parameters needed to be conveyed to UE and WT.
Proposal 2
Assume WPA2-Personal mode for WLAN key derivation for  eNB-assisted WLAN security
Proposal 3
In RAN2 we need to specify that Similar to Dual Connectivity, eNB provides the UE with the counter in the RRC configuration message. This is confirmed by SA3.
Proposal 4
It is up to WLAN implementation how WT provides WLAN keys for the APs included in UEs mobility set.
Proposal 5
SA3 can decide the requirements for key updates. Then RRC procedures can be updated accordingly.
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