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1 Introduction
In RAN2#89 meeting, RAN2 has received an LS from SA6 on ProSe one-to-one communication which needs to be supported for MCPTT [1]. On the other hand, in the Rel-13 eD2D WID, the UE-to-Network relay also needs to support ProSe 1-to-1 communication for forwarding traffic of a remote UE, and this has been captured in the Stage-2 CR. 
At the same time, SA2 and SA3 have already reached some agreements on ProSe one-to-one communication. In this contribution, we will investigate PDCP impacts of ProSe one-to-one communication based on agreements reached in SA2/3. 
2 PDCP PDU format
SA3 has approved a solution of security [2] for ProSe 1-to-1 communication, and some details related to RAN2 include the following.

	The bearer with LCID = 0 shall be used to carry signalling messages that are not protected.

The bearer with LCID = 1 shall be used for Direct Security Mode Command and Direct Security Mode Complete.

The bearer with LCID = 2 shall be used for signalling messages that are confidentiality and integrity protected.

The bearer with LCID = 3 to 31 may be used for user plane traffic with confidentiality protection.


Note: the LCIDs used for PC5 unicast have proposed to be updated by RAN2.

The security related contents in the PDCP header were agreed in SA3 [2] as follows.

	6.5.6.4
Security contents in the PCDP header

The 16-bit KD-sess ID and 16-bit Counter parameters are carried in the PDCP header, along with any MAC that is needed for integrity protection. This is illustrated in the Figure 6.5.6.4-1.
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Figure 6.5.6.4-1: Security contexts of the PDCP header for one-to-one communications


From the agreements above, it can be seen that all the PC5 signaling is transmitted in particular sidelink bearers which are different from the bearers used for user plane data over PC5 unicast links. 

Observation 1: the PC5 signaling is transmitted in particular sidelink bearers other than the bearers used for user plane data over PC5 unicast links.
According to TS 23.303 [3], for 1-to-1 communication for relay case, the IPv4 address or the IPv6 prefix of the remote UE is actually allocated by the relay UE. Therefore, ARP protocol is not needed for the IP address collision resolution. For 1-to-1 communication of non-relay case, if the IPv4 address is used, the IP address of one peer for the 1-to-1 communication is allocated by another peer acting as DHCP server. If the IPv6 address is used, the IP address of one peer is either allocated by another peer acting as DHCP server or allocated by itself (i.e., IPv6 link local address). For the case of IPv6 link-local address, SA2 has precluded the need for duplicate address detection for the 1-to-1 link.

	For one-to-one ProSe Direct Communication between two UEs neither of which acts as a ProSe UE-to-Network Relay the following mechanism for IP address/prefix allocation may be used:

a)
DHCP-based IPv4 address allocation with one of the two UEs acting as a DHCP server.

b)
IPv6 Stateless Address auto configuration specified in RFC 4862 [6] for assignment of IPv6 prefix, with one of the two UEs acting as IPv6 default router.

NOTE:
Which UE acts as a DHCPv4 server or IPv6 default router is negotiated during secure layer-2 link establishment.

c)
IPv6 link-local addresses as defined in RFC 4862 [6] are formed by UEs locally. The IPv6 link-local addresses are exchanged during the establishment of a secure layer-2 link over PC5. The UEs shall disable duplicate address detection after the layer-2 link is established.


According to the status above, it can be concluded that ARP packets do not need to be transmitted over ProSe 1-to-1 link. 

Observation 2: ARP packets do not need to be transmitted over PC5 unicast link.

According to the observations 1-2, for a particular sidelink logical channel, either PC5 signaling or user plane data is transmitted. The logical channel identity can be used to identify whether a sidelink logical channel is used for PC5 signaling or user plane data. Two different types of SDUs will not be transmitted in one logical channel for ProSe 1-to-1 communication. Therefore, the field “SDU type” in PDCP header used for ProSe one-to-many communication is not necessary for ProSe unicast communication.

Observation 3: the field “SDU type” in the PDCP header used for ProSe one-to-many communication is not necessary for ProSe unicast communication.

The possible PDCP data PDU formats for ProSe unicast communication are listed in Table.1

	Option 1
	“SDU type” field continues to be used, but may only indicate “IP” for Unicast bearer, which consumes 1 byte with 5 bits reserved.
16 bits PDCP SN is used.
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	Option 2
	“SDU type” field is not used. 1 byte has been saved.
16 bits PDCP SN is used.

With this option, the unicast bearer may not be able to support control PDU if needed in future.
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	Option 3
	“SDU type” field is not used. 1 byte has been saved.

15 bits PDCP SN is used.

“D/C” field is introduced, which can be used for extension to support control PDUs if needed in future.
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Of the three options, we prefer option 3 which saves 1 byte for each PDCP PDU, and at the same time the “D/C” can guarantee the possibility of extension for control PDUs.

Proposal 1: Introduce a PDCP PDU format for sidelink one-to-one communication with fields “D/C” (1 bit), PDCP SN (15 bits), KD-sess ID, data and MAC (when required). 

3 Integrity Protection
In TS 33.303, the following part has been captured.
	6.5.6.1
General

Protection for the traffic between the UEs is provided at the PDCP layer. As the security is not preserved through a drop of the connection, all signalling messages that need to be sent before security is established, may be sent with no protection. 

Editor’s note: This exact message that may be sent without protection are FFS. 

All other messages shall be both integrity and confidentiality protected except the Direct Security Mode Command which is sent integrity protected only.
The bearer with LCID = 0 shall be used to carry signalling messages that are not protected.

The bearer with LCID = 1 shall be used for Direct Security Mode Command and Direct Security Mode Complete.

The bearer with LCID = 2 shall be used for other signalling messages that are confidentiality and integrity protected.
The bearer with LCID = 3 to 31 may be used for user plane traffic with confidentiality protection.


According to the SA3 conclusion, the integrity protection should be introduced for the PC-5 signaling radio bearer with LCID=30.
Proposal 2: Introduce integrity protection for the PC-5 signaling radio bearer in PDCP specification.
4 Conclusion
The PDCP impacts due to ProSe unicast communication have been discussed in this contribution.
Observation 1: the PC5 signaling is transmitted in particular sidelink bearers other than the bearers used for user plane data over PC5 unicast links.
Observation 2: ARP packets do not need to be transmitted over PC5 unicast link.

Observation 3: the field “SDU type” in the PDCP header used for ProSe one-to-many communication is not necessary for ProSe unicast communication.

Proposal 1: Introduce a PDCP PDU format for sidelink one-to-one communication with fields “D/C” (1 bit), PDCP SN (15 bits), KD-sess ID, data and MAC (when required). 

Proposal 2: Introduce integrity protection for the PC-5 signaling radio bearer in PDCP specification.

The CR for TS 36.323 is introduced in [4].
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