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1 Introduction

In RAN#69 meeting, a new WI is agreed to introduce of LTE-WiFi aggregation for support of legacy WLAN.

For RAN2, the objectives of the work item are: 

1. Specify RAN and WLAN protocol architecture of LTE-WLAN RAN level integration at the UE and RAN side based on IPsec tunneling above PDCP protocol layer (i.e. PDCP SDU) between eNB and UE over WLAN.
2. Specify RRC enhancements for establishing the tunnel between eNB and UE, including required signalling of parameters to the UE:

· Initiation of WLAN aggregation and the IPsec tunnel establishment at the UE is triggered by the eNB via RRC. 

· (Note: the eNB IP address does not necessarily need to be a publicly routable IP address)

Coordinate with SA working groups in order for SA groups to investigate the impacts of the solution on security and any system aspects. WLAN may be connected to existing CN nodes for security purposes; it is not expected that any new CN nodes are to be defined. 
In this contribution, the deployment aspects of LWRI solution are discussed.
2 Discussion
The WI for LTE WLAN RAN level Integration (LWRI) [1] specifies an above PDCP layer solution based on IPsec tunnelling that should be applicable to the extent possible also for legacy (non-co-located) WLAN deployment scenarios. Figure 1 depicts the protocol architecture for LWRI based on these concepts.
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Figure 1: Architecture for LTE-WLAN Integration with legacy WLAN
Since this work item requires applicability to legacy WLAN deployments without any modifications, it is safe to make following assumptions.

1. UE-WLAN authentication is using existing current mechanisms.

2. Based on measurements and indications provided by UE in RRC signalling, the eNB decides if and when to initiate setup of the IPSec tunnel.

3. eNB manages IPSec termination address used for set up of the per-UE IPSec tunnel, when it triggers the UE over RRC for IPSec tunnel setup. 

4. eNB manages an additional layer of IP packet aggregation for DL packets to the IPSec tunnel and aggregation for UL packets from the IPSec tunnel.

5. WLAN is only acting as a transparent router to convey IKEv2 signalling and subsequent IPSec tunnelled packets between the UE and the eNB.
Having IP connectivity with the eNB, is be the only requirement on the WLAN. Since WLAN is widely deployed, there can be different scenarios for the IP connectivity depending on the deployment scenario. The IPsec tunnel itself is between the UE and the eNB and therefore is transparent to the intermediate network topology.
Observation#1: IPsec tunnel establishment and operation can work over any IP network is transparent to the intermediate network topology.
For example in an enterprise WLAN deployment, the IP connectivity can be over a managed IP network (enterprise LAN/VPN) with the eNB and WLAN sharing a common/private IP domain. It has also been clarified in the WI [1] that the IPsec termination IP address provided by the eNB need not be a public IP address. 
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Figure 2: LWRI with Legacy WLAN via managed IP network (e.g. Enterprises)

Observation#2: IPsec tunnel between UE and eNB can be established over a managed/private IP domain
In case of public hotspots, the IP connectivity can be over the public internet. In order to allow the establishment of an IPsec tunnel between the UE and the eNB where eNB and WLAN are in different IP domains, the eNB can obtain a routable IP address e.g. from the Public domain if needed. This is a transport deployment issue actually out of scope of 3GPP.

[image: image3.emf]MME / S-GW

S

1

eNB

I

P

 

t

r

a

n

s

p

o

r

t

 

(

e

.

g

.

 

I

n

t

e

r

n

e

t

)

WLAN

NAT

UE

IPSec tunnel 

RRC 

over 

LTE


Figure 3: LWRI with Legacy WLAN via public IP network (e.g. hotspots)

Observation#3: IPsec tunnel between UE and eNB can be established over a public internet when they are in different IP domains.
The eNB needs to control access to the IPsec termination interface and manage IPsec tunnels over a managed IP network or via the public internet. Per the agreement in RAN2#91bis, the IPsec establishment parameters are sent by the eNB to the UE. eNB implementation can thus identify and reject unexpected IPsec establishments based on mismatch of parameters in the initial requests(IKE – RFC 5996). These parameters can additionally be time limited by eNB implementation. Therefore, the capability of managing IPsec tunnel establishment is in the scope of eNB implementation and part of the logical eNB function.
Observation#4: Managing access from UE’s for IPsec tunnel establishment is part of logical eNB function and implementation.
3 Conclusion
It is requested that RAN2 notes the following observations and considers them in development of RAN2 specifications.
 Observation#1: IPsec tunnel establishment and operation can work over any IP network is transparent to the intermediate network topology.

Observation#2: IPsec tunnel between UE and eNB can be established over a managed/private IP domain

Observation#3: IPsec tunnel between UE and eNB can be established over a public internet when they are in different IP domains.

Observation#4: Managing access from UE’s for IPsec tunnel establishment  is part of logic eNB function and implementation.
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