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1 Introduction
In this contribution we discuss the PDCP header format for one to one communication based on agreements reached in SA2 and SA3.
2 Discussion
For one to one communication signaling messages needs to be exchanged between UEs for connection establishment. SA2 has discussed how to transfer these signaling messages for one to one communication and agreed protocol stack as defined in [1] is as follows:
[image: image2.emf] 

   

MAC  

PHY  

UE A  

MAC  

PHY  

UE B  

PC  5    Signalling Protocol stack  

PDCP   PDCP  

PC  5    Signalling Protocol  

PC  5    Signalling Protocol  

RLC  

RLC  


From the agreements above we can observe that SDU type field is needed in the PDCP header to discriminate between IP, ARP and PC5 Signalling Protocol.
Observation 1: SDU type field is needed in the PDCP header to discriminate between IP, ARP and PC5 Signalling Protocol

SA3 has discussed security mechanism for one to one communication. The protection mechanism agreed in SA3 and as defined in [2] is as follows:
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From the agreements above we can observe KD-sess ID, 16-bit Counter and 32 bit MAC needs to be included in PDCP header.

Observation 2: KD-sess ID, 16-bit Counter and 32 bit MAC needs to be included in PDCP header.

Based on observation 1 and 2, a new PDCP header format is needed for one to one communication.
Proposed PDCP PDU format:
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Figure 1
Proposal 1: Define a new SDU Type value to indicate signaling protocol

Proposal 2: Define new PDCP format as shown in Figure 1 for one to one communication
3 Conclusion

In this contribution we have discussed the PDCP header format for one to one communication based on agreements reached in SA2 and SA3. We propose:

Observation 1: SDU type field is needed in the PDCP header to discriminate between IP, ARP and PC5 Signalling Protocol

Observation 2: KD-sess ID, 16-bit Counter and 32 bit MAC needs to be included in PDCP header.

Proposal 1: Define a new SDU Type value to indicate signaling protocol

Proposal 2: Define new PDCP format as shown in Figure 1 for one to one communication
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5.1.1.5.2	PC5 Signalling Protocol
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Legend:


The PDCP/RLC/MAC/PHY functionality is specified in TS 36.300 [17].


PC5 Signalling Protocol" is used for control plane signalling over PC5 (e.g. establishment, maintenance and release of secure layer-2 link over PC5, TMGI monitoring requests, Cell ID announcement requests etc. as described elsewhere in this specification).


The SDU Type field (3 bits) in the PDCP header is used to discriminate between IP, ARP and PC5 Signalling Protocol.


PC5 Signalling Protocol messages are sent on a unicast Destination Layer-2 ID.





Figure 5.1.1.5.3-1: PC5 Signalling Protocol stack





6.5.6	Protection of the one-to-one traffic


6.5.6.1	General


Protection for the traffic between the UEs is provided at the PDCP layer. As the security is not preserved through a drop of the connection, all signalling messages that need to be sent before security is established, may be sent with no protection. 


All other messages shall be both integrity and confidentiality protected except the Direct Security Mode Command which is sent integrity protected only.


The bearer with LCID = 0 shall be used to carry signalling messages that are not protected.


The bearer with LCID = 1 shall be used for Direct Security Mode Command and Direct Security Mode Complete.


The bearer with LCID = 2 shall be used for other signalling messages that are confidentiality and integrity protected.


The bearer with LCID = 3 to 31 may be used for user plane traffic with confidentiality protection.


6.5.6.2	Integrity protection


ProSe enabled Public Safety UEs shall implement 128-EEA1 and 128-EEA2 and may implement 128-EEA3 for ciphering one-to-one traffic.


The LTE ciphering algorithms (see TS 33.401 [21]) are used with the following modifications;


-	The key used is PIK;


-	Direction is set to 1 for traffic transmitted by the UE that sent the Direct Security Mode Command for this security context and 0 otherwise;


-	Bearer[0] to Bearer[4] are set to LCID; 


-	COUNT[0] to COUNT[15] are set to KD-sess ID;


-	Counter is input into COUNT[16] to COUNT[31].


The receiving UE shall ensure that received messages are not replayed.


6.5.6.3	Confidentiality protection


ProSe enabled Public Safety UEs shall implement EEA0, 128-EEA1 and 128-EEA2 and may implement 128-EEA3 for ciphering one-to-one traffic.


The LTE ciphering algorithms (see TS 33.401 [21]) are used with the following modifications;


-	The key used in PEK;


-	Direction is set as for integrity protection (see 6.5.6.2);


-	Bearer[0] to Bearer[4] are set to LCID; 


-	COUNT[0] to COUNT[15] are set to KD-sess ID;


-	Counter is input into COUNT[16] to COUNT[31].


6.5.6.4	Security contents in the PCDP header


The 16-bit KD-sess ID and 16-bit Counter parameters are carried in the PDCP header, along with any MAC that is needed for integrity protection. This is illustrated in the Figure 6.5.6.4-1.
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Figure 6.5.6.4-1: Security contexts of the PDCP header for one-to-one communications
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