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1
Introduction
During RAN2#90, the discussion on security mechanism for LTE-WLAN aggregation was initiated and finally it was decided to send LS R2-152915 to SA3 asking them whether the eNB-assisted mechanism envisioned in RAN2 was seen feasible. In the SA3 LS reply R2-154017, SA3 indicates that eNB provided security is viable solution for LWA security also in WLAN network. 

In this contribution, we discuss the WLAN security as specified in 802.11 [1] and present the available options.

2
WLAN security in current networks
There are various different types of WLAN networks which are currently deployed. They typically adopt one of the following security schemes: 

1. No security (public open network)

2. Hotspot using web based authentication/authorization, no security
3. WEP based weak mechanisms (not considered further in this contribution)
4. WPA2-PSK (Pre-Shared Secret, passphrase) (802.11i): This approach is typically used in private home networks and provides strong radio encryption.
5. WPA2 Enterprise (802.1X): This approach uses EAP (Extensible Authentication Protocol) based authentication and provides strong radio encryption.
As per the feedback in the SA3 LS R2-154017, authentication is seen as key point and LWA operation without authentication is not feasible. Therefore, since there is no specification in IEEE side allowing authentication without encryption, the options with no (or weak) security should not be considered. 

Observation 1: According to SA3 LS, LWA should always use authentication.

Observation 2: Since authentication without encryption is not specified in IEEE, the need for authentication means that (strong) encryption is always needed for LWA.

Based on these observations, we will focus on the above security schemes 4 and 5 only in this contribution.

2.1
 WLAN Encryption mechanisms using EAP
Both WPA2-PSK and WPA2-Enterprise methods create a pre-master key (PMK) that is used to derive pairwise transient key (PTK) for the individual WLAN sessions. Typically, if PSK is used then all users share the same PSK value (they all use the same pass-phrase) and therefore they generate the same PMK value, This is different from the EAP mechanism where each user will generate a unique PMK. WLAN networks typically do not provide means to configure user specific PSK keys but they readily support varying PMK in the EAP mode. In the EAP mode, the AAA server will calculate the PMK from the authentication keying material and provide the PMK to the WLAN authenticator. 
There are several different EAP methods specified, such as EAP-AKA, EAP-TTLS w/ MSCHAPv2 and EAP-TLS. However, any EAP method will authenticate the user and generate security key (PMK) for the user’s WLAN session. As also pointed out by the SA3 LS R2-154017, WLAN security is mandatory when WLAN authentication is used. 
Regular WLAN access consists of five sequential steps: 

1. 802.11 authentication, including the negotiation of the high level security scheme to be used (Open, PSK, 802.1X)

2. 802.11 association, including the exchange of the capabilities

3. Either EAP authentication to generate PMK from EAP keying material or using PMK from PSK. 
4. Four-way handshake procedure to prove knowledge of PMK and to setup transient security keys (PTK, GTK). GTK is used for the group communicated packets instead of PTK. 
5. IP Address allocation for the STA
PMK Security Association (PMKSA) is established in the UE and in the WLAN authenticator after successful EAP/PSK authentication (step 1) and four-way handshake (step 4). The PMKSA consists of the collection of the following information: 

1) Authenticator’s or UE’s MAC address;
2) PMK;
3) PMKID. The PMKID identifies the security association. PMKID is locally created using a hash operation over PMK, UE MAC address and BSSID;
4) Lifetime of the authentication;
5) AKMP (Authentication and Key Management Protocol Suite);
6) All authorization parameters specified by the AS or by a local configuration. This might include parameters such as the STA’s authorized SSID.

The UE MAC address and PMK are static in PMKSA. AKMP can be static as well. Lifetime is locally defined. If authenticator supports multiple BSS’s then the authenticators MAC address (i.e. the BSSID) may vary. This means that also the PMKID of the same PMKSA is dependent on the BSSID. 
2.2
Minimizing the delays due to authentication 
IEEE 802.11 has specified several optimizations that can be used to minimize handover and initial access delays. These are: 
1. PMKSA Cache. UE may cache the PMKSAs from different authenticators for longer time. UE may indicate in the 802.11 Association Request all those PMKIDs it thinks might be valid in the target BSS. If the authenticator recognizes one of them and agrees to re-use the previously cached PMK it can skip EAP authentication completely and proceed directly into four-way handshake. Alternatively or in case four-way handshake fails authenticator may decide to run full EAP authentication instead. 

It should be noted that 802.11 specification does not really say when UE may think the authenticator is the same as in some of the cached PMKSA. For this, UE may e.g. use an Extended Service Set (ESS), which is identified by a SSID and optionally by a HESSID. Some UEs might also require the BSSID to match. Therefore, UE may choose to propose some PMKIDs and the authenticator may either ignore them or accept one of them. The only penalty is the space that the PMKIDs take when sent to the authenticator.
2. Pre-authentication. The 802.11 specifications define a mechanism where UE can communicate with the candidate BSS’s via the currently associated BSS and run EAP procedure with the candidate APs before any handover. The idea is to setup a PMKSA Cache into the target AP so that when the UE actually does the handover it can avoid running EAP authentication there. 

3. Fast BSS Transition (FT). Each BSS in an ESS may belong to a Mobility Domain (MD). Mobility Domain indicates L2 boundaries. If UE gains WLAN access in one of the BSSs of a Mobility Domain, it can re-use all the L3 settings (like IP) in the other BSSs of that Mobility Domain. FT provides a mechanism to do fast handover in this environment.

FT introduces key hierarchy. Initial key creator (R0) generates secondary keys (PMK-R1) from the master key PMK-R0 to the other BSSs (R1) in the Mobility Domain. UE has own counterpart PMK-S0. PMK-S0 and PMK-R0 are essentially the same PMK that is created from EAP authentication. When UE detects the need to roam within the MD it generates PMK-S1 for the target BSS and indicates the R0 KeyHolder-ID (R0KH-ID) to the target BSS. The target BSS requests PMK-S1 from the original R0 key holder (unless it was already provided earlier via push mechanism). Essentially, they both deploy PMKSA caching without prior knowledge of each other. 
UE indicates the use of FT already in the initial 802.11 authentication message. 

4. Fast Initial Link Setup (FILS). This is introduced in 802.11ai specification [2]. Whereas FT is applicable in roaming, FILS is applied in the initial connection. FILS incorporates EAP authentication, 4-way handshake and IP address allocation into initial 802.11 authentication and association message exchanges. This requires UE has made full EAP authentication in the past and FILS then re-uses this via the EAP-RP. It is sort of generalized fast re-authentication, similar to what is done in EAP-AKA. FILS uses new information elements in the 802.11 authentication and association messages but does not introduce a new security mechanism except EAP-RP. 
When considering these optimizations, PMKSA caching seems to be a good candidate for eNB-provided authentication scheme for LWA. The eNB would have to provide PMK into the target APs and indicate the UE MAC address, SSID and Lifetime to the target APs. The PMK could be BSS specific or shared within a Mobility Set for example. PMK itself just needs to be a random value, without any reference to security keys used in the EPC or eNB. The eNB would have to inform the mapping of PMK to BSSIDs or SSIDs to UE, via RRC signalling. 
Using PMKSA caching would mean the BSS would announce 802.1X authentication in the beacon. This configuration allows use of normal EAP authentication but a decision is required 
whether only UEs with suitable PMKID are able to utilize the authentication towards the AP or whether all users which are able to complete EAP authentication are able to authenticate with the AP.

Observation 3: Using PMKSA caching requires knowledge of the BSSIDs UE is using for LWA.

Observation 4: To support eNB-based authentication for LWA, all BSSs that are candidate to LWA have to support PMKSA Caching.

3
Conclusions
We have discussed the existing WLAN authentication methods in details, and observed the following:

Observation 1: According to SA3 LS, LWA should always use authentication.

Observation 2: Since authentication without encryption is not specified in IEEE, need for authentication means that (strong) encryption is needed for LWA.

Observation 3: Using PMKSA caching requires knowledge of the BSSIDs UE is using for LWA.

Observation 4: All BSSs that are candidate to LWA have to support PMKSA Caching.

Proposal 1: Consider PMKSA caching as the mechanism for the eNB-assisted authentication in LWA.
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