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1 Introduction

In RAN#69 a new WI on LTE-WLAN RAN Level Integration supporting legacy WLAN [1] had been approved. The new WI has the following requirements and RAN2 objectives:
This RAN based LTE-WLAN aggregation solution at bearer level addresses the following requirements:

1. Solution shall support legacy WLAN deployments without any need for modifications to the deployed WLAN nodes.

2. Solution shall build on functionality (e.g. WLAN network selection, measurements etc.) already provided or expected to be provided by the Release-13 LTE-WLAN Radio Level Integration and Interworking Enhancement WI.

3. Solution shall perform RAN based routing of user traffic between EUTRAN and WLAN with bearer switch only (Note:  Whilst there is no bearer split in RAN, this does not preclude per IP-packet routing between EUTRAN and WLAN by higher layers).

4. Co-exist with other 3GPP/WLAN interworking and aggregation solutions.

For RAN2, the objectives of the work item are: 

1. Specify RAN and WLAN protocol architecture of LTE-WLAN RAN level integration at the UE and RAN side based on IPsec tunneling above PDCP protocol layer (i.e. PDCP SDU) between eNB and UE over WLAN.
2. Specify RRC enhancements for establishing the tunnel between eNB and UE, including required signalling of parameters to the UE:

· Initiation of WLAN aggregation and the IPsec tunnel establishment at the UE is triggered by the eNB via RRC. 

· (Note: the eNB IP address does not necessarily need to be a publicly routable IP address)

Coordinate with SA working groups in order for SA groups to investigate the impacts of the solution on security and any system aspects. WLAN may be connected to existing CN nodes for security purposes; it is not expected that any new CN nodes are to be defined. 
In the contribution we provide an overview of the WI and analyse the impact on the working groups.
2 Discussion
2.1 Deployment scenarios

The new WI describes a solution for LTE-WLAN integration, which allows reuse of legacy WLAN deployments without need for modification. This is achieved by establishing an IPSec tunnel between UE and eNB over WLAN. The eNB would then switch on a per bearer level traffic between LTE and the IPSec tunnel to be transmitted to the UE.
With the new WI a scenario is addressed where WLAN integration directly into LTE RAN above PDCP is seen beneficial. This is for example envisioned to be the case of a shopping mall where an LTE eNB is deployed and connected to several WLAN nodes. The eNB controls offloading bearers to the WLAN nodes. Incoming traffic arrives in the eNB and is forwarded from there to the WLAN nodes.
Observation 1 The scope of the WI is suitable for certain deployment scenario where eNB and WLAN are closely deployed to each other, e.g. are already in the same network.
For scenarios where eNB and WLAN nodes are not closely deployed, or in transport network architectures with a central aggregation point, e.g. in the CN, which is typical for example for outdoor eNBs and indoor WLANs, the architecture intended in the WI does not seem very beneficial. With the solution outlined in the WID, traffic intended to be offloaded to WLAN from the CN would be traversed through the eNB anyway. In case of a central aggregation point of the transport network, traffic would e.g. be routed from this central point through eNB back to the central point and then to WLAN. This has multiple disadvantages. It increases unnecessarily the processing burden of the eNB, as well as load on the transport network. This is especially true when multiple WLANs are to be used together with the eNB. Since the eNB does not implement any user plane protocol layers when traffic is switched to WLAN, traversing the traffic through the eNB does however not seem necessary. The traffic could very well also come from CN to WLAN directly. The eNB assumes in this case only control plane functionality, i.e. triggers the bearer switch. 
We think that limiting the WID to specify an IPsec tunnelling solution from UE to eNB is not very flexible, it should rather be a tunnel from UE to a separate node, for which operators can decide the deployment.
Observation 2 Traversing all user plane traffic in the eNB is costly in terms of eNB processing and transport network capacity. Extending the WI to cover also cases where the IPSec is not terminated to the eNB increase the scenarios of use.

More flexible deployment options can be envisaged for the endpoint for the IPSec tunnel in the network.  In this way, both above described deployment options are enabled with the same solution. Several alternatives exist when involving the CN (e.g. reuse of ePDG), but also further options in RAN exist without CN impact. For example, SIPTO@LN could be reused as the IPSec termination point, which can be co-located or standalone from the eNB. 
Proposal 1 RAN2 to discuss deployment options of IPSec endpoint in the network to enable wider variety of possible deployment scenarios for this offloading solution.
2.2 Legacy WLAN deployments

The most important aspect of the new WI is to support legacy WLAN deployments without any need for modification. This implies that no standardized 3GPP interface to WLAN nodes can be assumed, and further that no specific treating of LTE-WLAN integration packets can be assumed in the WLAN nodes, compared to other traffic. I.e. the intended LTE-WLAN integration in this WI is transparent to the WLAN deployment.

The question is, however, which types of “legacy” WLAN deployments shall be supported. For WLAN integration into EPC, typically, it is distinguished between

· Trusted WLAN Access, where the WLAN access network may directly interact with EPC by having S2a interface between a Trusted Wireless Access GW (TWAG) and PDN GW. 
· Untrusted WLAN Access, where IPSec tunnel is required between the UE and an ePDG. The ePDG is then connected via S2b interface to PDN GW.

Trusted WLAN access is operator controlled as it is up to operator to decide what is to be considered trusted. For a WLAN network to be considered trusted it needs to have a secure authentication method and encryption. The untrusted access includes any type of WLAN access the operator has no control over including home WLAN, public hotspots and corporate WLAN.
The new WI is based on IPSec tunnelling via WLAN. It is unclear from the WID if any type of WLAN (trusted and untrusted) can be supported, or whether WLAN access need to be operator controlled to be able to route data to the eNB. Given that it was noted in the WID that “the eNB IP address does not necessarily need to be a publicly routable IP address”, it is implied that rather only operator controlled WLANs are supported, i.e. WLANs controlled by and part of the operator network. The requirement on WLAN is basically that it can route the IPSec tunnel to the eNB, i.e. knows the IP-address of the eNB. 

Observation 3 WLAN is required to be able to route IPSec tunnel data to eNB, i.e. to know IP-address of eNB.

It shall be noted that for trusted WiFi, in Rel-11, all WLAN traffic for the UE is routed to the PGW and from there to the intended IP destination. In Rel-12, the option for local offload was added. To avoid that the additional path to PGW and then eNB is used for data from the UE to the eNB, the WLAN deployment is expected to need configuration (routing, local breakout) updates.
Observation 4 Trusted WLAN requires configuration changes to route IPSec tunnel data from UE directly to eNB (for avoiding PGW).
Furthermore, it is unclear which authentication mechanism the UE applies in WLAN, and which requirements are assumed concerning CN connectivity of the WLAN deployment (e.g. to AAA).
Proposal 2 Clarify requirements on legacy WLAN deployments supporting functionality of the WI.
2.3 Implications of RAN Level Integration
The intention of the new WI is to specify the protocol architecture of LTE WLAN integration on RAN level. Figure 1 outlines the intended architecture: 
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Figure 1: Protocol architecture for LTE WLAN RAN-level integration supporting legacy WLAN.

Implementing the new architecture in RAN implies defining a new bearer type for this case. New in this kind of radio bearer is that it does not have any protocol entities, i.e. no RLC or PDCP. Assuming the one to one mapping of EPS bearer and radio bearer is kept in this WI, it seems that an EPS bearer will be mapped to a radio bearer without protocol entities in case the bearer is switched to IPSec through WLAN.
Specifying the LTE-WLAN offload behaviour with IPSec tunnel as new radio bearer type could have the advantage of reusing the typical way of specifying RRC procedures, i.e. as bearer type switch. The bearer type could be seen as “2A” bearer, however with no LTE protocol entities in the secondary node, but rather only the IPSec tunnel. 
Proposal 3 Discuss if new radio bearer type shall be defined, and whether one to one mapping of EPS bearer to radio bearer (of new type) shall be maintained.
Furthermore, it is unclear whether an IPSec tunnel is setup per bearer or per UE. It is noteworthy that per-bearer setup of IPSec tunnel would increase the processing requirements in the eNB even more. Moreover, there seems to be no benefit of having an IPSec tunnel per bearer, IPsec parameters (key, IP address) are per UE. Also IPsec mobility (as discussed below) is per UE.
Proposal 4 IPSec tunnel is per UE. Data of multiple bearers can be transmitted together in the same IPSec tunnel.
2.3.1 Routing function in UE

The behaviour of the protocol to enable “per-bearer switch” needs to be specified for the UE, and the following functions are expected:

· Switching of bearer between LTE and WLAN, i.e. forwarding incoming packets from higher layers either to PDCP of LTE, or into the IPSec tunnel via WLAN. The incoming packets are received via S1-U, i.e. are IP packets. In the receiving side, data received from PDCP or IPSec tunnel are forwarded to higher layers.

· Retransmissions in transmitter are not assumed. Reordering in receiver is not assumed either. This implies that e.g. at mobility i.e. the bearer switch the link cannot be assumed as reliable. 
· This impacts the QoS framework. In these cases the eNB has no means of observing the QCI requirements set by EPC. To our understanding this is the intended behaviour given the architecture outlined in the WI.

· Flow control is not required. As in case of bearer switch data is forwarded always only via one path. Data can be directly forwarded to WLAN. There is no point of buffering data in the eNB, lossless mobility in LTE can only be provided with help of PDCP retransmissions, but PDCP does not exist in the WI solution.
· This protocol layer can be made responsible to setup and manage the IPSec tunnel(s). For this parameters need to be provided to the UE by the eNB. Also potential mobility in WLAN needs to be handled (for the IPSec tunnel).

We assume that the IPSec tunnel is established by the UE, i.e. the UE is provided with the IP address of the eNB that is routable from WLAN. The UE is provides with the IPsec security parameters as well. These can be generated by the eNB and provided to the UE, or LTE keys can (partly) be reused, as currently discussed for LWA and eNB-assisted WLAN authentication.
Proposal 5 The following functionality needs to be specified for “routing layer above PDCP”: Switching of bearer between LTE and WLAN. Setup and management of IPSec tunnels. 

Proposal 6 The following functionality is not needed: retransmissions, reordering, flow control.
2.4 Reuse of LWA and LWI solutions

One requirement of the new WI is that it builds on functionality provided by the ongoing Rel-13 WI on LTE-WLAN Radio Level integration and interworking enhancements, as well as that the new WI shall coexist with it. 
Although the requirement of the new WI is that legacy WLAN deployments shall be supported, new UE behavior, for example aligned with ongoing WI behavior can be assumed. 
It is important also in this WI to provide tight RAN control of the WLAN connection. IPSec handling in the eNB comes with an additional processing burden. Therefore, e.g. too frequent IPSec changes, and a too high load in general need to be avoidable by the eNB. Therefore, WLAN measurements are needed in order for the eNB to be able to decide when a bearer can be offloaded to WLAN. Further, as UE WLAN mobility events may cause IPSec re-establishement, the UE mobility should be limited in order to have a controllable amount of IPSec re-establisments at the eNB. Note that there are typically several UEs and bearers offloaded by the same eNB. For these reasons, the UE WLAN mobility set shall be reused, i.e. WLAN mobility is allowed in a configured set of WLAN identifiers by the eNB.
Proposal 7 Offload to WLAN, and WLAN mobility, with the solution in this WI is RAN, i.e. eNB controlled.
Proposal 8 WLAN measurements are used as a decision basis for the eNB to controlled WLAN offload.
Proposal 9 WLAN mobility is controlled by the eNB by providing the UE with a WLAN mobility set of WLAN identifiers among which UE WLAN-based mobility is allowed.
2.5 Required further RRC procedures

The following new RRC procedures seem to be required for the functionality of the new WI:

· Command to establish the IPSec tunnel from UE to eNB. For this the following IPSec parameters are for example required: IP-address of eNB, key. Before the IPSec tunnel is established, WLAN connectivity needs to be established. For that the UE WLAN mobility set should be used, as discussed for LWA.
· Command to switch the bearer between LTE and IPSec. I.e. to activate and deactivate usage of WLAN for data forwarding. This could be a separate command from the establishment of IPSec tunnel command. 
Proposal 10 New RRC procedures are required to establish WLAN connectivity and IPSec tunnel, and (separately) to switch the bearer between LTE and IPSec tunnel.
2.6 Procedure summary
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Figure 2: Procedure to establish LTE-WLAN integration supporting legacy WLAN.
Figure 2 shows a signaling diagram of establishing LTE-WLAN interworking supporting legacy WLAN. To find out whether possible WLAN AP candidates for offloading are in the vicinity of the eNB, the eNB may configure the UE with WLAN measurements, giving e.g. the SSID as measurement object. The UE reports measurements of surrounding APs. Based on that, the eNB may decide to offload a bearer to WLAN and thus reconfigures the UE to connect with WLAN, establish the IPSec tunnel to the eNB via WLAN and to switch the bearer. Therefore, the eNB provides the UE with the mobility set among which WLAN mobility is allowed, IP address and IPSec key of the eNB, as well as the command to switch the bearer. After WLAN authentication, which may involve AAA authentication methods (transparent to this WI), the UE establishes the IPsec tunnel. After the bearer is switched, user plane data for this bearer is from eNB through WLAN to the UE.
2.7 Coordination among working groups
An LS had been send to SA3 to consider the new WI. We believe that implications of the IPSec tunnel and IPSec termination point in the network should be studied by SA3. Especially, a security analysis of proving IP-address of the IPSec termination point (i.e. eNB) in the network shall be done. Furthermore, usability of IPSec in case of WLAN mobility could be investigated. The LS was also sent to SA2 to investigate further system aspects.
3 Conclusion

Based on the discussion in the previous sections we make the following observations and proposals:
Observation 1
The scope of the WI is suitable for certain deployment scenario where eNB and WLAN are closely deployed to each other, e.g. are already in the same network.
Observation 2
Traversing all user plane traffic in the eNB is costly in terms of eNB processing and transport network capacity. Extending the WI to cover also cases where the IPSec is not terminated to the eNB increase the scenarios of use.
Observation 3
WLAN is required to be able to route IPSec tunnel data to eNB, i.e. to know IP-address of eNB.
Observation 4
Trusted WLAN requires configuration changes to route IPSec tunnel data from UE directly to eNB (for avoiding PGW).


Proposal 1
RAN2 to discuss deployment options of IPSec endpoint in the network to enable wider variety of possible deployment scenarios for this offloading solution.
Proposal 2
Clarify requirements on legacy WLAN deployments supporting functionality of the WI.
Proposal 3
Discuss if new radio bearer type shall be defined, and whether one to one mapping of EPS bearer to radio bearer (of new type) shall be maintained.
Proposal 4
IPSec tunnel is per UE. Data of multiple bearers can be transmitted together in the same IPSec tunnel.
Proposal 5
The following functionality needs to be specified for “routing layer above PDCP”: Switching of bearer between LTE and WLAN. Setup and management of IPSec tunnels.
Proposal 6
The following functionality is not needed: retransmissions, reordering, flow control.
Proposal 7
Offload to WLAN, and WLAN mobility, with the solution in this WI is RAN, i.e. eNB controlled.
Proposal 8
WLAN measurements are used as a decision basis for the eNB to controlled WLAN offload.
Proposal 9
WLAN mobility is controlled by the eNB by providing the UE with a WLAN mobility set of WLAN identifiers among which UE WLAN-based mobility is allowed.
Proposal 10
New RRC procedures are required to establish WLAN connectivity and IPSec tunnel, and (separately) to switch the bearer between LTE and IPSec tunnel.
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