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1 Introduction

In this paper we provide an overview of control plane aspect of LTE WLAN aggregation (LWA), in particular we consider the required procedures. At the moment, the stage two CR [2] captures the following assumptions (not the full list):
· E-UTRAN supports LTE/WLAN aggregation (LWA) operation whereby a UE in RRC_CONNECTED is configured by the eNB to utilize radio resources of LTE and WLAN.
· The eNB supporting LWA is connected to WLAN via an ideal/internal backhaul in the collocated deployment scenario or a non-ideal backhaul in the non-collocated deployment scenario.

· In the non-collocated scenario, the eNB is connected to a “WLAN Termination” (WT) logical node.
· The Xw user plane interface (Xw-U)  and the Xw control plane interface (Xw-C) are defined between eNB and WT.

· The UE supporting LWA may be configured by the E-UTRAN to perform WLAN measurements.
· The eNB provides the UE with a group of APs (e.g. by SSID, HESSID or BSSID) among which WLAN mobility mechanisms apply while still supporting LWA, i.e., the UE may perform mobility (within a group of APs) transparent to the eNB. UE mobility across such groups of APs is controlled by the eNB e.g. based on measurement reports provided by the UE. 
We start with defining the UEs mobility set and then discuss the needed procedures for WT which follows with aspects of managing the mobility set and finally we discuss briefly LWA security aspects.
2 Definition of mobility set

According to the last meeting assumptions, a group of APs forms a mobility set for the UE and these APs may be identified by WLAN IDs. However, the current wording of the agreement may be understood that the UE may be configured with multiple mobility sets, which was not the intention in the meeting. The basis of the agreement was a discussion on eNB to control mobility between WTs. Thus, we would like to clarify the agreement by defining that a UE can be configured with one mobility set at a time.

Proposal 1 A UE can be configured with one mobility set at a time.

The BSSID identifies a basic service set (BSS) that is single AP in the LWA context. In case there exists an ESS behind a WT that may be referred as the HESSID which is one representative BSS(BSSID) of the set. However, SSID is the public name of a whole wireless network and there may be several WTs implemented within one SSID and one SSID may span over the coverage of multiple eNBs. Thus, our proposal is to define WLAN mobility set as follows 
Proposal 2 A WLAN mobility set consists of a set of BSSIDs at least. Use of HESSID optimizes signalling and can be included as long as it does not complicate measurements too much. SSID should be excluded.
3 Overview on WT related procedures 
We give here an overview on procedures related to LWA and describe the detailed proposed procedures in [3]. Prior to initiating the LWA, the eNB configures the UE for measurements following existing inter-RAT measurement framework. Further details on the measurement configuration and events can be found in [7]. Based on the measurement results, the eNB looks up the appropriate WT and sets up the Xw interface. Further details on how eNB may learn about mapping of WLAN IDs to WTs and their addresses can be found in [4]. After obtaining measurements reports from the UE and when the Xw had been set up, the eNB may select over which WT the aggregation for a UE should be initiated as well as which particular WLAN IDs are to be included in the mobility set. 

Observation 1 Prior to initiating aggregation for a particular UE, Xw interface to the appropriate WT needs to be up and running.
For establishing LWA for a certain UE and the connection over Xw, WT needs to confirm that it may offer WLAN connectivity for the given UE and the proposed mobility set by the eNB. Offering WLAN connectivity includes for example flow control towards the eNB for the aggregated bearers and data forwarding possibilities to all APs included in the mobility set. In case the WT addition is performed after configuring the UE with a mobility set, there is a risk of ping-ponging the UE to attach to APs that do not offer the WLAN aggregation functionality, since e.g. they do not have been configured by the WT to do so.

Observation 2 For establishing user plane over Xw, eNB needs to request WT to offer WLAN connectivity for the UE between eNB and the APs corresponding to the WLAN IDs listed in the mobility set.

Proposal 3 Perform WT addition over Xw prior to configuring UE with the mobility set. Specify WT addition procedure for this purpose.

Besides the WT addition procedure, there is a need for further procedures: WT release and WT modification. The need for WT release is quite obvious. Either eNB or WT may initiate a release of the user plane connection for the given UE. The WT modification procedure is needed for example if the eNB needs to add or remove aggregated bearers for the UE. Also, when the eNB needs to add APs to the mobility set, the corresponding WLAN IDs should be confirmed from the WT. Mobility set management is further discussed in Section 4. The WT modification may also be initiated by WT as there may be changes on which bearers or APs the aggregation functionality can be supported. 

Proposal 4 Specify a WT modification and WT release procedures over Xw that may be initiated by eNB or WT.

Moreover, a WT change procedure does not seem to be needed as a separate procedure; it is a combination of addition and release. For example, data forwarding between WTs may not be assumed. Buffering of user plane data happens at PDCP level in the eNB. When WT needs to be released and new WT added, the network address where the PDCP packets are sent to is simply replaced. 

Observation 3 Data forwarding between WTs is not assumed thus possible WT change is handled by WT release and WT addition and reconfiguring UE with a new non-overlapping mobility set.

Proposal 5 A WT change procedure over Xw consists of release of old WT and addition of new WT. 
When there is LTE side handover to a new eNB the aggregation needs to be released. This is obvious in case the target eNB does not have LWA possibility. Even if target eNB had LWA, it is more straightforward to release the aggregation and initiate it again by the target eNB, as it is done for dual connectivity. 

Proposal 6 In case of LTE inter-node handover LWA is released, and added again if needed.

It is noteworthy that an intra-eNB handover does not impact Xw. During such procedure the UE would need to re-establish RLC and PDCP, which it should do and is possible while LWA is kept activated. Further WLAN specific related procedures do not seem to be necessary, i.e. LWA is kept running during intra-eNB handover.  
After agreeing on the WT related procedures in RAN2, RAN3 should be informed about the agreements agreements as the signalling procedures over Xw will be specified by RAN3.

Proposal 7 Send LS to RAN3 to inform about RAN2 agreements related to WT procedures.
4 Mobility set management towards UE 
In this section we look into the corresponding UE procedures for adding, removing and updating the mobility set. Figure 1 describes an example deployment, where the eNB is connected to three WTs under which there are clusters of APs. 
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Figure 1 An example deployment, where the eNB is connected to three WTs under which there are clusters of APs.

Assume that a UE has been configured for LWA over WT1 with the mobility set shown within the cluster of APs under WT1. When LWA with the mobility set is configured for the UE, the UE should attempt to connect to one of the APs in the set.

Proposal 8 When LWA is configured with a mobility set for the UE, the UE should attempt to connect to one of the APs corresponding to a WLAN ID in the set.

In case further WLAN IDs are added to the mobility set, the additions can be considered as an update of the mobility set. The update does not force the UE to change the WLAN but the UE may consider the new WLANs in its mobility decisions. 
Proposal 9 In case of addition of WLAN ID(s) to a mobility set, the UE should consider the addition as an update and no immediate mobility actions are required.

In case the eNB indicates that the UE shall remove a WLAN from its mobility set, the UE side actions depends on whether UE was connected to an AP corresponding to the removed WLAN ID or not. If the UE was not connected to an AP corresponding to the removed WLAN ID, the removal can also be considered as an update and no immediate mobility actions from the UE are required. If the UE was connected to an AP corresponding to the removed WLAN ID, however, the UE should attempt to connect to another AP that is in the remaining mobility set. 

Proposal 10 In case of removal of WLAN ID(s) from a set and the UE is not connected to an AP corresponding to the removed WLAN ID(s), the UE should consider the removal as an update and no immediate mobility actions are required.

Proposal 11 In case of removal of WLAN ID(s) from a set and the UE is connected to an AP corresponding to the removed WLAN ID(s), the UE should attempt to connect to an AP corresponding to a remaining WLAN ID in the set.

Note that an exchange of the whole mobility set e.g. corresponding to a change of the WT can be handled with the above proposals. In this scenario there would be no overlap between the new and old mobility set. If the eNB removes existing WLAN IDs from the mobility set and adds new WLAN IDs to the mobility set with a single reconfiguration, the UE acts according to Proposal 11 and attempts to find new AP from the new list of WLAN IDs given. Another option is that eNB stops aggregation for that UE and initiates it again with new LWA configuration. This option however creates unnecessary signalling load thus a single RRC reconfiguration is preferred in case all WLAN IDs in the WLAN mobility set are replaced independent whether WT change is involved at network side or not. 
Proposal 12 Exchanging all WLAN IDs in the WLAN mobility set is handled within a single RRC reconfiguration.

5 Security
In RAN2#90, the security aspects for the LTE-WLAN aggregation were discussed and RAN2 decided to send a LS to SA3 [3]. The first part of the LS is asking whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) is feasible and to evaluate the security impacts of this mechanism. In this section we discuss briefly such mechanism related to procedures described in Sections 3 and 4. A more detailed description on security aspects for LTE-WLAN security may be found in [5].
In principle, an eNB assisted WLAN key derivation works such that the eNB derives WLAN keys from the K_eNB and send those WLAN keys to the WLAN AP over Xw which is assumed to be integrity protected like X2. Further, the eNB can provide the UE with all necessary parameters for the WLAN key derivation via the RRC connection. The UE then derives the same keys for WLAN as the eNB did. In detail, when eNB configures the UE with LWA, eNB provides also a random number for key derivation at UE side. 
After this, the UE may apply normal WLAN security procedures with the AP according to current WLAN specification. For example, UE may run open system authentication and association with the AP corresponding to a WLAN ID in the WLAN mobility set. Subsequently, the UE initiates the 802.11i 4-way handshake with the derived key as input using WPA–Personal mode. Afterwards, the UE and the AP end up with a temporary WLAN key derived from the input key and two nonces exchanged during the 802.11i handshake. The resulting key can be used to run WLAN Security on the link between UE and AP. 
Observation 4 WLAN security may be enabled with eNB assisted key derivation by providing the UE with parameters for key derivation and by providing a corresponding key to WT.
Observation 5 The UE may apply normal WLAN security procedures with the AP according to the current WLAN specification with the key provided during the eNB assisted key derivation method.

The keys need to be updated in certain occasions. When WT is changed, the keys need to be always updated. Towards UE, a new counter is provided when the WLAN mobility set is update to include new WLAN IDs under new WT. Then towards the WT, key is provided in the WT reconfiguration complete message after WT addition. The keys may be updated also without WT change. Then, the new key can be provided in the WT modification request. For example, if eNB replaces all WLAN IDs in the mobility set but the WT remains the same, security key update needs to be triggered.
6 Summary
In the following we provide a summary figure including both Xw and RRC signalling. The figure captures the initial addition of LWA for a UE and then later changing the connection from one WT to another WT.
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Figure 2: Procedure to configure LWA for a UE, first to a first source (S) WT, and later a change to a target (T) WT.
In the example of Figure 2, the UE is first configured with WLAN measurements and at some point sends a measurement report to the eNB, based on that measurement report (or for other reasons) the eNB may decide to configure the UE with LTE-WLAN aggregation to the source (S)-WT. 
For that, first of all, the Xw to the S-WT needs to be setup (if not already available at that point). Then, the eNB will request the WT addition for the specific UE from the WT. The WT decided that it is able to provide WLAN connectivity for this UE and replies with the WT Addition Request Ack. 
Afterwards the eNB configures the UE via RRC with the WLAN-configuration including the wlan-mobilitySet with WLANs corresponding to the added WT. When the RRC reconfiguration is succesfull the eNB can also indicate that the procedure is complete to the WT. Meanwhile the UE will associate with WLAN corresponding to the configured mobility set. User plane data may then be forwarded from eNB to WT for transmission to the UE. 
Later on, in this example, a WLAN measurement report from the UE may indicate that the WLANs in the wlan-mobilitySet do not provide sufficient connectivity anymore, hence they need to be exchanged, and the new wlan-mobilitySet may be associated with another WT, the target (T)-WT. 
Before reconfiguring the UE with the new wlan-mobilitySet, the eNB will therefore change the WT. This can be realised by first setting up Xw to the target WT (if not already available), then undergoing the WT Addition Request/Ack procedure, and afterwards triggering WT Release for the UE to the source WT. 
Then, the eNB may further proceed in reconfiguring the UE with the new wlan-mobilitySet, and afterward the eNB may indicate success of the procedure to the target WT. Meanwhile, the UE associates with a WLAN from the new mobility set associated with the new WT. 
From then on, user plane data may then be forwarded from the eNB to the new WT for transmission to the UE. Data forwarding from S-WT to T-WT is not necessary, since all unacknowledged data is anyway buffered in the eNB PDCP.

7 Conclusion

For control plane aspects of LTE-WLAN aggregation we have the following observations and proposals:
Observation 1
Prior to initiating aggregation for a particular UE, Xw interface to the appropriate WT needs to be up and running.
Observation 2
For establishing user plane over Xw, eNB needs to request WT to offer WLAN connectivity for the UE between eNB and the APs corresponding to the WLAN IDs listed in the mobility set.
Observation 3
Data forwarding between WTs is not assumed thus possible WT change is handled by WT release and WT addition and reconfiguring UE with a new non-overlapping mobility set.
Observation 4
WLAN security may be enabled with eNB assisted key derivation by providing the UE with parameters for key derivation and by providing a corresponding key to WT.
Observation 5
The UE may apply normal WLAN security procedures with the AP according to the current WLAN specification with the key provided during the eNB assisted key derivation method.


Proposal 1
A UE can be configured with one mobility set at a time.
Proposal 2
A WLAN mobility set consists of a set of BSSIDs at least. Use of HESSID optimizes signalling and can be included as long as it does not complicate measurements too much. SSID should be excluded.
Proposal 3
Perform WT addition over Xw prior to configuring UE with the mobility set. Specify WT addition procedure for this purpose.
Proposal 4
Specify a WT modification and WT release procedures over Xw that may be initiated by eNB or WT.
Proposal 5
A WT change procedure over Xw consists of release of old WT and addition of new WT.
Proposal 6
In case of LTE inter-node handover LWA is released, and added again if needed.
Proposal 7
Send LS to RAN3 to inform about RAN2 agreements related to WT procedures.
Proposal 8
When LWA is configured with a mobility set for the UE, the UE should attempt to connect to one of the APs corresponding to a WLAN ID in the set.
Proposal 9
In case of addition of WLAN ID(s) to a mobility set, the UE should consider the addition as an update and no immediate mobility actions are required.
Proposal 10
In case of removal of WLAN ID(s) from a set and the UE is not connected to an AP corresponding to the removed WLAN ID(s), the UE should consider the removal as an update and no immediate mobility actions are required.
Proposal 11
In case of removal of WLAN ID(s) from a set and the UE is connected to an AP corresponding to the removed WLAN ID(s), the UE should attempt to connect to an AP corresponding to a remaining WLAN ID in the set.
Proposal 12
Exchanging all WLAN IDs in the WLAN mobility set is handled within a single RRC reconfiguration.
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