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1 Introduction 
With the new Rel-13 WI: “LTE-WLAN Radio Level Integration and Interworking Enhancement” being approved at RAN#67, RAN2 is expected to initial the analysis for its scenarios and architectures. In RAN2#90, it has been agreed that “We define a DC-like UP interface (GTP-U) between the eNB and the WT”. However, it was still not clear how the data will be transmitted between WT and UE. The intention of this contribution is to give a brief discussion on the data transmission between WT and UE.
2 Data transmission between UE and WT
Based on the agreements made in RAN2#90, the X2-U based new interface will be used between eNB and WT and the dispatched PDCP PDUs will be sent from eNB to WT. Once the PDCP PDUs are received by WT, the WT should encapsulate the PDCP PDUs into “WT PDU” and send the “WT PDU” to UE through WLAN. In RAN2#89BIS, the following three alternatives are proposed for the transmission of WT PDU.
· Alt 1. New “Ethertype” value MAC based transmission: A new “Ethertype” value allocated from IEEE will be used to indicate that the payload of the WLAN MAC PDU (i.e. WLAN MAC SDU) is WT PDU.  The user plane stack is shown as follow: On UE side, the adaptor layer shall forward the WLAN MAC SDUs containing PDCP PDUs to PDCP entity. 
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· Alt 2. IP based transmission without IPSec tunnel: The “WT PDU” will be encapsulated into IP packet, and the UE can identify the “WT PDU” based on e.g. the source IP address. The user plane protocol stack is shown as follow: On UE side, the adaptor layer shall forward the IP packets containing PDCP PDUs to PDCP entity.
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· Alt 3. IP based transmission with IPSec tunnel: An IPSec tunnel will be established between WT and UE, and the “WT PDU” will be transferred in the IPSec tunnel. The user plane protocol stack is shown as follow: On UE side, the adaptor layer shall forward the IP packets containing PDCP PDUs to PDCP entity. Compared to none IPSec tunnel encapsulation, this alternative adds even more protocol controlling overheads, e.g. IPSec header to UP data.

[image: image3.emf]Access Layers

Transport IP

IPSec ESP

Remote IP

Access Layers

Transport IP

Access Layers

Transport IP

IPSec ESP

Wifi

Adaptor layer

UE WLAN AP/AC

WLN

PDCP

Remote IP

Adaptor layer

PDCP


Considering no IP header is required for the new “Ethertype” value MAC based transmission, the alt.1 will have best transmission efficiency over WLAN. However, since no IP header is included in the WLAN MAC PDU, WT PDU generated in alt.1 cannot pass through any intermediate IP router. So, the “WT” shall either be located in WLAN AP/AC, or be connected to WLAN AP/AC directly without any intermediate IP router, which may cause considerable restrictions on the WLAN aggregation deployment.
Observation 1: Since no IP header is included in the WT MAC PDU in the new “Ethertype” value MAC based transmission, the WT PDU generated in alt.1 cannot pass through the IP router, which may cause considerable restrictions on the WLAN aggregation deployment (e.g. the “WT” shall either be located in WLAN AP/AC, or be connected to WLAN AP/AC directly without any intermediate IP router).
For the security aspects, one thing should be clarified firstly that whether the security for both downlink/uplink data transmission in WLAN branch should be considered or only the downlink transmission, which was viewed as high priority? In order to have one common security solution for both uplink and downlink, we propose both uplink and downlink security should be considered in the stage 2 level design for user plane architecture. 
Proposal 1: In order to have one common security solution for both uplink and downlink, we propose both uplink and downlink security should be considered in stage 2 design for user plane architecture, even through the uplink data transmission in WLAN is considered as low priority.  
Since the WEB Portal based authentication without EAP is widely used in the operator’s WLAN network, the security protection of WLAN is quite poor compared to the LTE network. The data packets transmitted in this kind of “OPEN” WLAN can be sniffed and faked easily. 
Observation 2: Since the WEB Portal based authentication without EAP is widely used in the operator’s WLAN network, the security protection of WLAN is quite poor compared to the LTE network

For the alt.1 (New “Ethertype” value MAC based transmission) and alt.2 (IP based transmission without IPSec tunnel), if no extra security measure is introduced, since there is no integrity protection for the user plane PDCP Data PDU, it will be difficult for both the NW and UE to detect the faked PDCP PDUs from WLAN, and the faked PDCP PDUs will be passed to CN and cause a potential security problem for both eNB and CN. Even the integrity protection for the user plane PDCP Data PDU in LTE/WLAN aggregation is introduced, which is similar as the integrity protection for RN, the faked PDCP PDUs may still drain the bandwidth of eNB-WT interface and cost a waste of eNB CPU resource.
Observation 3: For the alt.1 (New “Ethertype” based MAC transmission) and alt.2 (IP based transmission without IPSec tunnel), since there is no integrity protection for the user plane PDCP Data PDU, it will be difficult for both the NW and UE to detect the faked PDCP PDUs from WLAN, which will cause a potential security problem for UE, eNB and CN. Even the integrity protection for the user plane PDCP Data PDU in LTE/WLAN aggregation is introduced, which is similar as the integrity protection for RN, the faked PDCP PDUs may still drain the bandwidth of eNB-WT interface and cost a waste of eNB CPU resource.
For the alt.3 (IP based transmission with IPSec tunnel), since the IPSec is used, the SeGW, which terminates the IPSec tunnel, can block all the faked user plane packets, and there are less security issues for both uplink and downlink. 
Moreover, the similar security issue has been discussed in the GAN (Generic Access Network), which can provide a network controlled 3GPP/WLAN interworking solution in both UMTS and GERAN and has already been deployed in the market. In order to block the unsafely packets from the generic IP network (e.g. WLAN, Bluetooth, etc), the IPSec based data transmission has been introduced in the GAN and a SeGW is included in the GANC (i.e. Generic Access Network Controller network node that connects to the MSC and SGSN via the A-interface and Gb interface (GAN A/Gb mode) or the Iu-cs interface and Iu-ps interface (GAN Iu mode) and enables access via a generic IP network. The core network interacts with the Generic Access Network Controller (GANC) as though it was an RNC). The user plane protocol stack of GAN can be found as follow:

------------------------------------------------- FROM TS 44.318 START------------------------------------------------------
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Figure 7g: PS Domain User Plane Protocol Architecture

-------------------------------------------------- FROM TS 44.318 END---------------------------------------------------------
From the analysis above, we can see that alt.3 (IP based transmission with IPSec tunnel) can provide the best security protection and has already been used in the 3GPP/WLAN interworking. However, in order to support the IPSec, a security gateway function should be included in the “WT”, which may increase the complexity considerably.

Observation 4: The alt.3 (IP based transmission with IPSec tunnel) can provide the best security protection and has already been used in the current 3GPP/WLAN interworking. However, in order to support the IPSec, a security gateway function should be included in the “WT”, which may increase the overall complexity.
A comparison of above three alternatives is given as follow:
	Deployment
	Complexity
	Security on NW side
	Transmission efficiency
	Requirement on deployment

	New Ethertype
	Low

No SEGW is needed.
	Low:

It will be difficult for both the NW and UE to detect the faked PDCP PDUs from WLAN.
	High
No IP address is needed.
	Restricted
No IP router can be deployed between WT and WLAN AP/AC.

	IP transmission without IPSec tunnel
	Media
No SEGW is needed. UE can reuse the current procedure to apply the IP address in WLAN.
	Low:

It will be difficult for both the NW and UE to detect the faked PDCP PDUs from WLAN.
	Media

IP address is needed.
	No

	IP transmission with IPSec tunnel
	High

A SEGW (Security Gateway) should be included in WT to terminate secure remote access tunnels from the UE.
	High

The SEGW can block all the faked PDUs.
	Low

Both IP address and IPSec header are needed.
	No


Considering the requirement for security is out of the scope of RAN2, it will be difficult for RAN2 to decide whether the WT should be able to block all the faked PDCP PDUs for eNB. So, we propose to wait for the response from SA3 before we made any decision.
Proposal 2: Since the requirement for security should be discussed in SA3, we think no decision should be made in RAN2 until the response from SA3 has been received.
If SA3 think all the three alternatives are acceptable, considering the complexity and deployment restriction, we prefer to take the alternative 2 “IP transmission without IPSec tunnel” as the baseline.
Proposal3: If SA3 think all the three alternatives are acceptable, considering the complexity and deployment restriction, we prefer to take the alternative 2 “IP transmission without IPSec tunnel” as the baseline
3 Conclusion
In this contribution, we made some detailed thoughts on the LTE/WLAN aggregation UP architecture. RAN2 is kindly asked to discuss following proposals: 
Observation 1: Since no IP header is included in the WT MAC PDU in the new “Ethertype” value MAC based transmission, the WT PDU generated in alt.1 cannot pass through the IP router, which may cause considerable restrictions on the WLAN aggregation deployment (e.g. the “WT” shall either be located in WLAN AP/AC, or be connected to WLAN AP/AC directly without any intermediate IP router).
Observation 2: Since the WEB Portal based authentication without EAP is widely used in the operator’s WLAN network, the security protection of WLAN is quite poor compared to the LTE network

Observation 3: For the alt.1 (New “Ethertype” based MAC transmission) and alt.2 (IP based transmission without IPSec tunnel), since there is no integrity protection for the user plane PDCP Data PDU, it will be difficult for both the NW and UE to detect the faked PDCP PDUs from WLAN, which will cause a potential security problem for UE, eNB and CN. Even the integrity protection for the user plane PDCP Data PDU in LTE/WLAN aggregation is introduced, which is similar as the integrity protection for RN, the faked PDCP PDUs may still drain the bandwidth of eNB-WT interface and cost a waste of eNB CPU resource.

Observation 4: The alt.3 (IP based transmission with IPSec tunnel) can provide the best security protection and has already been used in the current 3GPP/WLAN interworking. However, in order to support the IPSec, a security gateway function should be included in the “WT”, which may increase the overall complexity.

Proposal 1: In order to have one common security solution for both uplink and downlink, we propose both uplink and downlink security should be considered in stage 2 design for user plane architecture, even through the uplink data transmission in WLAN is considered as low priority.  
Proposal 2: Since the requirement for security should be discussed in SA3, we think no decision should be made in RAN2 until the response from SA3 has been received.

Proposal 3: If SA3 think all the three alternatives are acceptable, considering the complexity and deployment restriction, we prefer to take the alternative 2 “IP transmission without IPSec tunnel” as the baseline
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