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1 Introduction
In RAN2 #89bis meeting, some agreements on LTE-WLAN aggregation were achieved. However, there are still some open issues.   In this document, we discuss and analyse the issue on authentication and encryption between UE and WLAN for aggregation, focusing on the following aspects:

· Whether the authentication and encryption between UE and WLAN is needed
· How to perform the authentication

2 Discussion
2.1 The need of authentication and encryption between UE and WLAN

As we agreed, Rel-12 DC 2C and 3C solutions will be used for LTE-WLAN aggregation. Hence all traffic is protected by the 3GPP AS security mechanism in the PDCP layer. We do not see the need to encrypt the traffic between UE and WLAN again. Regarding whether encryption is used between UE and WLAN, we could leave it to the operator.  However no additional specification work is needed.
In order to prevent DoS attack against the WLAN, normally the WLAN will not only use open system authentication. Otherwise, any fake UEs can send uplink packet to WLAN, which could bring data storm to the WLAN. For LTE-WLAN aggregation, if the authentication is skipped between UE and WLAN, the DoS attack problem on WLAN still exists. In addition, if WLAN is also used for uplink, all the uplink packets received by WLAN from any fake UEs may be further forwarded to the eNB, which will bring data storm to the eNB as well.  Therefore, in order to avoid WLAN and eNB under attack from fake UEs, the authentication between UE and WLAN may still be useful. 

Observation 1: Encryption between UE and WLAN is not needed for aggregation, however it can be left to the operator on whether encryption will be used or not.
Observation 2: The authentication between UE and WLAN is needed for aggregation.
2.2 How to perform the authentication
In current WLAN deployment, the usual authentication method is WPA2, using EAP authentication or pre-shared key (PSK) authentication.   For LTE-WLAN aggregation, we could reuse these two authentication methods:
Option 1: Reuse the current 802.1X EAP authentication

In this case, the UE can reuse the current mechanism to do authentication with WLAN via AAA server when the UE accesses WLAN. The corresponding authentication procedure is shown in Figure 1:
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Figure 1: Reuse the current 802.1X EAP authentication
Step 1: the UE discovers the WLAN security policy based on detection of Beacon frames or Probe Response frames. 
Step 2: After discovery, the UE performs Open System authentication.
Step 3: The UE initiates the association procedure and sends the security policy selected by the UE through Association Request frame. 
Step 4: The UE and the WLAN get a shared key PMK during EAP authentication procedure.  

Step 5: Handshake procedure. 

After the successful completion of step 5, UE and WLAN have authenticated each other and data traffic can be transferred between them. 
Option 2: Use eNB-assisted PSK authentication
In this case, PSK authentication is used between UE and WLAN. We would like to use similar solution as Rel-12 DC, i.e. when the UE accesses to the eNB, the UE and the eNB can derive a shared key PMK respectively, and uses it for further handshake procedure. The details of the authentication procedure are shown in figure 2.
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Figure 2：eNB assisted PSK authentication
Compared with option 1, the option 2 can avoid the operator to deploy the AAA server, and can also speed up the authentication procedure. 
Observation 3: eNB-assisted PSK authentication could avoid the deployment of a AAA server (and make authentication faster) for LTE-WLAN aggregation.

As the security is in SA3 scope, we suggest to send a LS to ask SA3 to discuss further details.
Proposal: Send a LS to SA3 to ask them to discuss the details of WLAN authentication for LTE-WLAN aggregation.  

3 Conclusion
This paper mainly discusses and analyses the authentication between UE and WLAN for aggregation. Based on the above analysis, we have following observations and proposals:

Observation 1: Encryption between UE and WLAN is not needed for aggregation, however it can be left to the operator on whether encryption will be used or not.
Observation 2: The authentication between UE and WLAN is needed for aggregation.

Observation 3: eNB-assisted PSK authentication could avoid the deployment of a AAA server (and make authentication faster) for LTE-WLAN aggregation.

Proposal: Send a LS to SA3 to ask them to discuss the details of WLAN authentication for LTE-WLAN aggregation.
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