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Abstract: 
This paper compares options for authorising access to the WLAN. 
1 Introduction
At RAN2#89-bis meeting, the following agreement was reached regarding the architecture for WLAN aggregation: 

· For LTE/WLAN aggregation the only CN interface is S1, terminated at the eNB
In this contribution, we look at the options for authentication and authorisation of WLAN for aggregation as per the above agreement.

2 Overview of current WLAN authentication and authorisation

In order to provide access to a WLAN the device and AP first need to undertake open system authentication.  However, since there is no verification of identity as part of this process it is typically considered to be insufficient.  Therefore carrier grade WLAN networks typically use 802.1X (EAPOL) port based authentication.  In 802.1X, authentication / authorisation is achieved through the use of the EAP protocol with the device’s credentials being verified by AAA servers. 

In 802.1X an AP (802.1X authenticator) prevents certain types of uplink traffic from being conveyed from the device into the WLAN network until after the device has been authenticated and authorised to use the WLAN.  To support this functionality two types of port are defined: a controlled port and an uncontrolled port.  The uncontrolled port only allows EAP frames to be conveyed into the WLAN to facilitate the authentication/authorisation process.  Whilst the controlled port remains closed, the UE has no IP connectivity.  It is only after the authentication and authorisation process is complete that the controlled port is opened and regular IP communications for that device can commence.
In our opinion it is not viable for a carrier grade WLAN to be operated in open access mode and hence that it is necessary to support a controlled port in the LTE-WLAN aggregation solution.  
3 Solutions for authentication and authorisation of WLAN in aggregation mode
In case of radio level aggregation, the UE is already attached to the 3GPP network and it can be assumed that the MeNB knows whether the UE is allowed to use WLAN aggregation or not.  This opens the possibility to authorise the use of the WLAN network based on the UE’s security association with the LTE network.   Hence two options are possible for WLAN aggregation: 

· Reuse traditional 802.1X based WLAN authentication/authorisation

· Use LTE based authorisation to implicitly authorise the UE for WLAN access

These two options are examined in more detail in the sections below. 
3.1 Solution 1: Authentication via WLAN
In this option the controlled port is opened by traditional 802.1X based authentication procedures. The signalling for this is as shown below.
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Figure 1) Authentication via WLAN 
Features of solution:
· UE, AP and WLAN Gateway use existing 802.1X procedures to authenticate and authorise the device and to open up the controlled port on the WLAN.  Hence the solution works with legacy APs, also there are no changes required in the WLAN implementation of the device.
· The MeNB is required to handle an authentication request after initial attach on cellular, which does not occur in existing 3GPP solutions.  Either the MeNB will need to have cached information as part of the cellular attach in order that at a later stage it can autonomously manage the WLAN authentication and authorisation or else it will need to signal the CN over S1 in order for the authentication/authorisation to be performed.  
3.2 Solution 2: Authentication via Cellular

In this option, the controlled port is opened by the MeNB upon moving the UE into WLAN-LTE aggregation mode. The message sequence for this option is as shown in the figure below. 
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Figure 2) Authentication via cellular 
Features of solution

· Authentication and authorisation to use the WLAN is performed as part of existing 3GPP cellular authentication and authorisation procedures during initial attach.

· The solution doesn’t work with legacy WLAN nodes because the AP and WLC would need to support new procedures for opening up the controlled port (contrast steps 5 to 8 of Figure 2, with steps 5 - 14 of Figure 1).

· The WLAN implementation in the device would need to change because the regular procedures for gaining authorisation to use WLAN are not used. 
4 Conclusions
We conclude that the adopted solution needs to support a controlled port on the AP since it is unviable to operate a carrier grade WLAN in open access mode.   In order to support a controlled port on the AP then:

· If only cellular authentication / authorisation procedures are used (Solution 2) then the key problem is that the solution will not work with legacy WLAN access points and additionally will require changes to existing WLAN behaviour in the device. 

· If WLAN authentication/authorisation procedures are used (Solution 1) it will either be necessary for the MeNB to have cached sufficient information as part of the cellular attach procedure in order to, at a later stage autonomously authenticate and authorise the device to use WLAN or else it will be necessary to involve CN nodes during the authentication.   
In our opinion, it is most important to avoid impacts on legacy WLAN implementations, hence: 

Proposal 1:  It is proposed that RAN2 adopt Solution 1 (Authentication via WLAN using legacy 802.1X based procedures).     
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