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1. Introduction
In this contribution we discuss WLAN authentication and encryption aspects of LTE/WLAN aggregation.
Currently used EAP/AKA WLAN authentication is a fairly long process that involves network nodes located deep with the CN, therefore optimizations to the WLAN authentication procedures are important since unlike LTE, WLAN authentication occurs after every LTE/WLAN aggregation activation event and potentially after every handover. 
2. Discussion
In LTE/WLAN aggregation downlink PDCP PDUs are transferred to the UE via WLAN. Since PDCP PDUs are already encrypted, there is generally no need to support additional level of encryption on the WLAN air interface to protect PDCP PDUs.
Observation 1: PDCP PDUs transmitted on the WLAN air interface are already encrypted, therefore additional level of WLAN encryption is not required.
However, even though WLAN encryption is not needed to protect the PDCP PDUs, it may still be beneficial. When WLAN authentication is enabled, WLAN frames are protected by Message Integrity Code (MIC), which protects not just the payload, but also 802.11 headers. This provides additional protection against replay and forge attacks.
Observation 2: Even though PDCP PDUs are encrypted, WLAN encryption may be beneficial to protect 802.11 headers using MIC.
Additionally, WLAN authentication may be beneficial to protect from rogue WLAN STAs connecting to the aggregation enabled WLAN APs. Rogue WLAN STAs may detect aggregation enabled AP and if the AP operates in open mode, i.e. without WLAN authentication, these STAs may attempt to associate with it. This issue, however, can be mitigated even without WLAN authentication, if the WLAN AP receives a UE WLAN identifier (e.g. via the Xw control plane interface) as part of the aggregation activation. 
Observation 3: WLAN authentication is beneficial to protect from rogue WLAN users connecting to the aggregation enabled WLAN. Alternatively, the eNB can communicate to the WLN the identity of the UE for which it enables aggregation to prevent rogue UEs from connecting to the WLAN.
It is therefore proposed that RAN2 discuss WLAN authentication and encryption requirements for LTE/WLAN aggregation, taking the above observations into account. 

Proposal 1: It is proposed to discuss WLAN authentication and encryption requirements.
If RAN2 agrees that WLAN authentication and encryption are required, there are multiple alternatives to implement this functionality described in detail below.
EAP/AKA Authentication

The first option is to re-use the existing EAP/AKA CN based WLAN authentication defined in TS 33.402 [2]. The advantage of this alternative is that it requires no standardization effort. However, this alternatives requires deployment of тхе AAA server connected to the HSS as illustrated in the following figure.
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EAP/AKA WLAN authentication procedure is described in TS 33.402 [2] in detail and is illustrated in the call flow below.
0. The eNB activates the LTE/WLAN aggregation (e.g. using RRCConnectionReconfiguration message)

1. Steps 1-21 are the normal EAP/AKA WLAN authentication procedure described in detail in TS 33.402 [2] clause 6.2 “Authentication and key agreement for trusted access” and are omitted hear for clarity
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Figure 2: Call flow for EAP/AKA WLAN authentication
As shown in the above call flow, EAP/AKA authentication involves two CN nodes – the AAA server and the HSS. This goes against the LTE/WLAN aggregation objective that “solutions for aggregation should not require WLAN-specific CN nodes and CN interfaces”.
Observation 4: EAP/AKA WLAN authentication does not fulfil the WI requirement on WLAN-specific CN nodes.
Additionally, EAP/AKA authentication introduces significant delay for LTE/WLAN aggregation activation as it involves up to 9 messages on the air interface and the authentication message exchange involves the AAA server and the HSS.

Observation 5: EAP/AKA authentication introduces significant delay to LTE/WLAN aggregation activation.
Observation 6: EAP/AKA authentication introduces significant CN signalling.

To summarize, EAP/AKA authentication is a fairly long process, involving networks nodes located deep within the CN and up to 9 messages exchanged over the air. We also note that unlike LTE, WLAN authentication can happened for every LTE/WLAN aggregation activation and potentially after every handover. This can be mitigated to some extent with 802.11r fast bss transision, however it may not be possible in all WLAN deployments.
Observation 7: EAP/AKA authentication is a long process, which may happen after every aggregation activation event and every handover.

Local WLAN authentication

Another alternative is to generate WLAN keys entirely within the RAN, without involving the CN. In this alternative the AAA server is not needed and the HSS is not involved in the WLAN authentication. 
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This alternative fulfills the WI objective of not using WLAN-specific CN nodes, significantly improves LTE/WLAN aggregation activation time and reduces CN signaling. There are two possible ways to implement the local (i.e. entirely within RAN) WLAN authentication described in more detail below.
eNB generates WLAN keys

In this alternative the eNB generates a temporary WLAN key when it decides to activate aggregation and sends it to the WLN via the Xw control plane interface and to the UE via the LTE air interface (e.g. RRC). Alternatively, the WLN may generate the key and send it to the eNB via the Xw interface. The eNB than sends the WLAN keys to the UE via RRC.
We note that since RRC messages are encrypted and since normally backhaul (i.e. Xw) communications are also encrypted using IPsec, there is no security threat in transmitting the WLAN keys to the UE and to the WLN/eNB. 

The alternative in which the keys are generated in the eNB is illustrated by the figure below.
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Figure 4: Call flow for local WLAN authentication alternative 1
1. The eNB generates (e.g. random) WLAN keys (alternatively, the keys may be generated by the AP, AC or WLN)
2. The eNB sends aggregation activation command via Xw c-plane interface with WLAN keys to the WLN (or WLN sends the WLAN keys to the eNB)
3. The WLN transfers the WLAN keys to WLAN AP or AC
4. The eNB sends the aggregation activation command (e.g. using RRCConnectionReconfiguration) with the WLAN keys to the UE
5. The UE performs WLAN association and authentication
WLAN keys are derived from LTE keys, e.g. KeNB
In this alternative the eNB and the UE derive the WLAN keys from the LTE keys, e.g. KeNB. The eNB sends the keys to the WLN via the Xw control plane interface. No message exchange on the air interface is needed, as the UE derives the key independently, e.g. from KeNB. 

We note that WLAN keys derived from KeNB can be cryptographically separated from KeNB so that LTE security is not compromised. 
This is illustrated by the figure below.
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Figure 5: Call flow for local WLAN authentication alternative 2
1. The eNB derives WLAN keys from KeNB
2. The eNB sends the aggregation activation command (e.g. using RRCConnectionReconfiguration) to the UE
3. The UE derives WLAN keys from KeNB
4. The UE performs WLAN association and authentication
Both local WLAN authentication alternatives can fulfill the WI objective as they do not involve CN nodes and CN signaling for WLAN authentication and significantly reduce the aggregation activation time.

It is proposed to discuss the above WLAN authentication methods for LTE/WLAN aggregation.

Proposal 2: to discuss the above WLAN authentication methods for LTE/WLAN aggregation.

4. Conclusion 
In this contribution we analyses three methods of WLAN authentication for LTE/WLAN aggregation. One is based on EAP/AKA and two other methods are RAN-based, which do not involve the CN. The table below compares these three alternatives.
	
	Aggregation activation delay
	CN signaling
	Standardization impact
	Requires WLAN-specific CN nodes 

	EAP/AKA
	high
	high
	No impact
	yes

	eNB generates WLAN keys
	low
	No CN signally
	medium
	no

	WLAN keys are derived from LTE keys
	low
	No CN signaling
	low
	no


NOTE: EAP/AKA authentication message exchange happens after every handover, not once.
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Figure � SEQ Figure \* ARABIC �3�: Network architecture for local WLAN authentication
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