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1 Introduction
At RAN#67, a new Work Item on LTE-WLAN Radio Level Integration and Interworking Enhancement [1] was approved. In this contribution, we discuss potential architectures that may address the requirements stated in [1] and analyze their impact both on network and device requirements. 
2 Discussion
Release 12 work in both SA and RAN creates a framework that provides a tighter integration of the WLAN into a cellular operator network. It allows both trusted and untrusted access over the WLAN with seamless PDN level mobility. Release 13 work in SA continues this work and introduces IP flow mobility both user and network initiated.
The Release 12 RAN work has enhanced the cellular – WLAN interworking by introducing new WLAN and RAN metrics to be used in controlling the traffic offload between LTE and WLAN. A new parameter OPI has also been introduced. It provides a mechanism that allows RAN control of the level of traffic offload between cellular and WLAN while still considering the traffic and user profile separation. 
All the work done so far assumes the existing CN architecture options detailed in Section 4 of [3]. Considering the typical coverage of a WLAN AP this may contribute to a large level of signaling on the CN due to the UE mobility and has impact in the perceived user experience(see Scenario 3 in [2] ) .

The new approved Release 13 WI in [1] states the following requirements:

1. Co-exist with other 3GPP/WLAN interworking solutions 

2. Avoid IEEE 802.11 specification impacts 

3. Solutions for aggregation should not require WLAN-specific CN nodes and CN interfaces, i.e. WLAN aggregation should be transparent to EPC. Solutions for interworking enhancement should not require additional WLAN-specific CN nodes and CN interfaces and additional CN signalling.

4. Solutions for aggregation should not prevent discovery and use of other WLAN networks based on user preferences

5. Solutions shall consider only WLAN nodes deployed and controlled by operators and their partners

6. Solutions for aggregation should build upon Release-12 LTE dual connectivity architecture

7. Solutions for inter-working enhancement should build upon LTE/WLAN interworking studied in Release-12

8. Improve mobility to/from WLAN while minimizing the core network signalling
9. Improve network control of WLAN offload
10. Improve overall UE throughput by using both cellular and WLAN access
We next detail possible architecture solutions that address these requirements and propose an analysis of these solutions. 
2.1 Architecture solution based on SCE Dual Connectivity
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Figure 1: A simplified cellular - WLAN Interworking architecture based on SCE Dual Connectivity 2C and 3C 
In an architecture solution based on SCE Dual Connectivity, a user may be simultaneously connected to a Master Cell Group through MeNB and a WLAN network through a standalone WLAN AP acting as a SeNB. The dual connectivity solution may provide two simultaneous datapaths over the two accesses.

This view of the interworking architecture is rather simplistic and does not represent the general use case an Service Provider operates WLAN. There are indeed certain cases where the WLAN APs may be operated in autonomous mode (local configuration and control). However, in Service Provider WLAN deployment (requirement 5 in the WID) the APs are typically coordinated and managed by WLAN Controllers (WLC). In this deployment models there is always a control plane connection between the WLAN AP and the WLC.

The entry point for the WLAN data plane connection is a WLAN Access Gateway (WAG) which in the autonomous deployments may be represented by the Residential Gateway. The interfaces between the WLAN AP and WAG typically have assigned locally scoped IP addresses. 

The WLAN infrastructure must also be shared with devices that do not support cellular communication. An authentication server (WAP) may be in place for such functionality. For devices that provide cellular-WLAN interworking connectivity WAP has similar feature set as TWAP in the 3GPP-TWAN interworking reference model.
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Figure 2: A detailed cellular - WLAN Interworking architecture based on SCE Dual Connectivity 2C and 3C
Considering the above observations we propose the following architecture for a RAN based WLAN deployment. The description of this architecture is shown in Figure 2. Further details of user plane and control plane for cellular – WLAN interworking are presented in the next Sections.
2.2 User Plane for RAN based Cellular – WLAN Interworking
The user plane solution for RAN based Cellular – WLAN Interworking must allow the termination of the S1-U in the MeNB. It shall also allow traffic differentiation and QoS service at the radio bearer level over both accesses. 
In order to do so we propose two alternative datapath solutions for transferring data over WLAN:

1. Data for each RAB is tunneled into an IPSec tunnel over WLAN between MeNB and UE;
2. Data for each RAB is tunneled in a GTP-u tunnel over WLAN between MeNB and UE.
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2.2.1 IPSec tunneling over WLAN

This user plane solution is similar with S2b connectivity in which the MeNB plays the role of the ePDG [3]. The S2b based connectivity solution has been embraced by major handset vendors in providing PDN level offload over WLAN. This solution takes it into account. It proposes an implementation (See Figure 3 ) which brings a minimal set of changes to the overall datapath a packet needs to follow when is received/delivered over the WLAN compared with the S2b based solution. 
In essence two packets that belong to the same bearer are only served by the same access. In the case of the WLAN access the serving PDCP entity is represented by the end tunnel of the IPSec link. RAB may be served over one access.  
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Figure 3: New Aggregated PDCP Entity
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Figure 4: User Plane solution based on IPSec tunneling of RAB data over WLAN
The end-to-end Solution described in Figure 4 creates an IPSec tunnel between MeNB and UE for each PDCP entity (or RAB) that is offloaded over WLAN. 

In a regular implementation forwarding of the downlink traffic at the MeNB is done by matching the S1->TEID of the received packet to the LCID associated with the associated RAB. The MeNB matches the LCID to a SPI value that is used in the IPSec Header. On the UE side the packet is associated with a particular RAB by matching back the IPSec SPI to LCID. Similar on the uplink the match LCID ->SPI -> LCID is done in UE and retrieved at the MeNB.

This solution provides protection and authentication of the RAB traffic sent over the WLAN. Regular IP forwarding of the encapsulated IPSec payload is used on all the intermediate nodes between UE and MeNB, including the WAG. The X2u interface between the WAG and MeNB is a pure IP forwarding based interface with no tunneling requirements. IKEv2 may be used for IPSec tunnel setup (see Figure 5). 

[image: image6.emf]L2/L1

IPv4/IPv6

IPSec

IPv4/v6

L2/L1

IPv4/IPv6

L2/L1

IPv4/IPv6

L2/L1

IPv4/IPv6

L2/L1

IPv4/IPv6

L2/L1

IPv4/IPv6

IPSec

IPv4/v6

L2/L1

IPv4/IPv6

GTP-u

IPv4/v6

UE

WLAN AP WAG MeNB

User Plane

UDP



[image: image7.emf]L2/L1

IPv4/IPv6

IKEv2

L2/L1

IPv4/IPv6

L2/L1

IPv4/IPv6

L2/L1

IPv4/IPv6

L2/L1

IPv4/IPv6

L2/L1

IPv4/IPv6

IKEv2

L2/L1

IPv4/IPv6

UDP

UE

WLAN AP WAG MeNB

Control Plane

GTP-c


Figure 5: Protocols for Control and User Plane over WLAN access using IPSec and IKEv2
2.2.2 GTP-u tunneling over WLAN

This solution proposes the creation and maintenance of a GTP-u [4] tunnel between MeNB and UE for each RAB that is offloaded over WLAN. The solution assumes encryption of the 802.11 traffic (WLAN AP shall setup encryption as mandatory for the connecting UE), encrypted links between WLAN AP – WAG and WAG-MeNB and a trust relation with all the intermediate nodes on the path between WLAN AP and MeNB. As there is no guarantee that this may happen it is recommended that encryption shall be mandatory for all the IP data offloaded over WLAN and tunneled in the GTP-u tunnel.
This solution compared with the IPSec based approach detailed in Section 2.2.1 has major implications in the datapath architecture of the terminal device. While some of features may exist in the cellular modem for datapath processing, most of them are not used over WLAN datapath. 
2.3 QoS handling over WLAN

A RAN based solution for cellular – WLAN interworking shall be able to provide a similar type of QoS profile for each RAB no matter on which access (cellular or WLAN) it is served. 

For each of the RAB served over WLAN the MeNB shall send a QoS reservation request to the WLC. The reservation shall include the QoS profile and a DSCP value to be used on the outside IP header for all the packets of the same RAB. The WLC shall derive the QoS to apply between WAG and the WLAN Access Point for downlink user plane IP traffic. The WLAN Access Point is then assumed to map this QoS to the corresponding IEEE 802.11 Access Class.

NOTE:
The QoS used between TWAG and WLAN Access Point and its transmission are implementation dependent.

The UE supports aka reflective QoS mechanism: 

-
When the UE receives an IP packet, it shall store the 5-tuple corresponding to the IP flow together with the IEEE 802.11 Access Class used on the air; 

-
When the UE needs to send an IP packet, it shall derive the IEEE 802.11 Access Class to be used on the air from the previously stored information for the IP flow. If there is no stored information for this IP flow, the UE uses the default IEEE 802.11 Access Class. 
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Figure 6: WLAN Radio Bearer Setup
2.4 Network Discovery and Selection Procedure

This Section briefly details mandatory steps to be taken by a UE into selecting and associating/attaching to a WLAN and a MeNB that are providing together the WLAN Interworking solution. It takes into account the following requirements:
1. Not all UEs that are under the coverage of a WLAN and MeNB that provide this cellular WLAN interworking solution shall be able to connect;

2. Although a UE may be under the coverage of a WLAN that provides this cellular WLAN interworking solution, it may not be connected to an eNB that is associated with the WLAN on which it is connected; 

3. Although a UE may be under the coverage of a eNB that provides this cellular WLAN interworking solution, it may not be able to connect to a suitable WLAN.
Based on this requirements a UE shall try to discover and select a suitable tuple (WLAN, eNB), where there the eNB acts as a Macro cell for WLAN when a valid policy on the device is active and it indicates so. This shall take into account user preferences, operator network selection policies.

The following steps (detailed in Figure 7) shall be taken by the device:
1. Either user preferences or an operator active policy on the UE indicates that a RAN based WLAN interworking connectivity should be sought after. RAN may also initiate the Network Selection process by indicating the UEs under its coverage that they should seek a WLAN that provides RAN integrated connectivity. This trigger may be also provided by eNBs that do not have WLAN integrated connectivity.

2. UE searches for a WLAN that provides RAN integrated connectivity. Such a capability of a WLAN may be informed to the UE by extending the 3GPP ANQP container (exchanged between UE and WLAN pre-association) with a new capability bit per PLMN,.
3. If a suitable WLAN is found the UE associates with the AP authenticates and establishes the local IP connectivity. The authentication procedure involves the EPC and the AAA server, similar with the S2a authentication. 

4. During the authentication process the AAA ,through HSS and MME, may identify a suitable target eNB that integrates the WLAN on which the UE has associated. It informs the source eNB to trigger Measurement Reports on the target eNB.

5. Source eNB triggers WLAN Measurement Reports for target eNB.

6. If the UE is under the coverage area of the target eNB, it informs the source UE and it also sends the SSID and its local IP address of the interface facing the WLAN datapath.

7. The source eNB triggers an Inter-eNB handover from source eNB to target eNB.

8. The target eNB establishes one or more RABs to be served over WLAN access.  
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Figure 7: Network Discovery and Selection Procedure
3 Conclusion

This contribution recommends RAN2 the following:

Proposal1: RAN2 shall adopt the architecture described in Section 2.1 and Figure 2 as the base architecture for LTE-WLAN Radio Level Integration and Interworking Enhancement [1].

Proposal 2: RAN2 shall adopt the IPSec and IKEv2, described in Section 2.2.1 and Figure 5, as protocols for establishing RAB over the WLAN for LTE-WLAN Radio Level Integration and Interworking Enhancement [1].
Proposal 3: RAN2 shall consider the procedure described in Section 2.3 in providing QoS over WLAN for LTE-WLAN Radio Level Integration and Interworking Enhancement [1].

Proposal 4: RAN2 shall consider the network access discover and selection procedure for the LTE-WLAN Radio Level Integration and Interworking Enhancement [1].
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