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1 Introduction
Security enforcement in PC5 interface is an import aspect of ProSe. This paper provides an overview of ProSe security handling in PDCP layer based on latest SA3 and SA2 standards [1] [2].

In ProSe direct discovery, message is transmitted between MAC and ProSe protocol layer without going through PDCP. For ProSe direct communication, user plane ciphering/deciphering is performed at PDCP layer as specified in section 6.2.3 of TS 33.303 [1]. In 3GPP R12, only user plane PDU is defined in PDCP for ProSe direct communication. So, only user plane ciphering/deciphering for ProSe direct communication is applicable in R12.

2 User plane ciphering/deciphering
Ciphering/deciphering of ProSe direct communication reuses the general architecture of Uu user plane encryption as showed in Figure 1. 
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Figure 1: Ciphering of data
For ciphering/deciphering of ProSe direct communication, the parameters are set as below:

· COUNT: 32-bit, derived from 16-bit Counter i.e. 16-bit PDCP SN by prepending 16 “0”;

· DIRECTION: always set to 0;

· BEARER: set to LCID;

· KEY: PEK (ProSe Encryption Key) derived as described in section 2.2.
2.1 Security flow

Figure 2 shows the high level message flow of security handling in ProSe direct communication, as specified in section 6.2.3.3 of TS 33.303 [1].
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Figure 2: Security flow of ProSe direct communication
UE receives security parameters: PGK (ProSe Group Key), PGK ID, algorithm from ProSe Key Management Function. These parameters are used in protecting the communication in step 3.
2.2 Key derivation
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Figure 3: Key Deriving
As show in Figure 3, PEK is derived from 256-bit PTK (ProSe Traffic Key) as specified in section A.4 of TS 33.303 [1]. PTK is derived from PGK (ProSe Group Key), PTK Identity and Group Member Identity as specified in section A.3 of TS 33.303. 
The PGK is uniquely determined by group identity and PGK Identity. Group identity and Group Member Identity are included in the MAC header as layer-2 addresses. 8-bit PGK Identity is derived from PGK Index, which is 5 LSB of PGK Identify.
The PTK identity is set to a unique value in the sending UE that has not been previously used together with the same PGK and PGK identity in the UE. 

The PGK Index and PTK Identity are determined by sending UE and included in the PDCP header as show in Figure 4.


[image: image4.emf]PTK Identity(cont.)

Data

Oct 6

PDCP SN

PDCP SN(cont.)

PGK Index

Oct 1

Oct 2

Oct 3

Oct 4

Oct 5

...

SDU Type

PTK Identity


Figure 4: PDCP Header
3 Incorporating ProSe security into PDCP standard
ProSe direct communication in PC5 interface would share same PDCP spec TS 36.323 with the Uu interface. Regardless of whether separate sections would be added for ProSe direction communication, following differences shall be described in PDCP spec:
· COUNT is derived from 16-bit PDCP SN by prepending 16 “0”;

· PGK Identity, PTK Identity are included in PDCP header;

· PTK Identity selection;

· DIRECTION is always set to 0;

· BEARER is set to LCID;

· Ciphering KEY is PEK.

Proposal: Agree with incorporating above ProSe direct communication specific security handling into PDCP specification. 
R2-145192 proposes changes to PDCP specification for above differences.

4 References
[1]
3GPP TS 33.303: “Proximity-based Services; Security Aspects”.

[2]
3GPP TS23.303: “Proximity-based Services; Stage 2”.


_1461715993.vsd
UE1


UE2


ProSe Function


1a. Service authorisation 


2a.i Key Request (Group ID, UE security capabilities) 


4a. Process received data


2a.iii Key Response (Group Member ID, PGK ID, PGK, Expiry Time, algorithm) 


1b. Service authorisation 


3b. Send protected user plane


3a. Send protected user plane


2b.i Key Request (Group ID, UE security capabilites) 


ProSe Key Management Function


0a. Configure


0b. Configure


0c. Configure


0d. Configure


4b. Process received data


2b.iii Key Response (Group Member ID, PGK ID, PGK, Expiry Time, algorithm) 



_1476899479.vsd
PGK


PTK


PEK


PTK Identity


Group Member Identity


Algorithm



_1476788987.vsd
PTK Identity (cont.)


Data


PTK Identity


Oct 6


PDCP SN


PDCP SN (cont.)



PGK Index


Oct 1


Oct 2


Oct 3


Oct 4


Oct 5


...


SDU Type



_1272973073.doc


EEA







BEARER







DIRECTION







LENGTH







COUNT







KEY







KEYSTREAM 



BLOCK







PLAINTEXT 



BLOCK







CIPHERTEXT �BLOCK







PLAINTEXT 



BLOCK







KEYSTREAM 



BLOCK







KEY







LENGTH







BEARER







DIRECTION







COUNT







EEA







Receiver











Sender
















