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1 Introduction

Encryption for SCG bearers is performed at the SeNB and the security algorithm is configured by the SeNB.  SA3 captured the following in their specs:

E.2.4.3 Negotiation of security algorithms

When establishing one or more DRBs for a UE at the SeNB, as shown on Figure E.2.3-1, the MeNB shall forward the UE EPS security capabilities associated with the UE and the identifier for the AS encryption algorithm the MeNB selected for the UE for the SRBs to the SeNB in the X2 request message for SCG SeNB Addition/Modification. 
Upon receipt of this message, the SeNB shall identify the AS encryption algorithm with highest priority in the locally configured priority list of AS encryption algorithms that is also present in the received UE EPS security capabilities.  If the so identified AS encryption algorithm is different from the one indicated in the received X2 request message for SCG Addition/Modification , the SeNB shall include an indicator for the locally identified AS encryption algorithm in the X2 response message for SCG Addition/Modification  .

The MeNB shall forward the indication to the UE during the RRCConnectionReconfiguration procedure that establishes the SCG DRBs in the UE. If the UE does not receive any AS encryption algorithm indication in this RRCConnectionReconfiguration procedure, the UE shall use the same AS encryption algorithm for the SCG DRBs as it uses for the SRBs. Otherwise, the UE shall use the indicated encryption algorithm for the SCG DRBs. 

NOTE: The UE uses one encryption algorithm for encryption of SRB and any potential DRB(s) established with MeNB, and a same or different encryption algorithm for encryption of DRB(s) established with SeNB. “

This contribution discusses the choice of security algorithm in SeNB and the signalling aspects.

2 Discussion

The security algorithm is the same for all bearers in an eNB – for MeNB and SeNB.  There is no requirement from SA3 from the text above to use the same algorithm in the MCG and SCG as captured in the NOTE.  The security algorithm is chosen by the SeNB based on the UE and SeNB supported algorithms.  It may be influenced by the MCG algorithm but that aspect is an implementation choice outside of standards (apart from providing the MCG algorithm to SeNB).  
Observation #1: There is no requirement for the SCG and MCG security algorithm to be the same.
Today, the security algorithm is only allowed to change during a HO.  There is no motivation to do a security change within the same eNB and the main motivation to support a change of algorithm during HO is to cater for different eNBs supporting different algorithms.  In the context of Dual connectivity, an algorithm change is only needed on change of SeNB.  From a UE perspective, the SCG security algorithm change should only be allowed then on SCG change.  The current L2 handling defined in RAN2 also only supports SCG algorithm change during an SCG change.
Observation  #2: SCG encryption algorithm change is only allowed during SCG change.

For 1A bearer, security algorithm needs to be configured for bearer type change from MCG to SCG and for SCG bearer to SCG bearer during SCG change.  Although conceptually, the algorithm is part of the bearer PDCP protocol, the algorithm configuration is provided outside of the DRB configuration as it is common for all bearers.  

While delta configuration can be considered for the security algorithm as in HO today, it is only a 3 bit field and there is no motivation to do delta to save on number of bits.  It can always be included at SCG establishment and change.

Proposal #1: Delta configuration of the SCG encryption algorithm is not supported.

If proposal #2 is not agreed, and delta configuration is supported, it brings into question about the baseline for the delta.  

Normally the delta configuration is towards the current configuration.  Based on this current rule, the baseline for the delta for the SCG security algorithm at SCG establishment can be the MCG algorithm.  And at SCG change, it will be the previous SCG algorithm.  This is the normal definition of delta configuration and there is no benefit from deviating from this rule.   The MCG algorithm should not be used as the baseline.

Proposal #2: If delta configuration is adopted, then the principle of delta configuration, to use the current configuration as the baseline for the delta configuration should be used.

If proposal #2 or #3 is agreed, the SA3 specs that use the SRB algorithm as the baseline for the delta needs to be updated.   In any case, such signalling details copied below should not be in SA3 stage 2 and could potentially be in conflict with RAN2/3 specified stage 3.  
If the so identified AS encryption algorithm is different from the one indicated in the received X2 request message for SCG Addition/Modification , the SeNB shall include an indicator for the locally identified AS encryption algorithm in the X2 response message for SCG Addition/Modification  .

The MeNB shall forward the indication to the UE during the RRCConnectionReconfiguration procedure that establishes the SCG DRBs in the UE. If the UE does not receive any AS encryption algorithm indication in this RRCConnectionReconfiguration procedure, the UE shall use the same AS encryption algorithm for the SCG DRBs as it uses for the SRBs. Otherwise, the UE shall use the indicated encryption algorithm for the SCG DRBs. 

It is hence proposed:
Proposal:  #3:  Liaise to SA3 to inform them about the RAN2 decisions and that the signalling details are captured in RAN2 stage 3 and to request SA3 to consider deleting these details from their specs. 
The MCG RRC configuration is provided to the SeNB as part of the SCG-ConfigInfo.  The security algorithm configured to the UE is part of the MCG RRC configuration and should hence be carried as part of the SCG-ConfigInfo like any other MCG RRC parameter.  Hence there is no need to provide it separately to the SeNB in X2-AP.  

Proposal #4: MCG security algorithm configuration should be provided to the SeNB as part of the SCG-ConfigInfo along with the rest of the MCG RRC configuration.
Further, SA3 has also captured the following in their specifications regarding re-keying:

“ If the MeNB cannot allocate an unused radio bearer identity for a new radio bearer in the SeNB, due to radio bearer identity space exhaustion, the MeNB shall increment the SCG Counter and compute a fresh S-KeNB, and then shall perform a SCG modification procedure to update the S-KeNB. The MeNB may chose to update the S-KeNB instead of assigning a new radio bearer identity even when the latter would have been possible. The MeNB may instead release all radio bearers in the SeNB, and then perform an SCG addition procedure, adding all radio bearers just released as well as the new radio bearer to the SeNB. Since the procedure derived a fresh S-KeNB, radio bearer identities used before the last S-KeNB change can be re-used.

Editor's note: According to the reply to question 2 and 3 in the LS from RAN2 in R2-141844, the working assumption in RAN2 is that rekeying is performed by releasing all radio bearers and then adding them again. Under this working assumption there can be no existing radio bearers active in the SeNB when the MeNB includes a new S-KeNB when adding a new SCG. It is FFS whether RAN2 changes the WA and hence the above statement needs updating to explain that a rekeying is performed at the same time as the addition. “ 

As per RAN2’s current agreement, intra-SCG change procedure (SeNB modification over X2) can be used to update the S-KeNB and there is no need for deletion and adding of all DRBs.  The above SA3 editor’s note in red is out of date and it proposed to also inform SA3 of the RAN2 agreements so SA3 can update their specs.
Proposal #5: It is proposed to send a liaison to SA3 informing them of RAN2 decision to use SCG change to perform a S-KeNB re-keying  so they can update their specifications.

3 Summary and proposals
The document discussed the security algorithm choice for the SCG configuration.  It also discussed the signalling of the chosen algorithm to the UE and the SeNB.  S-KeNB re-keying text in SA3 specifications is also discussed.  The following observations and proposals are made:

Observation #1: There is no requirement for the SCG and MCG security algorithm to be the same.
Observation  #2: SCG encryption algorithm change is only allowed during SCG change.

Proposal #1: Delta configuration of the SCG encryption algorithm is not supported.

Proposal #2: If delta configuration is adopted, then the principle of delta configuration, to use the current configuration as the baseline for the delta configuration should be used.

Proposal:  #3:  Liaise to SA3 to inform them about the RAN2 decisions and that the signalling details are captured in RAN2 stage 3 and to request SA3 to consider deleting these details from their specs. 

Proposal #4: MCG security algorithm configuration should be provided to the SeNB as part of the SCG-ConfigInfo along with the rest of the MCG RRC configuration.
Proposal #5: It is proposed to send a liaison to SA3 informing them of RAN2 decision to use SCG change to perform a S-KeNB re-keying  so they can update their specifications.


