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1. Introduction
This paper (re)discusses the handling of SeNB security context update, specifically for SeNB PDCP COUNT wrap around case. The purpose for re-discussing the issue is to ensure aligned specification in RAN2, RAN3 and SA3.
2. Discussion
Security context update in SeNB can be triggered due to the following:
1. KeNB update (which may be due to MME or MeNB initiated KeNB update (refresh and re-key)).

KeNB update in the MeNB always triggers SKeNB to be updated. Based on RAN2 agreement [1], SKeNB update is performed by “SCG change”. Based on baseline X2AP running CR [2], in X2 I/F this procedure is (likely to be) realized by MeNB initiated SeNB Modification procedure. 
2. PDCP COUNT wrap around

For this case, as a result of email discussion [86#27] before the last RAN2#86 meeting [3], RAN2 agreed that in the case of COUNT wrap around, the SeNB indicates to the MeNB that the COUNT is almost wrapped around, and the MeNB may then decide to update SeNB security context by either (1) Change DRB ID or (2) SKeNB update. 
However the agreed stage3 X2AP running CR[2] agreed in RAN3#85 does not seem to take into account the ability to change DRB ID when COUNT wrap around is about to occur. The agreed CR only addresses the case of SeNB initiated SKeNB refresh request.

Furthermore, referring to SA3 agreement captured in 33.401 [4], we can understand that even SA3 does not consider the case of DRB ID change, excerpt as follows.
	E.2.5
S-KeNB update triggers
…
The SeNB shall request the MeNB to update the S-KeNB over the X2-C, when uplink or downlink PDCP COUNTs are about to wrap around for any of the DRBs.
…


The motivation why RAN2 agreed to address both cases is (maybe) because both mechanism of security update are supported in for Non-DC operation [5]. We think RAN2 need to re-discus and confirm whether both mechanism needs to be supported.

The following are three alternatives of how to realise SeNB security update.
Alt.1: 
Reusing SeNB intiated SeNB Modification procedure, allowing both mechanisms (SKeNB update and DRB ID change) to be supported.

SeNB requests MeNB to decide which security update procedure to take by including “COUNT wrap around” indication. SeNB will also need to include SCG-Config RRC INM message which contains RACH configuration in X2AP SeNB Modification Required message.  Note that RACH configuration is used only if the MeNB decides to perform SKeNB update instead of DRB ID change. If MeNB decides to perform DRB ID change, assigned RACH resource would be a waste.
The updated security context will be delivered by the MeNB in X2AP SeNB Modification Confirm message. 
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Figure 1:  Alternative 1 of SeNB security context update
Alt.2: 
Reusing SeNB intiated SeNB Modification procedure, only allows SKeNB update (similar with today RAN3 agreement)
SeNB always triggers SCG change using SeNB initiated SeNB modification procedure whenever COUNT wrap around is about to occur. In this case, MeNB will assign a new KeNB and automatically SeNB security context is updated. 
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Figure 2: Alternative 2 of SeNB security context update
Alt. 3: 
Defining a new procedure (possibly class 2) from SeNB to MeNB, follows by MeNB initiated SeNB Modification procedure, allowing both mechanisms (SKeNB update and DRB ID change) to be supported.

In this alternative, the standard specification will provide a way for SeNB security update that allowing both mechanisms (SKeNB updates and DRB ID change) without wasting SeNB resources (i.e., RACH resources assignment although may not be used depending on MeNB decision as in alt. 1a).
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Figure 3: Alternative 3 of SeNB security context update
Looking at the above alternatives, if RAN2 decides to keep the agreement to allow both mechanisms (SKeNB refresh and DRB ID change), RAN2/3 needs to decide whether to adopt Alternative 1 or Alternative 3 considering the trade-off  between possibility of waste RACH resources vs. definition of new procedure.  From DCM perspective, if this is the case, we slightly prefer if the standardization support the procedure that does not result into wasting of RACH resources, i.e., alternative 3.

If RAN2 decides only to support KeNB refresh for COUNT wrap around in SeNB, then automatically Alternative 3 is adopted (already align with RAN3 decision). It should be noted that this eNB implementation will be able to use this mechanism regardless of whether alt.1a or alt.2 is adopted, unless the specification explicitly restricts the usage.
Proposal 1: 
RAN2 to reconfirm and decide whether the agreement to support both mechanisms of SKeNB update and DRB ID change for SeNB COUNT wrap around case.

Proposal 2: 
If RAN2 decides to keep the agreement, alternative 3 (defining new procedure initiated by SeNB to indicate that CN should be adopted. 
3. Summary and Proposal
The issue of security context update procedure for SeNB PDCP COUNT wrap around case was re-discussed, specifically on the point of whether RAN2 should keep the original agreement to support both SeNB update and DRB ID change. Alternatives for realizations were presented and the consequences if RAN2 keep or revise the agreement were discussed. The following are proposed:

 Proposal 1: 
RAN2 to reconfirm and decide whether the agreement to support both mechanisms of SKeNB update and DRB ID change for SeNB COUNT wrap around case.

Proposal 2: 
If RAN2 decides to keep the agreement, alternative 3 (defining new procedure initiated by SeNB to indicate that CN should be adopted. 
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