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1 Introduction 
In this contribution, a potential security issue is brought up under option 1A when PDCP COUNTs of SCG bearers take place wrapping around.. It is expected that RAN2 should take this issue into consideration and discuss how to handle it. 
2 Discussion 
According to the stage 2 description in latest running 36.300 CR: 
“SeNB indicates to MeNB when uplink or downlink PDCP COUNTs are about to wrap around and MeNB may decide either to update the S-KeNB or change DRB ID”.

2.1 Scenario 1

In case of MeNB chooses to change the S-KeNB only, a potential security issue may appear.
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Figure1. Only S-KeNB change for PDCP COUNT wrapping around
In figure 1, the DRB1 is moved back and forth between MeNB and SeNB (MCG bearer <--> SCG bearer). 
· In figure 1a, DRB1 is MCG bearer at first, and it is protected by the key resulted from KeNB. We assume that the PDCP COUNT of the data that has been transmitted is from 1 to 100 before it is switched to SeNB. 

· In figure 1b, DRB1 becomes a SCG bearer, and it is protected by the key resulted from S-KeNB1. The transmission continues until the PDCP COUNT reaches the wrapping around point.  Then S-KeNB key changes.
· In figure 1c, S-KeNB1 changes into S-KeNB2 because of PDCP COUNT wrapping around. The data with PDCP COUNT from 0 to 10 has been transmitted before DRB1 is moved back to MeNB.
· In figure 1d, DRB1 is back to MeNB. The data (starts from 10) will continue to be transmitted. Because there is no key change in MeNB, so the data should be still protected by the key resulted from the same KeNB. Then the security risk arises. The PDCP COUNT from 11 to 100 of the same DRB will be re-used with the same Radio Bearer identity and with the same KeNB. 
During the above description, it can be seen that if only S-KeNB is changed when PDCP COUNT wraps around, it lead to a potential PDCP COUNT re-using issue. If this kind of re-using is vital for security., it means that MeNB must identify this issue. For example, the transmission status of DRB1 (in figure 1a) should be kept in MeNB, even it has been moved to SeNB. When MeNB finally takes the DRB1 back from SeNB (in figure 1d), MeNB should check if there is any re-using issue. Currently, there seems no specific requirement for MeNB. 
Proposal 1: MeNB should be able to identify the potential PDCP COUNT re-using issue when the DRB is moved back and forth between MeNB and SeNB.
If such issue occurs in MeNB, according to the security principles of SA3 in TS33.401, “Key refresh … shall be initiated by the eNB when a PDCP COUNTs is about to be re-used with the same Radio Bearer identity and with the same KeNB.” So, a KeNB refresh procedure may be initiated to avoid such re-use. The result is that two key refresh procedures of each key (KeNB and S-KeNB) are triggered successively for one DRB. And all the other MCG bearers and split bearers will be impacted (i.e. transmission interruption).  
Proposal 2:  A KeNB refresh in MeNB can be adopted for this identified re-using issue, but it will have impact to the other MCG bearers and split bearers.
2.2 Scenario 2

On the other hand, if KeNB is also changed together with S-KeNB when PDCP COUNT wrapping around in SeNB (i.e. the KeNB used in figure 1c and 1d is different from 1a and 1b), the re-using will not happen. 
Proposal 3: If the KeNB is also changed together with S-KeNB when PDCP COUNT wrapping around in SeNB, the PDCP COUNT re-using will not happen.
2.3 Scenario 3

 MeNB may also choose to change the bearer identity merely for this case.

It should be firstly noted that the changing of DRB ID cannot be achieved through a normal reconfiguration procedure without modification. During normal reconfiguration procedure, if the old DRB ID is deleted, all of the bearer context will be released, unless there is an indication of the relation between old DRB ID and new DRB ID. The only way to change of DRB ID of SCG bearer is via SCG change procedure, i.e. delete and re-add the SCG bearers.  However, in this case, a new S-KeNB will be derived according to the current agreement, 
Proposal 4: Changing DRB ID for SCG bearer should be achieved through SCG change procedure, and it is always accompanied by S-KeNB changing.

Given the DRB ID is changed when the PDCP COUNT wraps around the re-using issue does not exist either. In this case, the identity of DRB1 when it back to MeNB (in figure 1d) is different from what it is originally in figure 1a. So there will be no PDCP COUNT will be re-used with the same Radio Bearer identity and with the same KeNB.
Proposal 5: If MeNB decides to change the bearer identity, the re-using issue does not exist either.
3 Conclusion 
Proposal 1: MeNB should be able to identify the potential PDCP COUNT re-using issue when the DRB is moved back and forth between MeNB and SeNB.
Proposal 2:  A KeNB refresh in MeNB can be adopted for this identified re-using issue, but it will have impact to the other MCG bearers and split bearers.
Proposal 3: If the KeNB is also changed together with S-KeNB when PDCP COUNT wrapping around in SeNB, the PDCP COUNT re-using will not happen.
Proposal 4: Changing DRB ID for SCG bearer should be achieved through SCG change procedure, and it is always accompanied by S-KeNB changing.
Proposal 5: If MeNB decides to change the bearer identity, the re-using issue does not exist either.
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