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1   Introduction
RAN2 previously received an LS from SA3 [1] and an accompanying attachment [2]. In this contribution, SA3 defined several fields that should be included in the PDCP header for D2D communication [2]. These fields are summarized as follows:

	Field Name
	Size (bits)
	Meaning

	PGK ID
	8
	An identifier of one of several ProSe Group Keys (PGK) corresponding to a specific communication group (L2 Target ID)

	PTK ID
	16
	A ProSe Traffic Key (PTK) is uniquely identified by the combination of Group Identity (L2 Target ID), PGK ID, Group Member ID (L2 Source ID), and PTK ID 

	COUNTER
	16
	A counter used with a particular PTK to ensure keystream freshness

	L3 Protocol
	3
	Indicates the layer 3 protocol of the upper layer packet (e.g. IP, ARP, etc.)


In this contribution we propose a format for D2D PDCP PDU that addresses these requirements, and discuss how PDCP procedures are impacted.  
2   Discussion 
2.1   D2D PDCP Header Format
Currently PDCP supports the transport of control plane, user plane, and PDCP control PDUs. Control PDUs are used for different purposes, such as RoHC feedback and PDCP status reports. Control PDUs already include a PDU Type field  that is used to indicate the type of PDCP control information in the PDU (which is of course different than the L3 protocol for D2D). In Release 12, receiving UEs will not send feedback to the transmitting UE, either at PDCP or other layers. Hence, all D2D PDCP PDUs in release 12 will only carry user plane data. However, we can not exclude unicast D2D communication in a future release, which may require control information exchange in PDCP. Therefore, it is useful to include a data/control bit in the PDCP PDU header, in order to future-proof the PDCP format and simplify forward compatibility. We propose to modify the current PDCP data PDU to include the 4 fields discussed above, in order to satisfy the requirements of the D2D security solution defined by SA3.
Observation 1: In Release 12, receiving UEs will not send feedback to the transmitting UE, either at PDCP or other layers. Therefore, all D2D PDCP PDUs in release 12 will only carry user plane data.
Observation 2: If unicast D2D communication in supported in a future release, it may require control information exchange in PDCP. It is useful to include a data/control bit in the PDCP PDU header, in order to future-proof the PDCP format and simplify forward compatibility.

Protocols such as ARP carry control information. Therefore, it may be useful to include a priority indicator to let lower layers know that this PDCP PDU should be multiplexed with higher priority. This would be similar to sending control information over a signalling radio bearer (SRB) [3]. 
Proposal 1: A D2D PDCP PDU includes a 6 byte header, and includes 5 fields: D/C (1 bit), L3 Protocol (3 bits), Priority (2 bits), PKG ID (8 bits), PTK ID (16 bits), and COUNTER (16 bits).
 Figure 1 below illustrates the proposed PDCP format for D2D PDUs in release 12:
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Figure1 PDCP PDU for D2D Communication
2.2   Impact to Transmitting D2D PDCP Entity
In the existing cellular PDCP protocol, the transmitter and receiver must maintain synchronism of there respective PDCP sequence numbers and HFN, in order to obtain the COUNT field that is used to derive the decipher key for the data payload. However, maintaining synchronism between transmitting and receiving PDCP entities for a long period of time is not guaranteed with D2D, due to the intermittent nature of broadcast communication. On the other hand, all of the information needed to obtain the ProSe Encryption Key (PEK) is available in the PDCP header defined above. Therefore, the PDCP of a UE receiving D2D communication does not need to be synchronized to the transmitting UE’s PDCP entity.

Observation 3: All the information needed to obtain the ProSe Encryption Key (PEK) is available in the D2D PDCP header proposed in (2). Therefore, PDCP synchronization is not required for D2D.
In order to maintain PDCP entity synchronism in the cellular protocol, both PDCP_SN and the HFN and initialized to 0 at PDCP setup. Strictly speaking, the D2D PDCP entity at the transmitter could initialize COUNTER to any value, as long as the same value is not use twice with the same PTK. However, if COUNTER is reinitialized again to zero with the same values of PGK ID and PDK ID, the cipher stream may be repeated, exposing a security vulnerability. Therefore, at the initialization of the transmitting PDCP entity, a previously unused combination of PGK ID, PDK ID, and COUNTER shall be selected. The details of this selection can be left to UE implementation.
Proposal 2: At the initialization of the transmitting PDCP entity, a previously unused combination of PGK ID, PDK ID, and COUNTER shall be selected. The details of this selection can be left to UE implementation.
Once the COUNTER value reaches 65536, it should be reset to zero by the transmitting PDCP entity. In order not to repeat the same values of ProSe Encryption Key (PEK), the transmitting UE must use a different combination of PGK ID and PDK ID. Each PDK ID has an associated Expiry Timer [2]. When this timer expires, the corresponding PGK and any derived keys (PDK or PEK) are deleted. When COUNTER resets, the transmitting UE may decide to select a different PDK ID with the same value of PGK ID, or keep the same PDK ID and select a different PGK ID. For simplicity of the involved bookkeeping, the former approach seems simpler.
Proposal 3: When the value of COUNTER reaches 65536 it is reset to zero, and a new PDK ID is selected that has not previously been used with the current PGK ID.
Proposal 4: If the current PGK is not the last valid PGK, and the Expiry Timer for the current expires, this PGK and all derived keys (PDKs and PEKs) are deleted. The transmitting D2D UE then selects a new valid PGK ID.

Proposal 5: The UE should obtain a new set of PGKs and PDKs before the Expiry Timer for the last valid PGK expires.  

3   Conclusion 
In this contribution we proposed a format for D2D PDCP PDU that addresses the requirements of D2D communication security identified by SA3. We also discuss selection of appropriate values are processed by the transmitting PDCP entity. We have the following observations and proposals:
Observation 1: In Release 12, receiving UEs will not send feedback to the transmitting UE, either at PDCP or other layers. Therefore, all D2D PDCP PDUs in release 12 will only carry user plane data.
Observation 2: If unicast D2D communication in supported in a future release, it may require control information exchange in PDCP. It is useful to include a data/control bit in the PDCP PDU header, in order to future-proof the PDCP format and simplify forward compatibility.

Observation 3: All the information needed to obtain the ProSe Encryption Key (PEK) is available in the D2D PDCP header proposed in (2). Therefore, PDCP synchronization is not required for D2D.
Proposal 1: A D2D PDCP PDU includes a 6 byte header, and includes 5 fields: D/C (1 bit), L3 Protocol (3 bits), Priority (2 bits), PKG ID (8 bits), PTK ID (16 bits), and COUNTER (16 bits).
Proposal 2: At the initialization of the transmitting PDCP entity, a previously unused combination of PGK ID, PDK ID, and COUNTER shall be selected. The details of this selection can be left to UE implementation.
Proposal 3: When the value of COUNTER reaches 65536 it is reset to zero, and a new PDK ID is selected that has not previously been used with the current PGK ID.
Proposal 4: If the current PGK is not the last valid PGK, and the Expiry Timer for the current expires, this PGK and all derived keys (PDKs and PEKs) are deleted. The transmitting D2D UE then selects a new valid PGK ID.

Proposal 5: The UE should obtain a new set of PGKs and PDKs before the Expiry Timer for the last valid PGK expires.  

We propose to modify 36.323, to include Figure1 of section 2.1 , and the impacts to the transmitting D2D PDCP entity, outlined in section 2.2  .
Proposal 6: RAN2 should agree to capture Figure1 of section 2.1, and the conclusions of section 2.2 to 36.323.
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