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1 Introduction
In this contribution we discuss overall procedures for SCG change and intra-MeNB HO. The discussion includes both RRC and X2 parts. The aim it is to solve remaining open issues impacting both RAN2 and RAN3. 
It can be noted that RAN2 discussed in RAN2#87 briefly how to realize “SCG Change” and S-KeNB key change over X2 when discussing simplifications of RRC procedures. However, it was not possible to progress in RAN2 as RAN3 status was not clear:

=>
Should first understand how the SCG Change is realized on X2 and what the simplification of removing it would be. 
As discussed in email discussion [86#28], RRC procedures aim to support the following scenarios:

1. SCG change 

a. In the current CR, this procedure is triggered by the IE fullConfig. 

b. This case can be further split to the case without legacy mobilityContolInfo (only S-KeNB changes) and with legacy mobilityControlInfo (both K-eNB and S-KeNB changes).

2. Synchronized reconfiguration (including mobilityControlInfoSCG)

3. Regular reconfiguration

Then, the following agreement was made in the RAN2#86 meeting:

-> As a baseline, L2 reconfigurations that can currently only be done upon handover should be restricted to the corresponding SCG procedure: “SCG Change” which is a synchronous SCG reconfiguration involving release and addition of the SCG.

In RAN2#87, it was agreed that the SCG Change procedure is used for PSCell change:


->The change of the PSCell can only be performed by an “SCG Change”

On the other hand, it is agreed that PSCell change is triggered by SeNB, as in Stage-2 it is captured that:
“The SeNB decides PSCell within the SCG”.
2 Discussion

2.1 Overall consideration of SCG Change over X2
From the running CR for X2AP (R3-142044) it can found that a new IE named “Security Key Change indication” is introduced for SeNB initiated SeNB Modification Required procedure.  By this IE the SeNB can indicate to the MeNB that PDCP COUNT is about to wrap around and thus the MeNB may decide to update the S-KeNB or change the DRB ID. 

However, RAN2 agreements for the PSCell change imply that the SeNB may trigger a procedure which results in changing S-KeNB but is not due to security reasons (like PDCP wrap around). As said, so far RAN3 has only studied X2 signalling for the case when security keys need to be updated due to security reasons. It is evident that new signalling is needed for the S-KeNB change due to other than security reasons. It is preferable to have such signalling in X2 level as also the reply (S-KeNB) is in X2 level.

Proposal 1 Inform RAN3 that from RRC point of view, security keys may be changed due to other reasons than PDCP COUNT wrap-around. Thus, signalling on X2 is needed where the SeNB asks the MeNB to generate a new S-KeNB.

Next we study two alternatives for how RRC containers are signalled and S-KeNB is changed in the SCG Change scenario, assuming that RAN3 introduces an explicit signalling to request to change S-KeNB during SeNB Modification Required procedure.
Alternative 1

First alternative is depicted in Figure 1. In this alternative, the following steps are done:

Step 1: “SeNB Modification Required”, including one bit indication to request a new key S-KeNB.

Step 2: “SeNB Modification Confirm”, including the new S-KeNB

Step 3: “SeNB Modification Required“, including RRC Container SCG-Config
Step 4: “SCG Change procedure” on RRC towards UE, including SCG Counter
Step 6: “SeNB Modification Confirm”
The main problem is that this alternative includes an additional loop over X2. This adds additional delay and signalling overhead for the reconfiguration which can be considered to be rather common e.g. due to PSCell Change. It should be possible to change PSCell without additional delay as the radio link is probably bad in this case.

[image: image1.emf]UE MeNB SeNB

1. SeNB Modification Required

(Explicit request for new S-KeNB, 

no RRC Container included)

4. RRCConnectionReconfiguration

(includes SCG Counter)

5. RRCConnectionReconfigurationComplete

2. SeNB Modification Confirm

(S-KeNB)

7. Random Access Procedure

3. SeNB Modification Required

( RRC Container included)

6. SeNB Modification Confirm

8. UP data with new key

Loop 1

Loop 2


Figure 1. Alternative 1
Alternative 2
Second alternative is depicted in Figure 2. In this alternative, the following steps are done:

Step 1: “SeNB Modification Required”, including one bit indication to request new S-KeNB as well as RRC Container towards the UE.

Step 2: “SCG Change procedure” including SCG Counter towards UE.
Step 4: “SeNB Modification Confirm” including S-KeNB
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Figure 2. Alternative 2
One issue with this approach is that step 6 (new data from the UE) may occur before step 4. However, this can be solved by network implementation: After detecting Random Access from the UE, in uplink the SeNB may store ciphered PDCP PDUs until it has received the new key from the MeNB. In downlink, the eNB can wait before sending packets to the UE until it has got the new key.

As this alternative is simpler and provides SCG Change without additional delay and signalling overhead, it should be adopted.
Proposal 2 Inform RAN3 that from RAN2 point of view, SeNB can include RRC container for the SCG Change already in the first message in SeNB Modification Required together with an indication to change S-KeNB.
2.1.1 SCG change procedure triggered by MeNB
In some cases, the MeNB triggers a modification which will eventually lead to SCG change procedure towards the UE. E.g. in case of S-RLF, the UE is expecting that SCG Change is performed during the first reconfiguration after the re-establishment (in case SCG is not totally removed). SCG Change is also required during intra-MeNB HO while keeping SCG as both KeNB and S-KeNB changes. For these cases, we assume that MeNB triggered SeNB Modification Request is used. Intra-MeNB HO is further depicted in Figure 3.
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Figure 3. Intra-MeNB HO as example of MeNB triggered SCG Change
One question is how the SeNB knows the cases when it needs to construct a RRC container triggering SCG Change. One alternative discussed in the RLF-email discussion is to include an explicit indication for the S-RLF case. Another solution would be to indicate over X2/RRC that SCG Change is needed. However, neither of these indications are necessarily needed as the SeNB can detect from the new S-KeNB provided by the MeNB that it needs to trigger a SCG Change over RRC.  
Proposal 3 Inform RAN3 that new S-KeNB generated by the MeNB in the MeNB triggered modification is indication for the SeNB that it needs to generate a RRC container including SCG Change.
Then finally, an LS should be sent to RAN3 about the agreements related to proposals in this contribution:

Proposal 4 Send LS to RAN3 about the agreements related to SCG Change

If RAN2 agrees to send LS to RAN3, we volunteer to draft that.

3 Conclusion

In this contribution, we have discussed signalling SCG Change and intra-MeNB HO over eNBs and made following proposals:
Proposal 1
Inform RAN3 that from RRC point of view, security keys may be changed due to other reasons than PDCP COUNT wrap-around. Thus, signalling on X2 is needed where the SeNB asks the MeNB to generate a new S-KeNB.
Proposal 2
Inform RAN3 that from RAN2 point of view, SeNB can include RRC container for the SCG Change already in the first message in SeNB Modification Required together with an indication to change S-KeNB.
Proposal 3
Inform RAN3 that new S-KeNB generated by the MeNB in the MeNB triggered modification is indication for the SeNB that it needs to generate a RRC container including SCG Change.
Proposal 4
Send LS to RAN3 about the agreements related to SCG Change
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