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1 
Introduction
In last RAN3 meeting, about the Counter Check procedure, an agreement has been agreed: MeNB does not need to initiate the Counter check procedure to SeNB. However, some impact on RAN2 specification need to be further discussed, e.g. how to trigger the counter check procedure, what needs to be included in the counter check message etc. In this contribution, we provide some analysis of these remaining issues and give some proposals.
2
Discussion 
Issue 1: How to trigger the counter check procedure?
With 3C architecture option, as all PDCP entities are located in MeNB, the counter check procedure should be triggered by MCG; but with 1A architecture option, the initiator of the counter check procedure may be different.
According to the description in CR [2] from SA3 as below: 

SeNB may need to request the MeNB to execute a counter check procedure specified in clause 7.5 of this specification to verify the value of the PDCP COUNTs associated with DRBs offloaded to the SeNB. To accomplish this, the SeNB shall communicate this request, including the expected values of PDCP COUNTs and associated DRB Ids, to the MeNB over the X2-C.
It means that the counter check can be triggered by SeNB. And apparently the counter check can also be triggered by MeNB.
Proposal 1: A counter check procedure can be triggered by either MeNB or SeNB.
Issue 2: what needs to be included in counter check message?
Apparently the MeNB can also initiate the counter check. Since both MeNB and SeNB could trigger the counter check, we need to consider what information will be included in the RRC Counter Check message.
In case the counter check is triggered by MeNB, since RAN3 has rejected the proposal that MeNB can request SeNB to report the count values of DRBs established in the SeNB before triggering the RRC COUNTER CHECK. MeNB can just carry the count values of its own DRBs with the RRC Counter Check message.
Observation 1: For the counter check triggered by MeNB, the RRC Counter Check message can just include the count values of DRBs established in the MeNB.

In case the counter check is triggered by SeNB, according to the agreement reached in last RAN3 meeting, SeNB can signal the count values of its own DRBs to MeNB over X2 to trigger the RRC COUNTER CHECK, upon receipt of the X2AP message, the MeNB could combine the count values of its own DRBs with received information from SeNB, thus the COUNT values of all DRBs for a DC UE can be signaled to the UE. 
Observation 2: For the counter check triggered by SeNB, the RRC Counter Check message can include the count values of all DRBs established for a DC UE.
In Rel-10 CA, the PCell initiates the RRC Counter Check procedure by including all the established DRBs. However, for a DC UE, the RRC Counter Check procedure should be allowed to only include the count values of part of the established DRBs.
Proposal 2: It is allowed to just contain the count values of part of the established DRBs in the RRC Counter Check message towards UE.
Issue 3: How does a DC UE response a counter check message from certain CG?
In case a counter check message just include the MSB of count of DRBs established in certain SCG, should the count values of other CG’s DRBs also be contained in the corresponding counter check response message?  
According to current specification, UE will contain count value in a Counter Check Response message based on the following cases:
1. the drb-Identity is not included in the drb-CountMSB-InfoList

2. for at least one direction, the most significant bits of the COUNT are different from the value indicated in the drb-CountMSB-InfoList

3. for each DRB that is included in the drb-CountMSB-InfoList in the CounterCheck message that is not established;

Then with the counter check procedure triggered by MeNB, the count values of SCG’s DRBs shall be included in the Counter Check Response message sent from UE. To avoid introducing additional modification on the existing specification, it seems acceptable to allow a DC UE to carry a little redundant information as the counter check procedure itself isn’t very frequent.
Proposal 3: It is proposed for a DC UE to reuse current handling mechanism to reply the RRC COUNTER CHECK message.
Issue 4: If the RRC Counter Check Response message includes the count values of other CG, how does MeNB handle them?
According to the description in TS 33.401 “If the eNB receives a counter check response that contains one or several PDCP COUNT values, the eNB may release the connection or report the difference of the PDCP COUNT values for the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker.”
It means that how to handle this case in which one or several PDCP COUNT values are contained in a counter check response message should depend on network implement. Similarly, For a DC UE, if the proposal 3 can be assumed, with the counter check procedure triggered by MeNB, the MeNB may just handle the MCG’s all DRBs as current specification and ignore the other part of COUNT values. 
Proposal 4: For a DC UE, upon reception of a Counter Check Response message with the count values of other CG, the MeNB may ignore the part of count values and just handle the associated CG’s all DRBs as current specification.
3
Conclusion
In this contribution, we analyze some remaining issues for the counter check procedure, and some proposals have been provided as follows. The text proposal is given in the Annex.
Proposal 1: A counter check procedure can be triggered by either MeNB or SeNB.
Proposal 2: It is allowed to just contain the count values of part of the established DRBs in the RRC Counter Check message towards UE.
Proposal 3: It is proposed for a DC UE to reuse current handling mechanism to reply the RRC COUNTER CHECK message.
Proposal 4: For a DC UE, upon reception of a Counter Check Response message with the count values of other CG, the MeNB may ignore the part of count values and just handle the associated CG’s all DRBs as current specification.
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Figure 5.3.6.1-1: Counter check procedure

The counter check procedure is used by E-UTRAN to request the UE to verify the amount of data sent/ received on each DRB or each DRB established in certain CG in case of DC. More specifically, the UE is requested to check if, for each DRB, the most significant bits of the COUNT match with the values indicated by E-UTRAN.

NOTE:
The procedure enables E-UTRAN to detect packet insertion by an intruder (a 'man in the middle').
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