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1. Introduction
HFN de-synchronization for UL and DL has been discussed multiple times in RAN2, [1], [2] and very recently revisited in [3]. 
In RAN2 #86, companies where encouraged to “investigate further whether there are any de-sync issues in the field and whether it could be preferable to define UE behaviour (earliest from Rel-12) for these cases.”

There are three main points when looking at HFN de-sync: 

-  Establish whether HFN de-synchronization between UE and eNB can occur on UL or DL. If so, what is the impact on VoLTE traffic. 
- Establish whether there are any robust way of detecting HFN de-synchronization by UE or eNB

- Discuss whether any recovery solution can be thought of.

In this paper, we try to establish that HFN de-sync is indeed a reality in the field potentially having substantial impact on VoLTE performance. We further try to discuss whether there are any discovery mechanism and protections against this issue. 

For reference, the summary of past RAN2 discussions in mentioned below: 
	R2-141947
HFN De-Synchronisation; NSN, Broadcom Corporation, Nokia Corporation; Disc; REL-8; TEI8; 

-
QC has observed HFN de-sync quite a lot with RLC UM and short sequence number. Therefore QC would prefer to capture the handling of the de-sync properly in stage-3. LG agrees with QC and thinks we need to discuss how to detect de-sync. Intel agrees with NSN that the de-sync detection is left to UE implementation. Intel agrees that the current statement in stage-2 is misleading. Intel would suggest to just state in stage-2 that HFN needs to be synchronized between UE and network. QC agrees that it is left to UE implementation and thinks that stage-2 proposes moving to IDLE. QC would suggest to keep this as is. Huawei thinks we could re-use the existing counter check and based on that leave it for eNB implementation. NSN thinks it is not clear whether stage-2 refers to UE or NW. NSN thinks it is intended to UE implementation. NSN thinks that if we want to add it to stage-3, we need to go into the details. NSN hopes we can just remove it. ALU agrees with Huawei that this stage-2 text describes the NW implementation. The UE is not allowed to release the RRC Connection in case of de-sync. Huawei agrees with ALU that this case is not listed as one of the exceptions in which the UE may go to IDLE. Huawei thinks that it is fairly clear that “the UE is pushed to IDLE” refers to NW action. Broadcom thinks that the UE has no means to inform the NW about de-sync. Huawei thinks that the network can initiate counter check to verify HFN sync state. QC thinks that HFN de-sync happens in the field and UEs can detect it and it may also go to IDLE. Ericsson would like to understand the problem that QC observed. But based on the discussion Ericsson agrees with Huawei and ALU that the UE is not supposed to detect HFN de-sync and to go to IDLE autonomously. LG thinks that the counter check cannot detect all de-syncs. LG thinks that there could be very rare cases in which HFN de-sync happens but in those cases we can actually assume that the user will take an action. Samsung is also not sure how the NW could get an HFN de-sync. Would it be based on RoHC feedback. 

=>
RAN2 understands that the current statement in stage-2 (“In case of HFN de-synchronisation in RRC_CONNECTED mode between the UE and eNB, the UE is pushed to IDLE”) refers to possible network action. The UE is not required or supposed to release the RRC Connection autonomously in case of de-sync. 

=>
RAN2 should investigate further whether there are any de-sync issues in the field and whether it could be preferable to define UE behaviour (earliest from Rel-12) for these cases. 




	R2-074746:
Handling of HFN de-synchronization -LG Electronics Inc.

· Motorola also has contributions related to this. Motorola thinks a fake UE can desynchronise the cryptosync by only inserting one packet with a wrong SN. However Motorola does not think this is a big problem. 

· Major problem is how to detect the crypto sync desynchronisation.

· Chairman asks why we do not simple go to IDLE in case of problems.

· Huawei thinks that we discussed this denial of service attacks in the UMTS context and then it was not considered a major problem.

· Ericsson thinks that ACTIVE->IDLE->ACTIVE can be used as a general solution.

· Ericsson remarks that if we have a PDCP reset, we could use it for this case.

=>  ACTIVE->IDLE->ACTIVE will be considered the baseline solution to solve the security desychronisation.


	R2-080134:
Detection of HFN desynchronization
Motorola

· LG indicates that for the UM bearer there are not “R” bits. Motorola clarifies their proposal is only for RLC-AM.

· QC points out that the IP transport protocols have a checksum that could also be used. Motorola indicates that so far PDCP has not been required to check IP packet headers. LG thinks that in case of IP checksum failure, the received will think it is a decompression failure, not an IP checksum failure.

· QC thinks the UE should not be involved for this type of rare case. The network should be able to detect this type of situation and take action (i.e. bring the UE to IDLE). Motorola asks how the network would recognise a desynchronisation in the DL ? QC was mainly thinking about the UL.

· Samsung asks what happens without this type of enhancement ? Motorola assumes it might be impossible to detect DL HFN desynchronisation.

· QC indicates that this HFN problem did occur in UMTS where suddenly the user would hear a loud noise. In UMTS it was considered acceptable not to address this and have the end-user to take action. QC thinks that in a packet system, there should be more mechanisms to detect this at higher layers.

· Motorola indicates that anyway the stage-2 requirement is there. QC sees no problem as long as there is no specified mechanism. Ofcourse it can be detected on SRB’s based on IP.

· NTT DCM thinks that in UMTS no frequent problems were reported for any RLC AM based applications.  Motorola thinks the proposal also impact RLC-UM (in case of 12 bit SN) based services if they use a 12 bit SN.

=>  Noted, no real support.


2. Discussion
We focus our discussion on VoLTE as the target traffic being impacted by HFN de-sync. 
1- Generally speaking for VoLTE bearer a 7 bit PDCP SN is used to reduce the overhead. 

2- Assuming continuous voice activity, an HFN increase occurs after ~ 128*0.02 + 0.02= 2.58 seconds. Stated differently, if PDCP PDUs are “lost” or slightly more than 2.5 seconds there is a high chance that HFN de-sync issue is triggered.
3- Unlike CS voice, ciphering failure for VoLTE does not lead to any loud voice, due to discard of RTP packets due to deciphering failure. 

a. Therefore, the user reaction is not common as CS calls. 

b. This leads to a prolonged period of silence until RTP inactivity timer (10s of seconds) end the voice call. 
2.1 HFN de-synchronization on UL (UE to eNB) 

RAN2 recently added the following note in PDCP spec which is directing the UE to assign PDCP SNs at the time of UL grant reception, so that PCDP discard timer does not lead to HFN de-sync 
	"For a PDCP SDU received from upper layers, the UE shall: 
-           associate the PDCP SN corresponding to Next_PDCP_TX_SN to this PDCP SDU;
NOTE:   Associating more than half of the PDCP SN space of contiguous PDCP SDUs with PDCP SNs, when e.g., the PDCP SDUs are discarded or transmitted without acknowledgement, may cause HFN desynchronization problem. How to prevent HFN desynchronization problem is left up to UE implementation.
-           perform header compression of the PDCP SDU (if configured) as specified in the subclause 5.5.4;



Observation 1: Unlike dynamic UL scheduling through PDCCH, UL SPS grants are pre-allocated for the UE. So, if during a VoLTE call and while UL SPS is activated UE ends up in a deep fade for more than 2.5seconds (e.g. elevator, etc.) HFN de-sync is inevitable on UL.

Observation 2: with a much less probability and due to lower code rate of PDCCH (higher aggregation levels) compared to PDSCH, it is still possible that UE is able to decode UL grants but PUSCH transmission fail reaching eNB. 

Observation 3: if eNB is equipped to somehow detect HFN de-sync in UL direction, UE can be pushed to idle as 36.300 envisions. 
2.2 HFN de-synchronization on DL (eNB to UE) 

Observation 4: Unlike UL, eNB will have to assign PDCP SN at the time of DL assignment. Furthermore, there is usually no indication from HARQ process to PCDP entity whether the PDCP PDU was successfully transmitted to the UE in UM mode. 
Observation 5: HFN de-sync is more likely to happen in DL direction. If HFN de-sync occurs, eNB would be completely unaware of the problem.

Proposal 1: RAN2 to discuss and confirm that HFN de-sync may occur in DL direction and cannot be detected by eNB leading to VoLTE call drops. 

In the next section we briefly discuss whether HFN de-sync can be detected by the UE.

2.3 Detection of HFN de-synchronization
Observation 6: If RoHC is enabled on a DL bearer, sequential RoHC decompression failures can be used to indicate HFN de-sync. 

Observation 7: Decompression failure of IR packets is a more robust way of detecting HFN de-sync. UE may infer that a PCDP PDU is an IR packet by considering PDCP PDUs whose size is bigger than IP header + UDP header + RTP header size + SID frame size. Typically this translates as PDCP PDU size >= 65 octets for IPv4 / AMR and PDCP PDU size >= 85 octets for IPv6 

Observation 8: Assuming that: 
(1) VoLTE packets are arriving every 20ms (speech) and that 
(2) eNB would transmit IR packet after receiving a RoHC Static NACK (SNACK) feedback
(3) UE detects an HFN sync after n=5 consecutive IR packets

It would take the UE less than approximately 500ms to detect HFN de-sync issue is present.  During the silence period (160ms SID packet spacing), the recovery time is more but the impact on the user perception is almost non-existence.  
Observation 9: If RoHC is not enabled for voice bearer, the IP checksum field can be used to detect HFN de-sync.
Proposal 2: RAN2 is requested to confirm that there are potential methods for the UE to detect HFN de-sync on DL. The details of detection algorithm is left for further discussion.  
2.4 Recovery Mechanisms HFN de-synchronization
Observation 10: Once the HFN de-sync is detected, UE can take the following actions:

(1) The receiver can try current HFN+1, current HFN-1, etc. HFN-1 may be tried first in case of UL HFN de-sync whereas HFN+1 may be tried first in case of DL HFN de-sync. However, it is unreasonable to try more than a couple of tries due its complexity.  

(2) 
If the above in recovery mechanism does not work, (a) For UM bearer: trigger RLF followed by RRC connection re-establishment, (b) For AM bearer: trigger connection release, go to idle followed by NAS recovery. 

Observation 11: unlike what is mentioned in spec, it seems that in case of UL HFN out of sync for VoLTE bearer (if it is on UM), eNB can trigger an intra-cell handover (instead of moving UE to idle). The handover execution would imply new AS security keys generation and reset of HFN for voice DRB mapped to RLC UM entity. 

Observation 12: In general, for VoLTE bearer (UM) solution of RRC re-establishment, the procedure is rather fast and typically takes less than 100-200ms. This means that counting the detection delay, the HFN de-sync issue can be resolved in more or less 1 second (in or around the range for RLF declaration because of T310 expiry). This is substantially less than 10s of seconds RTP inactivity timer that leads to a call drop. 
Proposal 3: Detection of HFN de-sync and recovery from it is possible and the recovery mechanism can improve the user experience. 
Proposal 4: if RAN2 agrees that HFN de-sync is a potential problem in the VoLTE context. The companies are encouraged to discuss potential solutions for Rel-12. 

3. Conclusion
Proposal 1: RAN2 to discuss and confirm that HFN de-sync may occur in DL direction and cannot be detected by eNB leading to VoLTE call drops. 

Proposal 2: RAN2 is requested to confirm that there are potential methods for the UE to detect HFN de-sync on DL. The details of detection algorithm is left for further discussion.  
Proposal 3: Detection of HFN de-sync and recovery from it is possible and the recovery mechanism can improve the user experience. 
Proposal 4: if RAN2 agrees that HFN de-sync is a potential problem in the VoLTE context. The companies are encouraged to discuss potential solutions for Rel-12. 
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