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Figure: Security aspects of the PDCP packet for user plane data
It will impact the security part described in TS36.331.
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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AM
Acknowledged Mode
CID
Context Identifier
DRB
Data Radio Bearer carrying user plane data

EPS
Evolved Packet System

E-UTRA
Evolved UMTS Terrestrial Radio Access

E-UTRAN
Evolved UMTS Terrestrial Radio Access Network
eNB
E-UTRAN Node B

FMS
First missing PDCP SN
HFN
Hyper Frame Number

IETF
Internet Engineering Task Force

IP
Internet Protocol

L2
Layer 2 (data link layer)

L3
Layer 3 (network layer)

MAC
Medium Access Control
MAC-I
Message Authentication Code for Integrity
PDCP
Packet Data Convergence Protocol

PDU
Protocol Data Unit
PEK

ProSe Encryption Key
R
Reserved

RB
Radio Bearer

RFC
Request For Comments

RLC
Radio Link Control
RN
Relay Node
ROHC
RObust Header Compression

RRC
Radio Resource Control

RTP
Real Time Protocol

SAP
Service Access Point

SDU
Service Data Unit

SN
Sequence Number

SRB
Signalling Radio Bearer carrying control plane data

TCP
Transmission Control Protocol

UDP
User Datagram Protocol

UE
User Equipment

UM
Unacknowledged Mode

X-MAC
Computed MAC-I
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5.x
Prose
5.x.x
Security for ProSe Direct Communication
Security for ProSe Direct Communication comprises the ciphering of ProSe Direct Communication user data (DRBs). RRC handles the configuration of the ciphering algorithm for ProSe Direct Communication. The security key for ProSe Direct Communication is PEK which is derived according to [xx].For each ProSe Direct Communication radio bearer an independent counter (COUNT, as specified in TS 36.323 [8]) is maintained. For each DRB, the COUNT is used as an input for ciphering.
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