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Figure: Security aspects of the PDCP packet for user plane data
This has not been captured in PDCP specification.

	
	

	Summary of change:
	Add the security related parameters for one to many communications into PDCP specification.

	
	

	Consequences if not approved:
	Data packet security can not be supported for one to many communications.

	
	

	Clauses affected:
	2, 3.2, 4.3.2, 5.1.1, 5.6, 6.1.1, 6.2.3x(new clause), 6.2.4x(new clause),6.3.x(new clause), 6.3.y(new clause), 6.3.z(new clause)

	
	

	
	Y
	N
	
	

	Other specs
	X
	
	 Other core specifications

	TS/TR ... CR ... TS36.331 CR ...

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description".
[3]
3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Resource Control (RRC); Protocol Specification".

[4]
3GPP TS 36.321: "Evolved Universal Terrestrial Radio Access (E-UTRA) Medium Access Control (MAC) protocol specification".

[5]
3GPP TS 36.322: "Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Link Control (RLC) protocol specification".

[6]
3GPP TS 33.401: "3GPP System Architecture Evolution: Security Architecture".

[7]
IETF RFC 4995: "The RObust Header Compression (ROHC) Framework".

[8]
IETF RFC 4996: "RObust Header Compression (ROHC): A Profile for TCP/IP (ROHC-TCP)".

[9]
IETF RFC 3095: "RObust Header Compression (ROHC): Framework and four profiles: RTP, UDP, ESP and uncompressed".
[10]
IETF RFC 3843: "RObust Header Compression (ROHC): A Compression Profile for IP".

[11]
IETF RFC 4815: "RObust Header Compression (ROHC): Corrections and Clarifications to RFC 3095".

[12]
IETF RFC 5225: "RObust Header Compression (ROHC) Version 2: Profiles for RTP, UDP, IP, ESP and UDP Lite".
[xx]           3GPP TS33.303: "Proximity-based Services; Security Aspects".
Next Modified Subclause
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AM
Acknowledged Mode
CID
Context Identifier
DRB
Data Radio Bearer carrying user plane data

EPS
Evolved Packet System

E-UTRA
Evolved UMTS Terrestrial Radio Access

E-UTRAN
Evolved UMTS Terrestrial Radio Access Network
eNB
E-UTRAN Node B

FMS
First missing PDCP SN
HFN
Hyper Frame Number

IETF
Internet Engineering Task Force

IP
Internet Protocol

L2
Layer 2 (data link layer)

L3
Layer 3 (network layer)

MAC
Medium Access Control
MAC-I
Message Authentication Code for Integrity
PDCP
Packet Data Convergence Protocol

PDU
Protocol Data Unit
PEK

ProSe Encryption Key
PGK

ProSe Group Key
PTK

ProSe Traffic Key
R
Reserved

RB
Radio Bearer

RFC
Request For Comments

RLC
Radio Link Control
RN
Relay Node
ROHC
RObust Header Compression

RRC
Radio Resource Control

RTP
Real Time Protocol

SAP
Service Access Point

SDU
Service Data Unit

SN
Sequence Number

SRB
Signalling Radio Bearer carrying control plane data

TCP
Transmission Control Protocol

UDP
User Datagram Protocol

UE
User Equipment

UM
Unacknowledged Mode

X-MAC
Computed MAC-I
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4.3.2
Services expected from lower layers

For a detailed description of the following functions see [5].

-
acknowledged data transfer service, including indication of successful delivery of PDCP PDUs;

-
unacknowledged data transfer service;

-
in-sequence delivery, except at re-establishment of lower layers;
-
duplicate discarding, except at re-establishment of lower layers;
-  security parameters delivery for ProSe Direct Communication.
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5.1.1
UL Data Transfer Procedures
At reception of a PDCP SDU from upper layers, the UE shall:

-
start the discardTimer associated with this PDCP SDU (if configured);

For a PDCP SDU received from upper layers, the UE shall:
-
associate the PDCP SN corresponding to Next_PDCP_TX_SN to this PDCP SDU;

NOTE:
Associating more than half of the PDCP SN space of contiguous PDCP SDUs with PDCP SNs, when e.g., the PDCP SDUs are discarded or transmitted without acknowledgement, may cause HFN desynchronization problem. How to prevent HFN desynchronization problem is left up to UE implementation.

-
perform header compression of the PDCP SDU (if configured) as specified in the subclause 5.5.4;

-
perform integrity protection (if applicable), and ciphering (if applicable) using COUNT based on TX_HFN and the PDCP SN associated with this PDCP SDU as specified in the subclause 5.7 and 5.6, respectively. For ProSe Direct Communication, the ciphering (if applicable) is performed using COUNT as specified in [xx];
-
increment Next_PDCP_TX_SN by one;

-
if Next_PDCP_TX_SN > Maximum_PDCP_SN:

-
set Next_PDCP_TX_SN to 0;

-
increment TX_HFN by one;

-
submit the resulting PDCP Data PDU to lower layer.
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5.6
Ciphering and Deciphering
The ciphering function includes both ciphering and deciphering and is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is not applicable to PDCP Control PDUs.

For RNs, for the user plane, in addition to the data part of the PDCP PDU, the MAC-I (see 6.3.4) is also ciphered if integrity protection is configured.

The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the ciphering method shall be applied as specified in [6]. 
The ciphering function is activated by upper layers [3]. After security activation, the ciphering function shall be applied to all PDCP PDUs indicated by upper layers [3] for the downlink and the uplink, respectively.
The parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The required inputs to the ciphering function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in [6]).The parameters required by PDCP which are provided by upper layers [3] are listed below:
-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).
For ProSe Direct Communication, the value of BEARER is specified in [xx] and the key used for user plane is PEK which is derived as specified in [xx]. 
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6.1.1
PDCP Data PDU

The PDCP Data PDU is used to convey:

-
a PDCP SDU SN; and
-  PGK Identity, PTK Identity, Counter for ProSe Direct Communication; and
-
user plane data containing an uncompressed PDCP SDU; or
-
user plane data containing a compressed PDCP SDU; or

-
control plane data; and

-
a MAC-I field for SRBs; or

-
for RNs, a MAC-I field for DRB (if integrity protection is configured);
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6.2.3
User plane PDCP Data PDU with long PDCP SN (12 bits)

Figure 6.2.3.1 shows the format of the PDCP Data PDU when a 12 bit SN length is used. This format is applicable for PDCP Data PDUs carrying data from DRBs mapped on RLC AM or RLC UM.
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Figure 6.2.3.1: PDCP Data PDU format for DRBs using a 12 bit SN
6.2.3x
User plane PDCP Data PDU with long PDCP SN (12 bits) for ProSe Direct Communication
Figure 6.2.3x.1 shows the format of the PDCP Data PDU for ProSe Direct Communication when a 12 bit SN length is used. This format is applicable for PDCP Data PDUs carrying data from DRBs mapped on RLC UM.
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Figure 6.2.3x.1: PDCP Data PDU format for DRBs using a 12 bit SN for ProSe Direction Communication
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6.2.4
User plane PDCP Data PDU with short PDCP SN (7 bits)

Figure 6.2.4.1 shows the format of the PDCP Data PDU when a 7 bit SN length is used. This format is applicable for PDCP Data PDUs carrying data from DRBs mapped on RLC UM.
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Figure 6.2.4.1: PDCP Data PDU format for DRBs using 7 bit SN
6.2.4x
User plane PDCP Data PDU with short PDCP SN (7 bits) for ProSe Direct communication
Figure 6.2.4x.1 shows the format of the PDCP Data PDU for ProSe Direct Communication when a 7 bit SN length is used. This format is applicable for PDCP Data PDUs carrying data from DRBs mapped on RLC UM.
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Figure 6.2.4x.1: PDCP Data PDU format for DRBs using 7 bit SN for ProSe Direct Communication
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6.3
Parameters

6.3.1
General

If not otherwise mentioned in the definition of each field then the bits in the parameters shall be interpreted as follows: the left most bit string is the first and most significant and the right most bit is the last and least significant bit.

Unless otherwise mentioned, integers are encoded in standard binary encoding for unsigned integers. In all cases the bits appear ordered from MSB to LSB when read in the PDU.

6.3.2
PDCP SN
Length: 5, 7, 12, or 15 bits as indicated in table 6.3.2.1.

Table 6.3.2.1: PDCP SN length

	Length
	Description

	5
	SRBs

	7
	DRBs, if configured by upper layers (pdcp-SN-Size [3])

	12
	DRBs, if configured by upper layers (pdcp-SN-Size [3])

	15
	DRBs, if configured by upper layers (pdcp-SN-Size [3])


6.3.3
Data

Length: Variable

The Data field may include either one of the following:

-
Uncompressed PDCP SDU (user plane data, or control plane data); or

-
Compressed PDCP SDU (user plane data only).

6.3.4
MAC-I

Length: 32 bits
The MAC-I field carries a message authentication code calculated as specified in subclause 5.7.

For control plane data that are not integrity protected, the MAC-I field is still present and should be padded with padding bits set to 0.

6.3.5
COUNT

Length: 32 bits
For ciphering and integrity a COUNT value is maintained. The COUNT value is composed of a HFN and the PDCP SN. The length of the PDCP SN is configured by upper layers. 
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Figure 6.3.5.1: Format of COUNT

The size of the HFN part in bits is equal to 32 minus the length of the PDCP SN.

NOTE:
When performing comparison of values related to COUNT, the UE takes into account that COUNT is a 32-bit value, which may wrap around (e.g., COUNT value of 232 - 1 is less than COUNT value of 0).
6.3.6
R

Length: 1 bit

Reserved. In this version of the specification reserved bits shall be set to 0. Reserved bits shall be ignored by the receiver.

6.3.7
D/C

Length: 1 bit

Table 6.3.7.1: D/C field

	Bit
	Description

	0
	Control PDU

	1
	Data PDU


6.3.8
PDU type

Length: 3 bits

Table 6.3.8.1: PDU type

	Bit
	Description

	000
	PDCP status report

	001
	Interspersed ROHC feedback packet

	010-111
	reserved


6.3.9
FMS

Length: 12 bits when a 12 bit SN length is used, and 15 bits when a 15 bit SN length is used

PDCP SN of the first missing PDCP SDU.

6.3.10
Bitmap

Length: Variable

The length of the bitmap field can be 0.

The MSB of the first octet of the type "Bitmap" indicates whether or not the PDCP SDU with the SN (FMS + 1) modulo (Maximum_PDCP_SN + 1) has been received and, optionally decompressed correctly. The LSB of the first octet of the type "Bitmap" indicates whether or not the PDCP SDU with the SN (FMS + 8) modulo (Maximum_PDCP_SN + 1) has been received and, optionally decompressed correctly.

Table 6.3.10.1 Bitmap

	Bit
	Description

	0
	PDCP SDU with PDCP SN = (FMS + bit position) modulo (Maximum_PDCP_SN + 1) is missing in the receiver. The bit position of Nth bit in the Bitmap is N, i.e., the bit position of the first bit in the Bitmap is 1.

	1
	PDCP SDU with PDCP SN = (FMS + bit position) modulo (Maximum_PDCP_SN + 1) does not need to be retransmitted. The bit position of Nth bit in the Bitmap is N, i.e., the bit position of the first bit in the Bitmap is 1.


The UE fills the bitmap indicating which SDUs are missing (unset bit - ’0’), i.e. whether an SDU has not been received or optionally has been received but has not been decompressed correctly, and which SDUs do not need retransmission (set bit - ’1’), i.e. whether an SDU has been received correctly and may or may not have been decompressed correctly.

6.3.x
PGK Identity
Length: 8 bits
PGK Identity is specified in [xx]. 
6.3.y
PTK Identity
Length: 16 bits
PGK Identity is specified in [xx]. 
6.3.z
Counter

Length: 16 bits
For ProSe Direct Communication ciphering, a Counter value is maintained and used for composing the COUNT value for ProSe Direct Communication ciphering. The Counter value is specified in [xx]. 
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