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1.
Introduction
This contributing reviews security for ProSe direct communication, focussing in the impacts within the access stratum. RAN2#86 received in LS from SA3 [1] which provided a draft version of the new TS 33.303 that they are developing for ProSe security. In particular they refer new security fields that would need to be carried in the PDCP header for direct communication.
This contribution discussed the SA3 status and how it relates to current RAN2 agreement on PDCP/RLC establishment and release.

2.
Summary of ProSe bearer security
This section provides a brief overview of ProSe bearer security as described in the draft specification.
Keys used for bearer security:

-
ProSe Group Key (PGK) - this is a key associated with the communication group identified by the ProSe Group ID (equivalent to the L2 Destination ID used  by the access stratum). The key is pre-configured in the UE by the ProSe Function in the upper layers. The PGK has an associated expiry time and so multiple keys can be pre-configured in the UE, with each such key identified by a PGK ID.

-
ProSe Traffic Key (PTK) - this key is associated with the combination of the communication group and the specific member of the group that is transmitting. The specific member of the group is identified by the ProSe Group Member ID (equivalent to the L2 Source ID used within the access stratum). The PTK is derived from the PGK using a function uses the Group Member ID and a PTK ID as inputs. The PTK ID is a 16 bit value set by the transmitting UE and must in incremented when the PDCP sequence number is about to wrap - hence it has a purpose similar to the HFN used on the Uu interface.
-
ProSe Encryption Key (PEK) - this is the key that is actually used as an input into the encryption function. The PEK is derived from the PTK.
Due to the connectionless nature of Direct Communication, it is necessary for all information needed to decipher a PDCP PDU must be carried over the radio interface (with the obvious exception of the PGK itself). This is in contrast to operation on the Uu interface where the connection oriented nature allows the peer entities to maintain a synchronised HFN and thereby reduce the information to be carried with the data. Consequently the following information is carried in the PDCP header:
-
PGK ID - used to identify the PGK used to encrypt the PDU

-
PTK ID - used in the derivation of the PTK from the PGK

-
PDCP SN (16 bits)

Other information required by the receiver side to decipher a PDCP PDU but not carried in the PDU:

-
L2 Destination ID - used to identify the PGK 

-
L2 Source ID - used in the derivation of the PTK from the PGK

The encryption function used for Direct Communication is the same as that used on the radio interface with the inputs set as follows:

-
Direction set to a fixed value of 0

-
Bearer set to a fixed value of 0000

-
Counter which is a 32 bit value is set to the PDCP SN prepended with 0s.

3.
Discussion
Based on the current agreements within RAN2 the L2 Source ID and the L2 Destination ID (and the logical channel ID) are user by the receiving UE to route an RLC PDU to the appropriate radio bearer (RLC/PDCP entity), and if one is not already existing then to trigger establishment of the radio bearer. Apart from this usage the L2 Source/Destination IDs associated with received data were not required to be known to either RLC or PDCP. However, the security solution as described now requires L2 Source/Destination IDs associated a received PDCP PDU to be known within PDCP.
Observation 1: L2 Source/Destination IDs associated with a received PDCP PDU must be known within PDCP
The security solution does not consider the possibility that there may be more than one radio bearer associated with a single combination of L2 Source ID and L2 Destination ID as it sets the bearer input to the algorithm to a fixed value of 0000. Consequently, on the transmitting side, a single PDCP SN counter should be maintained across all PDCP entities associated with a single L2 Source/Destination IDs combination. 
Observation 2: Current SA3 status implies that transmit side of PDCP layer should maintain a single PDCP SN counter per L2 Source/Destination ID combination, that is used by all PDCP entities associated with that L2 Source/Destination ID combination
As an alternative to the approach described above, it may be possible to RAN2 to explain to SA3 that the access stratum does support multiple radio bearers associated to a single L2 Source/Destination ID combination and so a radio bearer ID could be used as an input to the encryption function. A potential benefit of this approach is that it would enable the use of a separate PDCP SN counter per PDCP entity and thus mean that the PDCP SN wrap should occur less often.
Proposal 1: RAN2 discuss whether to work with the security solution as currently defined by SA3 or liaise with them regarding the potential use of a radio bearer ID as an input to the encryption function.
RAN2 current agreement is that on the transmitting side, RLC/PDCP establishment is left to UE implementation, and the transmitting side RLC/PDCP release is not yet concluded. Based on the security frame work from SA3, if the transmitting side RLC/PDP for a single L2 Source/Destination IDs is established and released a number of times, it is clear that the PDCP SN counter should not be reset to zero each time. If it was reset to zero each time an RLC/PDCP entity is established then it will result in cipher stream reuse.
Proposal 2: Transmit side PDCP SN Counter is kept at PDCP entity release and is not reset at PDCP entity establishment
The proposal above implies that some minimal context information (i.e. PDCP SN) is maintained within the PDCP layer as a whole even when individual PDCP entities are released. Given this, there should be no concern, at least from the security perspective, if the transmit side RLC/PDCP release is left to UE implementation.
4.
Conclusions
The contribution makes 2 observation and 2 proposals.

Observation 1: L2 Source/Destination IDs associated with a received PDCP PDU must be known within PDCP
The above observation can be handled by implementation in the UE, and it is not clear if anything needs to be captured within the specifications. RAN2 should discuss what, if anything, needs to be specified.
Observation 2: Current SA3 status implies that transmit side of PDCP layer should maintain a single PDCP SN counter per L2 Source/Destination ID combination, that is used by all PDCP entities associated with that L2 Source/Destination ID combination.
Proposal 1: RAN2 discuss whether to work with the security solution as currently defined by SA3 or liaise with them regarding the potential use of a radio bearer ID as an input to the encryption function.

Proposal 2: Transmit side PDCP SN Counter is kept at PDCP entity release and is not reset at PDCP entity establishment
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