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1
Introduction
At RAN2 #86 we received LS from SA3 [1], which provided the information about security for 1 to Many communication. In this contribution PDCP header format is proposed based on SA3 input.
2  
Discussion

In RAN2 #86 we received LS from SA3 [1]. LS has an attachement [2] It provided input for the security mechanism for 1 to many ProSe Direct Communication.
	6.2.3
Bearer layer security mechanism

6.2.3.1
Security keys and their lifetimes

A UE needs to have an algorithm identity and a PGK (ProSe Group Key) provisioned for each group that they belong to. From this key, a UE that wishes to broadcast some encrypted data must first generate a PTK (ProSe Traffic Key). The parameters used in this generation ensure that PTKs are unique for each UE and need to be transferred in the header of the user data packet (see below for more information). 

From the PTK, a UE derives the needed ProSe Encryption Key (PEK) to be able to encrypt the data. The UE can protect the data to be sent with the relevant keys and algorithms at the bearer level (see 6.2.3.3 for more details). A receiving UE would need to derive the PTK using the information in the bearer header and then the PEK used to decrypt the data. 

When the PGKs are provided to the UE, they shall be provided with an Expiry Time. The Expiry Time of the PGK needs to be set such that the keys for later periods have a longer Expiry Time.

When protecting data that is to be sent, the UE uses the first of the PGKs that has not expired to derive the PTK etc. When receiving protected data the UE shall only use a PGK that has not expired or the PGK that has most recently expired. All other expired PGK should be deleted.

When a PGK key is deleted in the sending UE and receiving UE, all related keys as PTK and PEK derived from the expired PGK shall be deleted.

6.2.3.2
Identities

The PGKs are specific to a particular group and hence have a Group Identity associated with them. In addition each PGK associated with a group has 8-bit PGK Identity to identify it. This allows several PGKs for a group to be held simultaneously as each can be uniquely identified. This means that the combination of Group Identity and PGK Identity uniquely identifies a PGK. The Group Identity is the Layer 2 destination identity of the group.

Each member of a group has a unique Group Members Identity. This is used a part of the PTK derivation to ensure each user generates unique PTKs for protecting the data that they send. The Group Members Identity is the Layer 2 source address when the UE sends data.

The PTK identity shall be set to a unique value in the sending UE that has not been previously used together with the same PGK and PGK identity in the UE. 

Editor note: It’s FFS how the PTK Identity is updated.

A PTK is uniquely identified by the combination of Group Identity, PGK Identity, Group Member Identity of the sending UE and a 16-bit PTK identity. The PTK Identity is used as part of the derivation of PTK to ensure that all PTKs are unique.  

A 16-bit Counter is used under a particular PTK to ensure keystream freshness and in the same way that the PDCP Counter or NAS Counters are used in regular LTE, i.e. each Counter value shall be used only once with a particular PTK..

Editor’s note: The difference between PDCP sequence number in legacy PDCP protocol and Counter needs to be explained


As Group ID (Destination Layer-2 ID as used in RAN2) and Group Member ID (Source Layer-2 ID as used in RAN2) are part of MAC header. So [1][2] has mentioned that only following this needs to be present at PDCP:
	6.2.3.6.2
Key derivation data in PDCP header

In terms of signalling between the UEs to transfer the relevant security information, e.g. to indicate the correct PTK to use to calculate PEK, the  header of the PDCP packet for user plane data shall contain the PGK Identity,PTK Identity and Counter. This is illustrated in figure 6.2.3.6.2-1.
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Figure 6.2.3.6.2-1: Security aspects of the PDCP packet for user plane data

Note that the Group Identity and Group Member Identity are parameters present in the MAC header.


Proposal 1: 8 bit PGK ID is present in the PDCP header.
Proposal 2: 16 bit PTK ID is present in the PDCP header.

Since counter used for security mechanism also increments after every packet so it serve the purpose of PDCP Sequence number. If required the name of Counter can be changed to PDCP sequence number as well.
Proposal 3: 16 bit counter is present in the PDCP header for security purpose; same field can be used for the purpose of PDCP sequence number.

In [3] SA2 has mentioned that:
	5.4.2
One-to-many ProSe Direct Communication transmission

…………………..

………………….

The protocol data unit passed for transmission to the Access Stratum is associated with a Layer-3 protocol data unit type. In this release of the specification the following Layer-3 protocol data types are supported: IP packet and Address Resolution Protocol packet (see RFC 826 [28]).


So to distinguish the Layer 3 PDU, PDCP header should contain a field to identify type of Layer-3 PDU. Currently there are only two types of packets IP and ARP mentioned in [3]; however in future there can be other possibilities as well. We can have 3 bits for Layer -3 PDU type field in PDCP header.; however to make PDCP header byte aligned remaining bits can be left reserved.

Proposal 4: We can have 3 bits for Layer -3 PDU type field in PDCP header.; however to make PDCP header byte aligned remaining bits can be left reserved.
3 
Conclusion

In this contribution, we presented PDCP header format for ProSe Direct Communication. We propose:
Proposal 1: 8 bit PGK ID is present in the PDCP header.
Proposal 2: 16 bit PTK ID is present in the PDCP header.

Proposal 3: 16 bit counter is present in the PDCP header for security purpose; same field can be used for the purpose of PDCP sequence number.

Proposal 4: We can have 3 bits for Layer -3 PDU type field in PDCP header.; however to make PDCP header byte aligned remaining bits can be left reserved.
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