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1 Introduction

The current agreement is to decipher a PDCP PDU only after the PDU is reordered. Last meeting discussed whether to change the agreement or not in the angle of UE processing requirement. The motivation was deemed insufficient and RAN2 decided to keep the agreement.  
We discuss whether the out-of-sequence PDUs should be deciphered or not in the angle of security process. With two more open issues, followings are discussed in the contribution.
· Ciphering after reordering or reordering after ciphering

· Coexistence of PDCP PDU and SDU
· Silent discarding or discarding after processing

2 Discussion

The problem of ciphering after reordering 
If UE keeps ciphered PDCP PDUs in the reordering buffer, UE may be required to keep old key and new key simultaneously because some PDCP PDUs have been ciphered with the old key. This is the case when UE is handed over to new MCG with either maintaining or changing SCG (or with split bearer to split bearer reconfiguration). 
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Fig 1
UE should not be required to keep two keys for a radio bearer; hence either we forbid such mobility scenario (i.e. SCG is always released upon handover) or change UE behaviour somehow. 
The problem can be addressed if out-of-sequenced PDCP PDUs are deciphered first and then stored. Already sequenced PDCP PDUs will be processed to PDCP SDU directly and out-of-sequenced PDUs would be stored until reordered.  
In specification point of view, it does not bring big impact. See table below for example.

	TP example; Reordering first

	…
-
else:

-
store the PDCP PDU;
-
if stored PDCP SN = Last_Submitted_PDCP_RX_SN + 1 or stored PDCP SN = Last_Submitted_PDCP_RX_SN – Maximum_PDCP_SN:

-
perform deciphering and header decompression (if configured) and deliver to upper layers in ascending order of the associated COUNT value:

-  all stored PDCP PDU(s) with consecutively associated COUNT value(s) starting from the COUNT value associated with the received PDCP PDU;

…
-
perform deciphering and header decompression (if configured) and deliver to upper layers in ascending order of the associated COUNT value: 

…

	TP example; Deciphering first

	…
-
else:

-
decipher and store the PDCP PDU;
-
if stored PDCP SN = Last_Submitted_PDCP_RX_SN + 1 or stored PDCP SN = Last_Submitted_PDCP_RX_SN – Maximum_PDCP_SN:

-
perform header decompression (if configured) and deliver to upper layers in ascending order of the associated COUNT value:

-  all stored PDCP PDU(s) with consecutively associated COUNT value(s) starting from the COUNT value associated with the received PDCP PDU;

…
-
perform header decompression (if configured) and deliver to upper layers in ascending order of the associated COUNT value: 

…


Proposal 1: To agree that out-of-sequenced PDCP PDUs are deciphered first and then stored in the reordering buffer.

PDUs and SDUs in the reordering buffer at the same time
According to the current agreement, PDCP PDUs (deciphered PDUs if proposal 1 is agreed) and PDCP SDUs could be kept together in the PDCP for reordering. This is the case when UE is handed over to new MCG and then a RB is reconfigured to the split bearer. 
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Fig 2
There seems no simple way to avoid it. One can consider not applying ‘reordering’ if PDCP SDU is stored in the PDCP, which avoid the problem but cause data loss (i.e. if 99 in figure 2 is forwarded above, 96 is lost). 

In specification point of view, keeping two types of PDCP packets within a PDCP entity seems not a big deal. The specification does not care about what is stored in which window/buffer. In UE implementation point of view, keeping two types of PDCP packets within a PDCP entity seems not a big deal either. UE already keeps many types of packets (i.e. PDCP SDU, RLC SDU, RLC PDU etc).  
Proposal 2: To confirm that UE may need to store both PDCP SDU and PDCP PDU (ciphered or deciphered) in a PDCP receiving entity
If proposal 2 is agreed, PDCP PDU and PDCP SDU would be used together in the new section for split bearer operation.  
Silently discarding or ‘discarding after processing’ 
Majority prefer silent discarding which work fine for most cases. However, it may cause problem in case of simultaneous MCG handover and SCG change. In such case the PDCP PDU retransmitted by target ENB could contain IR packet which shall be processed before discarded. See the table for the example.

<Table 1>
	T0
	Split bearer operation @ ENB 1
	At MCG-RLC

PDCP PDU [n+2] is successfully received @ RLC

At SCG-RLC

PDCP PDU [n-1] is successfully received but corresponding L2 ACK not transmitted yet

PDCP PDU [n] is missing @ RLC

PDCP PDU [n+1] is successfully received @ RLC

At PDCP

PDCP PDU [n-1] and [n+2] are stored in the reordering buffer

Last_Submitted_PDCP_SN = n-2

	T1
	HO to ENB 2 with Split bearer operation is maintained
	At MCG-RLC

No action

At SCG-RLC

PDCP PDU [n+1] is forwarded to the PDCP

At PDCP

PDCP PDU [n-1], [n+1] and [n+2] are processed to PDCP SDU and stored in the reordering buffer

Split bearer operation is resumed

	T2
	ENB2 starts early retransmission of PDCP PDU [n-1] before STATUS REPORT from UE is not received 
	At ENB 2

PDCP PDU [n-1] is retransmitted with IR packet 

At UE PDCP

PDCP PDU [n-1] is discarded because it is already stored


Several options can be considered to solve the problem.
· Applying ‘discarding after processing’ as like Rel-10

· Another problem occurs in case of SCG change without handover

· Assume PDCP PDU [n+1] is received; PDCP PDU [n], [n+1], [n+2] are stored in the buffer

· Then PDU [n+1] is decompressed immediately and discarded.

· Later PDCP PDU [n] is decompressed

· Out-of-sequence decompression would cause serious harm to header decompression context 

· It is not a feasible solution

· Applying ‘discarding after processing’ and ‘silently discarding’ selectively

· UE applies ‘silent discarding’ or ‘discarding after processing’ selectively to avoid the above problem

· The solution would be more complex than it appears. Moreover, It may be difficult to identify all the cases where different handling should be applied

· Applying ‘silently discarding’ with some ENB restriction

· Since the problem occurs due to either early retransmission or IR packet transmitted with PDCP SN
· It is only downlink problem. Hence with smart ENB implementation, the problem can be avoided.

· The restriction could be

· If handover occurs with split bearer operation maintained, target ENB starts retransmission only after PDCP status report is received; or 

· If handover occurs with split bearer operation maintained, target ENB transmit IR packet in interspersed ROHC feedback packet
The first solution does not work; the second solution complicates UE operation. The third solution complies with the current agreement with no additional UE complexity.

Proposal 3: To apply silent discarding in split bearer operation.

Proposal 4: To clarify that ENB shall ensure important ROHC packets not discarded due to e.g. early retransmission in split bearer operation  
3 Conclusion
Followings are proposed;

Proposal 1: To agree that out-of-sequenced PDCP PDUs are deciphered first and then stored in the reordering buffer.

Proposal 2: To confirm that UE may need to store both PDCP SDU and PDCP PDU (ciphered or deciphered) in a PDCP receiving entity

Proposal 3: To apply silent discarding in split bearer operation.

Proposal 4: To clarify that ENB shall ensure important ROHC packets not discarded due to e.g. early retransmission in split bearer operation  
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