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1 Introduction

In this contribution, we discuss security aspects of Dual Connectivity. We focus on signaling flows to support security. SA3 has progressed lots of with their work but still some topics may need further input from SA3.
2 Background
2.1 Security principles

The security solution for dual connectivity is still under discussion in SA3, but based on received LSs, the following principles have been agreed among all: 
1. Security key S-KeNB is used for encryption of the SCG bearers
2. S-KeNB is generated by the MeNB and transmitted to the SeNB.

3. The Small Cell Counter (SCC) is used as freshness input for S-KeNB derivations. This guarantees that the same S-KeNB is not re-used with the same encryption IV and PDCP COUNT in the SeNB. Otherwise there is a risk of key-stream re-use.
4. The freshness value is generated by the MeNB and communicated to the UE. 
a. If the MeNB locally refreshes the KeNB from an NH value, then the MeNB may refresh the S-KeNB in the SeNB.
b. If the MeNB locally refreshes the KeNB from an old KeNB, then the MeNB may refresh the S-KeNB in the SeNB
c. If the SeNB initiates a refresh of the S-KeNB, then it is FFS how the MeNB enforces that refresh.
Based on this. it can be assumed that at least the following cases should be studied in dual connectivity:
1. Generation of keys when adding SeNB

2. Change of keys of both MeNB and SeNB simultaneously
3. Change of keys of only MeNB

4. Change of keys of only SeNB

The first two cases need to be supported anyway. If the third and fourth case need to be supported is still a bit open in SA3 but at least they are not excluded yet.
3 Discussion

3.1 Key generation during Initial Addition of SeNB 

The SeNB Addition procedure is initiated by the MeNB and is used to establish a UE context at the SeNB in order to provide radio resources from the SeNB to the UE. In this procedure S-KeNB should be signaled to the SeNB and for this purpose MeNB derives a base key (S-KeNB) and sends it to the SeNB over X2. 

The SeNB derives its user plane encryption key from the received S-KeNB. In this scenario, KeNB of MeNB key is not changed. The MeNB shall forward the UE EPS security capabilities associated with the UE and the identifier for the AS encryption algorithm the MeNB selected for the UE to the SeNB over X2. 

In the following we describe the potential X2AP and RRC procedures for this signalling flow. X2 procedures are based on RAN3 agreed CR R3-140975. We also describe which parameters should be signaled in X2 level and which parameters in the RRC level. We consider that most of security parameters are signaled in X2 level similar to current HO whereas SCC needs to be signaled in a RRC level to the UE.

There are two options how SCC is signaled to the UE; either SeNB includes this in the RRC container or it is inserted by the MeNB to the final RRCConnectionReconfiguration message. From security point of view, both options are possible. From RRC point of view, it is maybe more aligned with other procedures that the SeNB includes SCC in the RRC container. 
	X2AP Procedure
	Parameters

	SeNB Addition Request
	S-KeNB, Encryption Algorithms, SCC

	SeNB Addition Request Acknowledgment 
	RRC container includes SCC and optionally chosen Algorithms




	RRC Procedure
	Parameters

	RRCConnectionReconfiguration with  mobilityControlInfo for SCG


	SCC and optionally security algorithms. If algorithms are not included, then the UE assumes same algorithms as in the MeNB.




Proposal 1 Include the security parameters (S-KeNB, SCC and security algorithms) in X2 message during SeNB addition. Details can be discussed in RAN3.
Proposal 2  SeNB includes SCC in the RRC container to be sent to the UE.
3.2 Key change when changing all keys
In this scenario, all keys are changed. The details are not yet agreed in SA3, but it this may occurs when MME initiates the key change..

The baseline procedure for key change in this scenario is to first release of SeNB and then setting it up again, or it can be done in an optimized way. On the other hand, there is no fundamental limitation to do this all in one step. As discussed in our contribution R2-142412, this could be done by separate mobilityControlInfo messages for SeNB and MeNB, The used signals and needed parameters are described per X2AP and RRC procedure in the tables below.

	X2AP Procedure
	Parameters

	SeNB Modification Request: (MeNB triggered SeNB modification request)
	SeNB, Encryption Algorithms, SCC is FFS

	SeNB Modification Request Acknowledgment
	Security related parameters included in the respective RRC container 


	RRC Procedure
	Parameters

	RRCConnectionReconfiguration with separate mobilityControlInfos  for MCG and SCG
	Parameters: SCC and optionally algorithms. If algorithms are not included, then the UE assumes same algorithms as in the earlier.




Proposal 3 When changing all keys, include the S-KeNB and UE Encryption Algorithms in the X2 message from MeNB to SeNB. Details can be discussed in RAN3. 
Proposal 4 When changing all keys, include SCC and optionally chosen encryption algorithms in the RRC container to be transferred in the SeNB Modification Acknowledgment.

Proposal 5 Towards UE, changing all keys is triggered by separate mobilityControlInfos for MeNB and SeNB

3.3 Key change when triggered by MeNB (for KeNB)
In this scenario, key changing is triggered by MeNB and only KeNB needs to be changed. The procedure for key change in this scenario can be either by release of SeNB (remove a complete SCG and setting it up again) or it can be done with a single procedure, such that only the MeNB Key (KeNB) is changed.

Two alternatives can be envisioned:

· Alternative 1: Key change will be locally in MeNB (intra-cell HO within MCG). In this alternative, there is no need for X2AP procedures. 

· Alternative 2: This procedure is the same as the procedure defined in section 2.3 where all  keys are changed. 
Proposal 6 If needed, key change of KeNB only can be performed locally in the MeNB by triggering intra-cell HO within MCG
3.4 Key change when triggered by SeNB/MeNB (for S-KeNB)

In this scenario, key changing is triggered by SeNB or MeNB for changing of the S-KeNB. The procedure for key change in this scenario can be either by release of SeNB (remove a complete SCG and setting it up again) or it can be done with a single procedure. Examples for the X2AP signalling are described in the following tables for the S-eNB triggered case. From RRC point of view, there are no new issues as compared to the previous cases. Details of the actual procedures can be discussed in RAN3.

	X2AP Procedure (SeNB triggered)
	Parameters

	1-SeNB Modification Required
	Indication to change S-KeNB (FFS)

	2-SeNB Modification Confirm
	new S-KeNB, SCC, Encryption Algorithms (there is no RRC containers involved) 



	3- SeNB Modification Required 


	Including RRC Container to be signalled to the UE

	5- SeNB Modification Confirm
	


	RRC Procedure
	Parameters

	4-RRCConnectionReconfiguration towards UE 

	Parameters: SCC and optionally algorithms. If algorithms are not included, then the UE assumes same algorithms as in the earlier.




Proposal 7 X2 signalling and procedures SeNB/MeNB triggered key change of S-KeNB can be agreed in RAN3.
4 Conclusion

Based on the discussion in previous sections we propose the following:
Proposal 1
Include the security parameters (S-KeNB, SCC and security algorithms) in X2 message during SeNB addition. Details can be discussed in RAN3.
Proposal 2
SeNB includes SCC in the RRC container to be sent to the UE.
Proposal 3
When changing all keys, include the S-KeNB and UE Encryption Algorithms in the X2 message from MeNB to SeNB. Details can be discussed in RAN3.
Proposal 4
When changing all keys, include SCC and optionally chosen encryption algorithms in the RRC container to be transferred in the SeNB Modification Acknowledgment.
Proposal 5
Towards UE, changing all keys is triggered by separate mobilityControlInfos for MeNB and SeNB
Proposal 6
If needed, key change of KeNB only can be performed locally in the MeNB by triggering intra-cell HO within MCG
Proposal 7
X2 signalling and procedures SeNB/MeNB triggered key change of S-KeNB can be agreed in RAN3.
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