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1 Introduction

RAN2 sent a response LS to SA3 in [1] regarding security aspects of protocol architectures for small cell enhancements.  In [2] the DRB/ COUNT re-use/ repetition issue was briefly discussed with respect to Dual Connectivity. However, the emerging questions on this issue could not be included in the LS to SA3. This document looks at further details. 
2 Discussion
It is clear that in user plane encryption COUNT and DRB-Id wrap-up/ reuse for a SCG bearer needs to be avoided since the potential threat of wrap-up/ reuse is un-acceptable. 
The straight-forward solution will be, as in legacy, to apply Intra-cell handover. This has however some disadvantages: 
· MCG bearers will be interrupted un-necessarily,

· the time for new S-KeNB derivation will be longer since S-KeNB refreshing/ reuse will be contingent upon completion of Intra-cell handover; and

· a special UE behaviour may be required to not release SCG during intra-cell HO (MeNB-MeNB HO).

The disadvantages can however be remedied by discarding the new derived KeNB (i.e. not using it for MCG bearers) immediately after refreshing the S-KeNB. This might be acceptable since the COUNT and DRB-Id wrap-up/ reuse would not be a frequent occurrence, however, this may need a scrutiny since the notion of old KeNB will be affected. The signalling diagram is shown in the.
In the RAN2#86, some companies indicated that removing and adding the same SeNB is sufficient to refresh S-KeNB. However, in addition to lower layer re-establishment and RACH procedure this also makes the S-KeNB refreshes visible to the Core network because of un-necessary CN Path Switch signalling. This is un-necessary and since reducing signalling towards CN was a central tenet in designing SCE, this solution of removing and adding the same SeNB is also unacceptable.

Another, less complex solution would be to refresh the S-KeNB using the existing KeNB and an incremented freshness parameter/ counter. The signalling diagram is shown in the Annex-A.
We prefer the last solution since it seems simple and in-line with a new S-KeNB derivation. Freshness parameter being a sufficiently long value (e.g. 16 bits) there is no fear of over-running the freshness input anyway.
Proposal 1: To solve COUNT and DRB-Id wrap-up/ reuse, refreshing the S-KeNB using the current KeNB and an incremented freshness parameter/ counter is accepted as the way forward.
3 Conclusions
This document discusses user plane encryption COUNT and DRB-Id wrap-up/ reuse for a SCG bearer and recommends:
Proposal 1: To solve COUNT and DRB-Id wrap-up/ reuse, refreshing the S-KeNB using the current KeNB and an incremented freshness parameter/ counter is accepted as the way forward.
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5 Annex
5.1 B: S-KeNB refresh only
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