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1 Introduction
Dual connectivity can adopt 1A user plane architecture or 3C user plane architecture. For 3C, PDCP entity is located in MeNB, so there is no security handling in SeNB. 1A requires SeNB to obtain another security key for data ciphering. Even though, key refresh procedure has not been discussed for dual connectivity support in RAN2, RAN2 has indicated in reply LS [1] to SA3 that RAN2 assumes to remove a complete SCG and set it up again for support of rekeying and key refresh. It was also commented that the rekeying/key refresh procedure will anyway result in a complete refresh of all keys for all DRBs in the SCG. Even though it is correct that the key refresh will result in complete refresh of all keys for all DRBs in SCG, the key refresh procedure is yet to be discussed and be agreed in RAN2. This contribution focuses on key (KeNB and S-KeNB) refresh procedure either trigged by MeNB or MME or triggered by SeNB. 
2 Discussion
2.1 S-KeNB  refresh

According to SA3 agreement [2]:

Agreed that MeNB derives a base-key (S-KeNB) and sends it to SeNB over X2. The SeNB derives its user plane encryption key from the received S-KeNB.
Agreed a freshness value shall be used in S-KeNB derivation, and that this freshness value shall be new for every time a DRB establishment procedure is run with a SeNB. The MeNB shall use a counter that is kept per KeNB as freshness value.
Agreed that if there is a key change on-the-fly of the KeNB in the MeNB (initiated by the MME), then the MeNB shall also initiate a re-keying of the S-KeNB. If the MeNB locally refreshes the KeNB from an NH value, then the MeNB shall refresh the S-KeNB in the SeNB (otherwise two-hop security will not be stringent). If the MeNB locally refreshes the KeNB from an old KeNB, then the MeNB may refresh the S-KeNB in the SeNB. If the SeNB initiates a refresh of the S-KeNB, then it is FFS how the MeNB enforces that refresh.

When dual connectivity support is considered, there are two types of S-KeNB key refresh.  Type 1 of key refresh can be due to the change of KeNB either initiated by MME or initiated by MeNB locally. Type 2 key refresh could be due to the need of key refresh in SeNB for example initiated by the wrap around of HFN in SeNB. Type 2 key refresh doesn’t necessarily have to impact the communication between the MeNB and the UE. 

Proposal 1: the key refresh procedure design should address the key refresh due to the change of KeNB (either initiated by MME or MeNB locally) and S-KeNB refresh initiated by the SeNB.
Proposal 2: S-KeNB refresh shouldn’t impact the communication between the MeNB and the UE.

As indicated above, S-KeNB refresh either initiated by the MeNB or initiated by the SeNB (e.g. due to HFN wrap around) doesn’t necessarily have an impact on the communication over MeNB. It is indicated in [1], for rekeying/key refresh RAN2’s assumption is to remove a complete SCG and setting it up again.  How to use the SCG release and add procedure for rekeying/key refresh was not discussed in detail so far. This S-KeNB refresh using SCG release and add procedure requires method on how to handle buffered data and S1 ERAB at the protocol layers before and after the successful key refresh.
The procedure (using SCG release and addition) results in two path switch messages to the CN in architecture 1A as shown in Figure 1. The first path switch requires the release of SeNB. The second path switch message is required for the SCG addition. This procedure requires a number of additional signaling for path switch towards the CN due to SeNB (re)configuration. Moreover the procedure may cause a latency of data transmission as data forwarding needs to be performed back and forth between the MeNB and SeNB.

[image: image1.emf]3. SeNB Release

MeNB SeNB

1. UE established dual connectivity

7. SeNB Modification Request

MME UE

16. Random access procedure

4. RRC connection reconfiguration (re-key KeNB and release SCG)

6. RRC connection reconfiguration complete

14. RRC connection reconfiguration

15. RRC connection reconfiguration complete

19. Packet transmission with new S-KeNB encryption

5. Random access procedure

11. SeNB Addition Indicator (new S-KeNB)

12. SeNB Modification Request

2. Key refresh 

triggered by SeNB

8. Data forwarding

13. Data forwarding

10. E-RAB Modification (Path switch)

17. SeNB Modification Response

18. E-RAB Modification (Path switch)


Fig.1 Key refresh for 1A through SCG release/addition
Another option that was discussed is to have handled both the release and add in the same RRC message.  It is unclear how such a procedure actually works for 1A.  The already defined procedures for SCG release and SCG addition cannot be simply combined into a single message.  The procedure on the network side for release and add actually moves the DRBs and cannot be combined into one step.  Further on the UE side, the release and add actually involve releasing the protocol stack and re-establishing it towards MeNB, releasing it and re-establishing it towards SeNB.  Hence even if it could be made to work, it will involve new procedures in the network and the UE; in other words, it is a new procedure to be specified and implemented. Therefore, the suitability of SCG release and add procedure for S-KeNB should be carefully evaluated.
Another option is release the entire SeNB context including the PDCP and add them again in the same message but not inform the NAS about the release.  The EPS bearer ids needs to be retained in the AS so that when the bearers are re-established, the association between the EPS bearer and new RB can be rebuilt (this is similar to the concept used for Full reconfiguration).  There will be data loss though since the PDCP is cleared by the UE.  

Much simpler ways to modify the SeNB change procedure such that to avoid CN impact or complexity in the network and UE.  User plane interaction is to handle in a similar to a HO.  During a SeNB change, lower layers of the SCG bearers are released and PDCP is re-established.  Since the DRB is not fully released at the UE, there is no impact on EPS bearer.  The proposed modification for SeNB change procedure to support S-KeNB refresh without impacting CN and avoiding the back and forth data forwarding between the MeNB and SeNB is shown in figure 2. Note that the proposal is to remove the function within the grey box from the SeNB modification procedure.
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Figure 2: S-KeNB refresh using enhanced SeNB Change procedure.

 Simplification as described above can improve the system performance during the S-KeNB key refresh by avoiding the CN impacts as well as service interruption at the same time is much simpler for the network to implement.  The message flow is as shown in Figure 2 above.   While this scenario is not expected to happen often, the above described procedures are also useful for other scenarios such as re-establishment [3] and SI change [4] and hence introducing a single common procedure for all these cases simplifies the system.
Proposal 3: for S-KeNB refresh, it is proposed to adopt an enhanced SeNB change procedure to avoid CN impacts and unnecessary back and forth data forwarding

2.2 KeNB refresh

In legacy system, key refresh is handled by using intra-cell HO procedure, where intra-cell HO and inter-cell HO uses a common procedure. Only the first type of key refresh where key refresh triggered due to the change of KeNB is seen in the legacy system. KeNB refresh could be triggered by the MME or by eNB. When MME trigger for KeNB key refresh, the immediately key refresh procedure execution is required. In the later case where eNB trigger KeNB refresh resulted due to DRBid wrap around or SCC wrap around which is visible to the eNB. Therefore, the KeNB refresh triggered by eNB may be initiated by the eNB prior to the DRBid or SCC wrap around while minimising the UE impacts (e.g. key refresh is performed at a time the UE activity is low).  

An intra-cell HO could also be considered for KeNB refresh in dual connectivity. This then requires SCG release during the key refresh procedure. SCG will then need to be added as part of a subsequent reconfiguration message. Similar to Figure 1, the key refresh procedure includes two RRCConnectionReconfiguration messages towards the UE: the first message is to perform MeNB to MeNB HO and the second message is to configure SeNB upon the successful completion of HO. 
While the impacts of use of intra-cell HO procedure for KeNB refresh on architecture 3C is as same as legacy system, increase signaling towards CN and impact due to data forwarding can additionally be seen for architecture 1A when using intra-cell HO procedure for KeNB key refresh. Moreover, the data communication over all DRBs is visible to the MeNB in architecture 3C, activities on SCG DRBs may not be visible to the MeNB in architecture 1A. Therefore it may not be possible for the MeNB to initiate the KeNB refresh at a time when there is less user plane activity. Note that such implementation based mechanism is possible for the legacy system in minimizing the system impact due to KeNB refresh using intra-cell HO procedure. 

Other possible KeNB refresh approach is to support parallel procedure for refreshing KeNB and corresponding S-KeNB. The S-KeNB key is refreshed similar to the solutions described above about releasing and re-establishing as part of the same RRC message with some aspects of PDCP and EPS bearer retained.  Such procedure is shown in Figure 3. 
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Figure.3 parallel refresh
MeNB triggers S-KeNB refresh and an SeNB modification release/add RRC message is while retaining PDCP is preformed as shown in Figure 3.  This approach has no involvement of impact on CN during key refresh. Data forwarding between MeNB and SeNB is not necessary for the offloaded bearers, so there is no significant delay of data transmission for the offloaded bearers. However the procedure is slightly more complex than other previous scenario since the SeNB modification is part of a reconfiguration message including Mobility control info (Handover).    .  

Proposal 4: Discuss whether enhanced intra-cell HO procedure without releasing SeNB can be used for KeNB refresh for dual connectivity configured UEs. 
3 Conclusion 
Procedure for rekeying/key refresh in dual connectivity was discussed in this contribution. Both S-KeNB and KeNB refresh were discussed. The use of SeNB release/add procedure and SeNB change procedure for key refresh were analyzed. The following proposals were made.

Proposal 1: the key refresh procedure design should address the key refresh due to the change of KeNB (either initiated by MME or MeNB locally) and S-KeNB refresh initiated by the SeNB.
Proposal 2: S-KeNB refresh shouldn’t impact the communication between the MeNB and the UE.

Proposal 3: for S-KeNB refresh, it is proposed to adopt an enhanced SeNB change procedure to avoid CN impacts and unnecessary back and forth data forwarding.

Proposal 4: Discuss whether enhanced intra-cell HO procedure without releasing SeNB can be used for KeNB refresh for dual connectivity configured UEs. 
4 Reference
[1] R2-141844, “Reply LS on security aspects of protocol architectures for small cell enhancements”, RAN2#85bis

[2] R2-140813
Reply LS to R2-134586 on security aspects of protocol architectures for small cell enhancements (S3-140209); SA3; LSin; to: RAN2
[3] R2-142515, “Re-establishment in Dual connectivity”, RAN2#86, Alcatel-Lucent

[4] R2-142569, “System information update in dual connectivity”, RAN2#86, Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

- 6 -

_1461093970.vsd
�


_1461153764.vsd

_1461093404.vsd
�


