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1
Introduction
In RAN2 #85 Bis RAN2 received LS from SA3 related to a parameter synchronisation (freshness parameter) that can be used to protect discovery information [1]. 

	SA3 have progressed their work on discovery and do need a counter value to supply freshness for the protection of discovery message. The counter would need the following properties.

The counter value is current UTC time based and is known to both announcing and monitoring such that each UE has the same value of counter.  Also the counter value must be different for each discovery period and should wrap around over a long period of time, say one year.


In this document we propose how can we provide such a parameter?
2
Discussion
As mentioned in the LS from SA3 [1]; it is clear that the counter value which is know to both announcing and monitoring UE is UTC time. Current UTC time also satisfies the requirement “counter value must be different for each discovery period and should wrap around over a long period of time, say one year.”. 

We have two options to provide UTC time:

1. Use UTC time info available in exiting SIB 16

· This is exiting SIB, hence no standardisation effort is required. However eNB supporting discovery needs to transmit SIB-16 also along with new SIB for discovery.

2. Provide UTC time info also in the new SIB for Discovery

· This will require small effort in standardization; however this can ensure that all discovery related info are part of one SIB. We think it is not such big gain and will unnecessarily add duplicity in spec.
Proposal 1: timeInfoUTC as available in SIB-16 is used as freshness parameter for synchronosation.
SA3 has requested details of this parameter (e.g. size and frequency of change). As given in [2]:
	SystemInformationBlockType16 information element
-- ASN1START

SystemInformationBlockType16-r11 ::=

SEQUENCE {


timeInfo-r11






SEQUENCE {



timeInfoUTC-r11





INTEGER (0..549755813887),


dayLightSavingTime-r11



BIT STRING (SIZE (2))

OPTIONAL,
-- Need OR



leapSeconds-r11





INTEGER (-127..128)


OPTIONAL,
-- Need OR



localTimeOffset-r11




INTEGER (-63..64)


OPTIONAL
-- Need OR


}
















OPTIONAL,
-- Need OR

lateNonCriticalExtension


OCTET STRING



OPTIONAL,
-- Need OP


...

}

-- ASN1STOP

SystemInformationBlockType16 field descriptions
timeInfoUTC

Coordinated Universal Time corresponding to the SFN boundary at or immediately after the ending boundary of the SI-window in which SystemInformationBlockType16 is transmitted. The field indicates the integer count of 10 ms units since 00:00:00 on 1 January, 1900. This field is excluded when estimating changes in system information, i.e. changes of timeInfoUTC should neither result in system information change notifications nor in a modification of systemInfoValueTag in SIB1.



As SA3 indicated in the LS that the value needs to be different in each discovery period. ProSe Discovery is expected to operate in slow time scale, so expected periodicity is in the order of several seconds. 
Observation 1: timeInfoUTC in SIB 16 is 39 bit value and it changes at granularity of 10ms. Whereas from ProSe Direct Discovery point of view a parameter which changes at the level of second is sufficient.
Proposal 2: UE can assume timeInfoUTC in SIB16 is accurate enough for the purpose of ProSe Direct Discovery information protection. 
SA3 agreed to a mechanism for ProSe Direct Discovery information protection to be incorporated in [4](Note that SA3 spec TS 33.cde is yet to receive a number; but procedure is accepted in S3140557). In this mechanism announcer UE uses current UTC time and ProSe function provided key to compute MIC (Message Integrity Check. This MIC is appended into actual discovery message for transmission. Monitoring UE sends this MIC along with the received time stamp to Prose Function for the integrity of the received discovery information.
CT1 is defining ProSe Protocol [3]; as part of the ProSe Protocol they have agreed to perform MIC calculation at ProSe Protocol in announcer UE.
	The UE requests the time parameter for the next discovery transmission opportunity from the lower layers, and uses this parameter to compute the MIC field for the PC5_DISCOVERY message as described in 3GPP TS 33.cde [6].

Editor’s note: Reference to be updated once 3GPP TSG SA WG3 TS is available and contains the relevant procedure.


Observation 3: CT1 is defining ProSe Protocol and as part of it’s procedure MIC calculation is also defined [3].

Observation 4: ProSe Protocol expect time parameter (UTC time) for the next discovery transmission opportunity from lowe layer .

During Study Item phase RAN2 made following agreement [5]:

	In the UE, the RRC protocol informs the discovery resource pools to MAC. RRC also informs allocated Type 2B resource for transmission to MAC.


As MAC ia aware of the next transmission opportunity. MAC is required to map the next transmission opportunity and with corresponding UTC time. UE is required to maintain internal clock based on timeInfoUTC in SIB16, and MAC can access this clock to map the next transmission opportunity with the corresponding UTC time. In response to request from ProSe Protocol MAC provides the time parameter for the next discovery opportunity to the Prose protocol.

Proposal 3: MAC is required to map the next transmission opportunity with corresponding UTC time.

Proposal 4: In response to request from ProSe Protocol MAC provides the time parameter for the next discovery opportunity to the Prose protocol.

CT1 has made following agreement [3] for ProSe protocol to instruct lower layers to start discovery monitoring:
	The UE may instruct the lower layers to start monitoring, while all of the following conditions are met:
-
the UE is currently authorized to perform monitoring in at least one PLMN;
-
the UE has obtained at least one Discovery Filter and their respective TTL timer T4002(s) have not expired; and

-
a request from upper layers to monitor for the ProSe Application ID is still in place.
During the monitoring operation, the UE receives all PC5_DISCOVERY messages and associated time parameters from the lower layers. 


As part of monitoring procedure ProSe protocol expect lower layers (MAC) to provide received discovery messages and associated time parameter.
Proposal 5: MAC provides received discovery message and associated time parameter (the UTC time) when the message was received by the UE to the ProSe protocol.

4
Conclusion 

In this contribution UTC info as freshness parameter is discussed for ProSe Direct Discovery information protection. We propose: 
Proposal 1: timeInfoUTC as available in SIB-16 is used as freshness parameter for synchronosation.
Proposal 2: UE can assume timeInfoUTC in SIB16 is accurate enough for the purpose of ProSe Direct Discovery information protection. 

Proposal 3: MAC is required to map the next transmission opportunity with corresponding UTC time.

Proposal 4: In response to request from ProSe Protocol MAC provides the time parameter for the next discovery opportunity to the Prose protocol.

Proposal 5: MAC provides received discovery message and associated time parameter (the UTC time) when the message was received by the UE to the ProSe protocol.
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